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About this Product

TIBCO is proud to announce the latest release of TIBCO Enterprise Message Service' software.

This release is the latest in a long history of TIBCO products that leverage the power of the Information
Bus® technology to enable truly event-driven IT environments. To find out more about how TIBCO
Enterprise Message Service software and other TIBCO products are powered by TIB® technology,
please visit us at www.tibco.com.

TIBCO Enterprise Message Service software lets application programs send and receive messages
according to the Java Message Service (JMS) protocol. It also integrates with TIBCO FTL, TIBCO
Rendezvous, and TIBCO SmartSockets messaging products.

TIBCO EMS software is part of TIBCO" Messaging.

Product Editions

TIBCO Messaging is available in a community edition and an enterprise edition.

TIBCO Messaging - Community Edition is ideal for getting started with TIBCO Messaging, for
implementing application projects (including proof of concept efforts), for testing, and for deploying
applications in a production environment. Although the community license limits the number of
production clients, you can easily upgrade to the enterprise edition as your use of TIBCO Messaging
expands.

The community edition is available free of charge. It is a full installation of the TIBCO Messaging

software, with the following limitations and exclusions:

e Users may run up to 100 application instances or 1000 web/mobile instances in a production
environment.

o Users do not have access to TIBCO Support, but you can use TIBCO Community as a resource
(https://community.tibco.com).

o Available on Red Hat Enterprise Linux Server, Microsoft Windows & Windows Server and Apple
macOS.

TIBCO Messaging - Community Edition has the following additional limitations and exclusions:

o Excludes Fault Tolerance of the server.

* Excludes Unshared State Failover.

e Excludes Routing of messages between servers.
e Excludes Central Administration.

» Excludes JSON configuration files.

TIBCO Messaging - Enterprise Edition is ideal for all application development projects, and for
deploying and managing applications in an enterprise production environment. It includes all features
presented in this documentation set, as well as access to TIBCO Support.
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TIBCO Documentation and Support Services

How to Access TIBCO Documentation

Documentation for TIBCO products is available on the TIBCO Product Documentation website, mainly
in HTML and PDF formats.

The TIBCO Product Documentation website is updated frequently and is more current than any other
documentation included with the product. To access the latest documentation, visit https://
docs.tibco.com.

TIBCO Enterprise Message Service Documentation

The following documents for this product can be found on the TIBCO Enterprise Message Service ™
product documentation page:

o TIBCO Enterprise Message Service User’s Guide Read this manual to gain an overall understanding of
the product, its features, and configuration.

o TIBCO Enterprise Message Service Central Administration Read this manual for information on the
central administration interface.

o TIBCO Enterprise Message Service Installation Read the relevant sections of this manual before
installing this product.

o TIBCO Enterprise Message Service C & COBOL Reference The C API reference is available in HTML
and PDF formats.

o TIBCO Enterprise Message Service Java API Reference The Java API reference can be accessed only
through the HTML documentation interface.

e TIBCO Enterprise Message Service NET API Reference The NET API reference can be accessed only
through the HTML documentation interface.

 TIBCO Enterprise Message Service Installation on Red Hat OpenShift Container Platform This manual
describes how to run TIBCO Enterprise Message Service servers on the Red Hat" OpenShift
Container Platform.

o TIBCO Enterprise Message Service Release Notes Read the release notes for a list of new and changed
features. This document also contains lists of known issues and closed issues for this release. This
document is available only in PDF format.

Other TIBCO Product Documentation

You may find it useful to read the documentation for the following TIBCO products:

e TIBCOFTL®

o TIBCO Rendezvous®

o TIBCO SmartSockets®

« TIBCO EMS® Client for z/OS (CICS)
e TIBCO EMS® Client for z/OS (MVS)
o TIBCO EMS® Client for IBM i

Third-Party Documentation

« Java™ Message Service specification, available through http://www.oracle.com/technetwork/
java/jms/index.html.
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o Java™ Message Service by Richard Monson-Haefel and David A. Chappell, O'Reilly and Associates,
Sebastopol, California, 2001.

o Java™ Authentication and Authorization Service (JAAS) LoginModule Developer's Guide and
Reference Guide, available through http://www.oracle.com/technetwork/java/javase/jaas/index.html.

How to Contact TIBCO Support

You can contact TIBCO Support in the following ways:

e For an overview of TIBCO Support, visit http://www.tibco.com/services/support.

o For accessing the Support Knowledge Base and getting personalized content about products you are
interested in, visit the TIBCO Support portal at https://support.tibco.com.

» For creating a Support case, you must have a valid maintenance or support contract with TIBCO.
You also need a user name and password to log in to https://support.tibco.com. If you do not have a
user name, you can request one by clicking Register on the website.

How to Join TIBCO Community

TIBCO Community is the official channel for TIBCO customers, partners, and employee subject matter
experts to share and access their collective experience. TIBCO Community offers access to Q&A forums,
product wikis, and best practices. It also offers access to extensions, adapters, solution accelerators, and
tools that extend and enable customers to gain full value from TIBCO products. In addition, users can
submit and vote on feature requests from within the TIBCO Ideas Portal. For a free registration, go to
https://community.tibco.com.
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Introduction

Central Administration for TIBCO Enterprise Message Service is a tool that allows administrators to
make changes to multiple EMS server configurations and deploy those as a single action.

The major benefits of Central Configuration are:
o Graphical User Interface: Central Administration provides a web-based graphical user interface
(GUI) for configuring TIBCO Enterprise Message Service servers.

o Centralized Configuration: You can also apply configuration changes across multiple TIBCO
Enterprise Message Service servers from a single location.

Requirements
In order to use Central Administration, you must meet these requirements:

e Administrative Privileges: The Central Administration user who deploys changes to an EMS server
must have administrative permissions to modify any EMS server setting.

The same username and password used to log in to the Central Administration web interface is
used to log on to the EMS server. When JAAS authentication is not configured, the Central
Administration server uses the default credentials of user admin with no password.

See Central Administration Server Connection to the EMS Server for more information.

» JSON Configuration Files: The EMS server configuration method relies either on a set of text-
based .conf files or a JSON configuration file. Central Administration only supports the latter.

See JSON Configuration Files for information about JSON files and steps to convert old server
configuration files to JSON.

e Supported Browser: The Central Administration web interface can be accessed using browsers
supported by their respective vendors at the time of writing. HTML 5-compliant browsers with
JavaScript enabled are supported. See the readme file for a full list of supported browsers.

Structure

Central Administration offers a simple architecture. The Central Administration server connects to
TIBCO Enterprise Message Service servers and stores a snapshot of the configuration from the running
EMS server.

Be aware that the snapshot of the EMS server may not reflect its current running configuration. Because

8 it’s possible to modify the running EMS server with direct edits to the JSON configuration file,
programming API calls, or commands issued through the administration tool, Central Administration
may be out-of-sync with the running configuration.

Administrators connect to the Central Administration server through the web interface, and from there
can view the snapshot server configurations, make changes, and deploy the new configurations.
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How Configuration Changes are Saved and Deployed

The Central Administration server stores configuration files for each EMS server it manages in two
directories:

The working directory stores the last read configuration from the EMS server. It also stores the lock
file, which contains the edits being made by a user to a server configuration.

The deployment directory contains details on each deployment of the EMS server. This directory
contains only records of configuration files that have already been deployed using Central
Administration.

All commands issued through the Central Administration web interface modify the server
configuration files in these two directories. The figure below shows which files are modified for each
action performed through the Central Administration web interface:

Lock & Edit enables the user to make changes to the configuration. As the user edits the
configuration, the edits are saved in the lock file.

Save saves configuration changes made to the EMS server through the web interface to the lock file.
Note that changes are also automatically saved at regular intervals, even if the user does not click
Save.

Deploy takes the configuration lock file from the working directory, and deploys it to the EMS
server. If the deployment succeeds, the lock file is copied to the deployment directory for the current
deployment and to the working file for the EMS server.

If deployment fails, the lock file is not copied to the deployment directory. It remains in the working

directory and can be further edited and redeployed, or the lock can be reverted and changes
discarded.

Note that the EMS server keeps a copy of the previous JSON configuration file upon receiving a
deployment from the Central Administration server. When the deployment is successful, the
previous configuration is kept in a file of the same name as the current configuration with an
additional .bak suffix. For example, tibemsd. json.bak. During subsequent deployments, the
backup file is overwritten.
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* Refresh causes the Central Administration server to retrieve the currently deployed configuration
file from the running EMS server, and save that file in the working directory. This is the only way to
obtain configuration changes made directly to the EMS server. (That is, changes that were not made
through Central Administration.)

Central
Administration
Web Interface
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Lock & Edit;

Revert SavS;

Auto-Save
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E% Administration h—

Working Server Refresh

Deployment Directory”

DireC‘tOWC/ Deploy e EMS Servers

JSON Configuration Files

When Central Administration is used, TIBCO Enterprise Message Service stores server configuration
settings in a single JSON-based configuration file. This file holds the entire configuration of the server
without the need of sub-files. Furthermore, a single JSON configuration file holds the configuration
settings for a pair of fault tolerant servers. JSON-based configuration files use the . json file extension.

The JSON configuration standard was introduced in an earlier version of TIBCO Enterprise Message
Service software. Prior to that release, the configuration of the EMS server could only be stored in a set
of text-based configuration files with names ending in . conf. The main configuration file name defaults
to tibemsd.conf and a set of sub-files such as queues. conf hold information on specific types of
configuration items. These configuration files are described in the TIBCO Enterprise Message Service
User’s Guide.

An EMS server can be started either with a set of . conf files or with a single . json file. However, the
EMS server can be managed through the Central Administration feature only if it has been started with
the JSON file. EMS servers started with a set of . conf files cannot be managed using the Central
Administration server.

You can convert a text-based server configuration to a single tibemsd. json file using the
tibemsconf2json utility, which is described in Conversion of Server Configuration Files to JSON.
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Central Administration Server Set Up and Configuration

The following topics describe the basic set up and configuration of the Central Administration server.

Starting and Stopping the Central Administration Server

The following topics describe how to start and stop the Central Administration server.

Create a Data Directory

Before starting the Central Administration server for the first time, you must create a data directory for
the server. This directory is where the server stores deployment and working directories for each EMS
server it manages.

You cannot share the data directory between Central Administration server instances. That is, each
running Central Administration server requires its own data directory.

On startup, the Central Administration server looks for a data directory named emsca_data in the
working directory. If you wish to specify a different name or location, use the --data command line
option or related configuration file property to point the server to the correct location.

Create a Configuration File

You can optionally create a configuration file to hold Central Administration server options, and pass
this file to the server at startup.

The properties that can be specified in the configuration file correspond to the startup options, and are
described in Central Administration Server Options.

The configuration file takes the form of a typical Java properties file and must use the . properties file
extension. In a text-based file, specify one property on each line, using the format:

property=value

For example:

com.tibco.emsca.data.dir=/emsca_data
com.tibco.emsca.http.hostport=*:8080
com.tibco.emsca.jaas=/emsca_security/emsca.jaas

By default, the Central Administration server looks for a file named

emsca.properties

in the current directory. However, you can direct the server to a different file using the --config
command line option.

If an argument is passed to the Central Administration executable that is also configured in the file, the
value provided in the command line overrides the value in the configuration file.

Starting and Configuring the Central Administration Server

Before starting the Central Administration Server, you should create a Data Directory and a
Configuration File.

To start the Central Administration server from the command line, navigate to EMS_HOME /bin and
run the script:

On UNIX:
tibemsca [options]
On Windows:

tibemsca.bat [options]

TIBCO Enterprise Message Service™ Central Administration
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& If the Central Administration server cannot locate the data directory, the startup process is suspended.
For more information see Data Directory.

To configure Central Administration server settings, use the command line arguments in Central

Administration Server Options.

The command options to Central Administration server can also be passed using a configuration file
described in Configuration File. However, the command options override any value specified in the
configuration file

Central Administration Server Options

Short

-h

Long

--help

Arguments

Description

Display a help message describing the command
line parameters and options.

--data

path

Specifies the working data directory. The Central
Administration server stores its working data
files in the path given. This location must exist.

If this argument is not specified, the default is to
store working data files in a directory called
emsca_data within the current working
directory.

You can also configure the working directory by
setting the system property or configuration file
property named com. tibco.emsca.data.dir

If you run several distinct Central
Administration servers, you must supply a
unique path location for each server.

-ht

--http

host:port

Specifies the HTTP user interface host and port.
Browsers send graphic user interface requests
(using the HTTP protocol) to this service. You
may specify host: port, or just port.

If this argument is not present, the default is
*:8080. Note that * implies all interfaces on the
machine.

When specifying the host and port on the
command line, you must escape the argument if
the * character is specified. For example, on
Windows platforms:

-ht "*:4545"

This is a requirement for shell scripts
determined by the operating system.

You can also configure the HTTP interface by
specifying the configuration property
com.tibco.emsca.http.hostport.

TIBCO Enterprise Message Service™ Central Administration
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Arguments  Description

-c --config path Points the Central Administration server to a file
containing configuration properties. For more
information see Configuration File.

By default, the server looks for the file
emsca.properties in the current directory.

-3 --jaas path Configures the Central Administration server to
configure security using the Java Authentication
and Authorization Service (JAAS).

When present, the Central Administration server
configures security using the JAAS configuration
file at path. When absent, the server neither
requires nor verifies credentials.

You can also configure JAAS using the property
com.tibco.emsca. jaas.

For more information on JAAS security, see
Configuration of JAAS Authentication.

-ja --jaas-admins names Replaces the default JAAS emsca-admin group
with one or more admin group names.
Administrators running Central Administration
utility executables must be in one of these admin
groups.

Group names should not contain spaces or
commas. Specify multiple admin groups in a
comma-separated list.

This parameter can also be specified in a
configuration file as the property
com.tibco.emsca.jaas.admin.roles.

-jg --jaas-guests names Replaces the default emsca-guest group with
one or more guest group names. JAAS guests
can browse configurations, but are not able to
modify, monitor, or deploy configurations.

Group names should not contain spaces or
commas. Specify multiple guest groups in a
comma-separated list.

This parameter can also be specified in a
configuration file as the property
com.tibco.emsca.jaas.guest.roles.

TIBCO Enterprise Message Service™ Central Administration
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Short Long Arguments  Description
--concurrent- number Specifies the number of concurrent deployment
tasks tasks that can be active at any one time during a

deployment. Each deployment task implies a
connection to an EMS server.

The number given should be greater than 0. If
this argument is not present, the default is 10
concurrent tasks.

You can also configure the concurrent
deployments using the property
com.tibco.emsca.concurrent.tasks.

--keep-max- number Specifies the maximum number of deployments

deployments to keep. If the number of deployments exceeds
this number, the older deployments are
removed.

Default is set to -1 (keep all deployments).

This parameter can also be specified in a
configuration file as the property
com.tibco.emsca.max.deployments.

--ssl-ciphers string Optional. Can be used if --ems-ssl-identity
or --https-identity is provided.

Specifies the cipher suites to be used by SSL
connections, either for the Central
Administration server to connect to EMS servers
using SSL or for accepting Web browser
connections using the HTTPS protocol, or for
both.

The specified string must use the Java Client
Syntax, as described in the TIBCO Enterprise
Message Service User’s Guide.

For example:

-ALL:+TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA
256 :+TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA3
84

This parameter can also be specified in a
configuration file as the property
com.tibco.ems.ssl.ciphers.

Central Administration to EMS Server SSL Communication Options

These options specify SSL settings between Central Administration and EMS servers. When
configured in Central Administration, the server uses SSL to communicate with the EMS server.

Note that neither hosts nor hostnames are verified.

TIBCO Enterprise Message Service™ Central Administration
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Short Long Arguments  Description

--ssl-policy policy Sets the SSL policy for the Central
Administration server. This optional flag
specifies the policy of iteration over the EMSCA
Deployment Listens when communicating with
an EMS server. Note that the Central
Administration server only communicates with
the EMS server using the EMSCA Deployment
Listens specified on the Server Properties page.

Valid policy settings are:

e REQUIRED — The Central Administration
server only communicates with an EMS
server using SSL listens. Any other type of
listen is ignored.

e PREFERRED — The Central Administration
server attempts to communicate with an EMS
server using SSL. If all the SSL listens for the
EMS server fail, it then attempts non-SSL
listens.

e ANY — The Central Administration server
attempts to connect through any of the listens
defined in the configuration.

When absent, this option is set to ANY.

You can also configure the SSL policy using the
com.tibco.emsca.ssl.policy parameter.

--ems-ssl- path Optional flag specifying the path to a certificate

identity providing the identity of the Central
Administration server to EMS servers. The
identity certificate must include its private key.

If the --ems-ssl-identity option is provided
and --ems-ssl-password is not, the login
screen to the Central Administration web
interface presents fields for username, password,
and certificate password. This scenario is only
supported when JAAS is configured.

You can also include the identity by including
the property com.tibco.ems.ssl.identity.

For more information, see Configuration of SSL
Connections with EMS Servers.

TIBCO Enterprise Message Service™ Central Administration
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Short Long Arguments  Description
--ems-ssl- string Provides the SSL password associated with the
password private key or store set with the --ems-ss1-

identity flag. This setting is optional.

If the --ems-ssl-password option is provided
with --ems-ssl-identity, the Central
Administration server does not prompt for a
certificate password.

Note that providing a password on the
command line is not recommended and may
pose a security risk. Consider configuring this
property using a configuration file. If you must
provide the password on the command line or in
a configuration file, use tibemsadmin -mangle
to generate an obfuscated version first.

You can include the password in a configuration
file using the com. tibco.ems.ssl.password
parameter.

Central Administration to Web Browser HTTPS Communication Options
These options specify HTTPS settings between Central Administration and web browsers.

When configured, the Central Administration server uses HTTPS to communicate with web
browsers.

--https-identity  path Optional flag specifying the path to a PKCS12
file or Java KeyStore that provides the identity of
the Central Administration server to browsers.
The file must include the certificate and the
corresponding private key.

When present, starts the web server port using
the HTTPS protocol instead of HTTP.

The --https-identity option must be specified
with the --https-password option.

This parameter can also be specified in a
configuration file as the property
com.tibco.emsca.https.identity.
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Short Long Arguments  Description
--https-password string Optional flag specifying the password to the
identity file specified through --https-
identity.

Note that providing a password on the
command line is not recommended and may
pose a security risk. Consider configuring this
property using a configuration file. If you must
provide the password on the command line or in
a configuration file, use tibemsadmin -mangle
to generate an obfuscated version first.

This parameter can also be specified in a
configuration file as the property
com.tibco.emsca.https.password

Stopping the Central Administration Server

You can stop the Central Administration server by ending the process using tools provided by your
operating system.

Running the Central Administration Server as a Windows Service

You can register the Central Administration server to run as a Windows service, enabling the server to
start automatically.
Tasks have been converted into Steps.

Procedure

1. Create an EMS Central Administration configuration file.
The configuration file is described in Configuration File.

For example, create a file C:\directory\emsca.properties with this content:

com.tibco.emsca.data.dir=C:/directory/emsca/data
com.tibco.emsca.http.hostport=+*:8888

2. Register the Windows Service.

Use the prunsrv utility to register the Windows Service. The prunsrv utility is included in the bin
directory of your EMS installation:

EMS_HOME\bin\prunsrv.exe

Model your command line on this template:

prunsrv install service-name

--DisplayName="TIBCO EMS Central Administration"

--Description="Allows administrators to make changes to multiple EMS server
configurations and deploy those as a single action."”

--Install="EMS HOME\bin\prunsrv.exe"

--Jvm="path-to-jvm.d11"

--StartMode=jvm

--StopMode=jvm
--StartClass=com.tibco.messaging.emsca.internal.CentralAdminServer
--StopClass=com.tibco.messaging.emsca.internal.CentralAdminServer
--StartParams=-c;"C:\directory\emsca.properties"”

--StopMethod stop

--Classpath="EMS HOME\bin\tibemsca.jar; EMS HOME\1lib\jms-2.0.jar; EMS HOME\lib
\tibjms. jar; EMS_HOME\lib\tibjmsadmin. jar; EMS_HOME\bin\jetty-all.jar; EMS_HOME\bin
\json_simple-1.1.jar"

Note the following aspects of this command line template:
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» You need the service-name that you chose when you use the Windows sc command. For example,
sc start service-name.

e --Install is the full path of the prunsrv executable.

e --Jvmis the full path to version 1.8 or later of jvm.d11l. For example, "C:\jrel.8.0\bin
\server\jvm.dl1l".

e Specify --StartMode, --StopMode, --StartClass, --StopClass, and --StopMethod exactly as
shown in this template.

e --StartParams contains the command line parameters for EMS Central Administration, which
you can adjust to your specification. Use a semicolon (;) to separate parameters. You must
include the Central Administration configuration file that you created in Step 1 .

e --Classpath lists the JAR files that EMS Central Administration requires. You must specify all
of these files and replace EMS_HOME with the actual path.

3. (Optional) Modify the parameters of the service as needed.

Once the Central Administration server has been registered through prunsrv, you can modify the
parameters of the service using the prunmgr utility:

prunmgr //ES/service-name

The prunmgr utility is included in the bin directory of your EMS installation.

More information about prunsrv and prunmgr is available through http://commons.apache.org/
proper/commons-daemon/.

Removing the Central Administration Server Windows Service

To remove the Central Administration server from the Windows Service registry, run the following
command:

prunsrv delete Service-name

where service-name is the name given when the service was installed.

Security Considerations

By default, the Central Administration server does not impose security restrictions. That is, it is not
automatically configured to use SSL connections or to require login credentials from users. However,
you can configure the server to require user credentials, to use SSL when connecting with EMS servers,
and to use HTTPS when accepting web browser connections.

The Central Administration server uses the same username and password to log in to the EMS server as

8 was used to log in to the Central Administration web interface. When JAAS authentication is not
configured, the Central Administration server uses the default credentials of user admin with no
password.

Central Administration Server Connection to the EMS Server
The Central Administration server connects to the EMS server when:

e The EMS server is added to Central Administration.
o A user refreshes the EMS server configuration stored in Central Administration.
e A user deploys a configuration change.

The margin headings are now section headings/ titles in the body of the page.

Credentials

Each time it connects to the EMS server, the Central Administration server presents the credentials
passed to it by the user when he or she logged on to the web interface.
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o If JAAS authentication is not configured, the Central Administration server uses the admin user,
with no password, to authenticate with all the EMS servers.

o If JAAS authentication is configured, the Central Administration server presents the user ID and
password presented when the current user logged on. If the user is attempting to deploy
configuration changes but does not have the necessary administrative privileges for the EMS server,
the deployment fails.

SSL

When SSL is configured on the EMS server, the Central Administration server can optionally use SSL to
communicate with the EMS server. In addition, the Central Administration server can use an identity
certificate to authenticate itself to the EMS server.

% When Central Administration uses SSL connections to communicate with an EMS server, neither the
host nor hostname are validated by Central Administration.

Configuration of JAAS Authentication
You can configure the Central Administration server to use Java Authentication and Authorization
Service (JAAS) authentication. JAAS authentication has two purposes:

e Authenticate users logging into the Central Administration server.

When JAAS is configured, users must enter credentials when logging into the Central
Administration web interface. Central Administration users must be in one of these JAAS groups:

— emsca-admin — Grants administrative privileges to members. Administrators may lock and
edit an EMS server in Central Administration, and deploy an updated server configuration.
However, note that the user must also have administrative privileges for the EMS server before
deploying.

You can change the group names with administrative privileges using the --jaas-admin
option.

— emsca-guest — Grants read-only privileges to members. Guest users are not able to make
changes or deploy configurations through Central Administration.

You can change the group names with guest privileges using the --jaas-guests option.
o Authenticate the Central Administration server to EMS servers.

When JAAS is configured, each time a user attempts to add or refresh an EMS server or deploy
configuration changes, the Central Administration server uses the JAAS user ID and password
presented by the user to authenticate with the EMS server. If the user does not have sufficient
privileges, the action fails.

When using JAAS, you should not create a user name that has the same name as a JAAS group.
Depending on the JAAS implementation, it is possible for a user name matching a group name to be
A included in the group.

Additionally, assigning conflicting JAAS roles (such as guest and admin) to the same user grants admin
privileges.
To enable JAAS authentication, set the --jaas option at the command line, or through the related

setting in the Central Administration configuration file.

JAAS can be configured to fetch user credentials from a property file or from an LDAP server. With
LDAP, changes made to Central Administration user credentials are taken into account dynamically.
With a property file, it is required to restart the Central Administration server upon altering user
credentials.

For more information on JAAS security, see the sample configuration files in EMS_HOME\ samples\emsca
\Jjaas.
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Configuration of SSL Connections with EMS Servers

&

You can configure the Central Administration server to use SSL when connecting to EMS servers.

‘ The Central Administration server does not verify hostnames or hosts.

There are two supported configuration scenarios: when the EMS server requires an identity certificate
from the Central Administration server, and when the EMS server does not require an identity. All EMS
servers managed by Central Administration should use the same SSL configuration scenario.

The SSL scenario is determined by EMS server requirements. Depending on these requirements, further
SSL settings are configured either through command line options when the Central Administration
server is started, or by setting configuration parameters in the Central Administration configuration
file:

o SSL without Central Administration Identity

The Central Administration server uses SSL to connect to the EMS server. This option is only
available if EMS servers do not require an identity from connecting services.

This SSL configuration is determined entirely by the EMS server. No options or parameters are set in
the Central Administration server.

e SSL with Central Administration Identity

If the EMS server requires an identity, the Central Administration server can be configured to
supply an identity certificate and certificate password.

The syntax and use of these SSL configuration options are further documented in Central
Administration Server Options:

— Enable SSL using the --ems-ssl-identity command line option, or through the related setting
in the Central Administration configuration file. This option sets the path to the identity
certificate and private key that the Central Administration server uses when identifying itself to
the EMS servers.

— Provide the SSL password associated with the private key by setting the
com.tibco.ems. ssl.password parameter. The command line option --ems-ssl-password is
also available, but providing a password on the command line is not recommended and may
pose a security risk. Use tibemsadmin -mangle to generate an obfuscated version before
providing the password in either configuration file or command line.

If you do not provide the password using the parameter or flag, the Central Administration
server requires the SSL decryption password when you log in. Note that this option is only
available if JAAS is configured.

—  Specify an SSL policy using the --ss1-policy command line option, or through the related
setting in the Central Administration configuration file. By default, the Central Administration
server attempts to connect through any of the listens defined in the EMS server configuration,
regardless of whether they are SSL connections or not. Alternately, you can either "require" or
"prefer" an SSL connection. If you require SSL, the server will not communicate with the EMS
through a non-SSL connection. If you prefer SSL, SSL connections are attempted first.

For more information on using SSL in TIBCO Enterprise Message Service, see "SSL Protocol” in
theTIBCO Enterprise Message Service User’s Guide

Configuration of HTTPS Connections with Web Browsers

You can configure the Central Administration server to accept HTTPS connections from web browsers.

To configure this, provide Central Administration with an identity certificate and certificate password
either through command line options when the Central Administration server is started or by setting
configuration parameters in the Central Administration configuration file.
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The syntax and use of these SSL configuration options are documented in Central Administration
Server Options:

o Enable HTTPS using the --http-identity command line option, or through the related setting in
the Central Administration configuration file. This option sets the path to a PKCS12 file or Java
KeyStore providing the identity of the Central Administration server to browsers. When HTTPS is
enabled, it replaces HTTP on the same port number.

e Provide the SSL password associated with the private key by setting the
com. tibco.emsca.https.password parameter. The command line option --https-password is
also available, but providing a password on the command line is not recommended and may pose a
security risk. Use tibemsadmin -mangle to generate an obfuscated version before providing the
password in either configuration file or command line.

For testing purposes, you can configure Central Administration with the identity file
emsca_https_identity.pl2 thatis provided in the samples/certs directory and use the
corresponding self-signed root certificate with your web browser. For restrictions and details, see the
readme . txt file in the same directory.

Configuration of Cipher Suites
If needed, you can specify the cipher suites to be used when the Central Administration server uses SSL
to connect to EMS servers or accepts web browsers connections with the HTTPS protocol.

To configure this feature, you can either provide a cipher suite specification with the --ss1-ciphers
command line option when the Central Administration server is started, or set a configuration
parameter in the Central Administration configuration file. Both methods accept the Java Client Syntax
described in the TIBCO Enterprise Message Service User’s Guide. This is further documented in Central
Administration Server Options.
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Central Administration Navigation

The following topics describe the Central Administration web interface. This includes the layout and
navigation of the interface, as well as common navigational tools and icons.

Central Administration Web Interface Access

Once the Central Administration server is running, you can access it from a web browser. The location
of the web interface is:

http://host:port

where host and port are specified when the Central Administration server is configured, either through
the command line or in the configuration files. If no host or port are specified, the default is:

http://localhost:8080
Login

If the Central Administration server has been configured to use JAAS security, you will need to log in.
Enter your User Name and Password, and click Login.

Browser Support

HTML 5-compliant browsers with JavaScript enabled are supported. For a list of supported browsers,
see the readme file.

Navigation Through the Web Interface
The Central Administration web interface is designed to be intuitive and easy to navigate.

Upon login, you are presented with the Server List Page, which shows a list of all EMS servers managed
by this Central Administration instance. To view or edit the configuration settings for an EMS server,
click the server name and you are taken to the Server Overview Page. This page is a gateway to all
configuration options for that server.

The Deployments Page is also accessed from the Server List page. This page provides details about
every deployment executed from Central Administration. Common Navigation Tools, such as
breadcrumbs and sidebars, provide quick access to top-level pages from sub-pages.

The sections below describe each of these primary pages and the tasks you can perform from the page.

Server List Page

The Server List page is the home page of the Central Administration web interface. Its main content is a
complete list of EMS servers managed by the Central Administration server.

From this page, you can:
o Create or add new servers to Central Administration, and remove existing servers. See Add EMS
Servers to Central Administration.

e Change the name used to identify an EMS server in Central Administration. See Renaming a Server
Configuration.

e Refresh an EMS server’s JSON configuration file that is stored in Central Administration. See
Refreshing the Server Configuration.

» Navigate to an EMS server’s overview page, from which edits to the server configuration can be
made. See Server Overview Page.

» Navigate to the Deployments page. From here, you can view details about deployments, and revert
to an earlier deployment if needed. See Deployments Page.
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« Navigate to the monitoring page for a listed server. To view the monitoring page for a server, click

the aill icon. See Monitor the Servers for details about monitoring.

Server Overview Page

To access the overview page for an EMS server, locate the server in the Server List page and click the
server name. You are taken to that server’s overview page.

The Server overview page is the primary page from which you access the configuration settings of an
EMS server. Its main content is a set of links to the various properties pages of the Central
Administration interface.

The properties page links are organized into columns, corresponding to their uses:

e Destinations — settings related to destinations.
o Connections — settings related to connections between the server and other servers and clients.
e Server — primary server configuration settings and monitoring.

e Security — settings related to security, including user configuration, access control lists, SSL, and so
forth.

Complete descriptions of these properties pages are provided in subsequent sections.

Destinations Connections Server Security

@ Topics @ Multicast D Properties 8 Users

@@ Queues %ﬁ Transports % Stores @ Groups
C‘% Durables gjfj' Factories QF.J Fault Talerance % ACLs

(] i - o —
% Bridges E-E RVCM Se== Traceilog % LDAP

o —

D_,—EI Routes @ Validation 3] SsL

{ } JSOM Source

(7 :
'~'-@ Monitor

Deployments Page
To access the Deployments page, click the Deployments link that appears in the sidebar for the Server

List page:
/) Deployments

From this page, you can:

» View details about previous deployments. See Reviewing the Deployment Logs.
» Revert to an earlier deployment if needed. See Redeploying a Previous Configuration.

e Delete a deployment from the deployment history. See Deleting a Deployment Record.
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Common Navigation Tools

Home Logo

Clicking the TIBCO EMSCA logo at the top of each page returns to the main Server List page.

TIBC2 EMSCA

Page Name and Breadcrumbs

The large titles at the top of each page indicate where you are within the server configuration. The black
title indicates the name of the current page or object configuration being viewed. The green titles
summarize the context of the page you are on, and let you return to pages you have recently viewed.

Server List ' Server1 /Users ' jsmith

Sidebar

The sidebar (visible on most pages) speeds navigation to other pages. The content of the sidebar is
dependent on your current location.
e On the Server List and Deployments pages, the sidebar provides links between these two pages.

o On the EMS server property pages, the sidebar provides links to the other property pages, as well as

a link back to the Server Overview page. Click the server name that appears next to the home {
icon.
In addition, a Servers link is available to return you to the Server List page.

e On all pages, a Logout username link logs the current user out of Central Administration. Note that
this feature is only visible when JAAS authentication is configured.

Ilcons

Icons are used throughout the Central Administration web interface to give access to commonly used
commands and tasks. These icons are divided into two general categories, and are described in the
following tables:

¢ Command Icons

Icons in the upper right corner denote commands. The available set of command icons varies
depending on the state and location within the Central Administration web interface. These icons
are described in Common Icons below.

e Manipulating Items Icons

These general-use icons can appear in several contexts within the Central Administration web
interface. These icons are described in Manipulating Items Icons below.

Description

Command Icons
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Icon Name Description

Lock & Edit Grab the lock and start editing.

o Create a modifiable copy of the EMS server configuration file, and
store it in the working directory.

» Lock the EMS server configuration file so only the current user can
modify it.

If another user holds the lock, the Lock Conflicts page opens.

Deploy Finish editing and deploy all modified EMS server configurations.
W)
» Auto-save the modified configuration files of all EMS servers locked
by the user to the working directory, and package them as a
deployment.

o Send the deployment package to EMS servers.

o If the deployment succeeds, the web interface releases the lock, and
displays the Deployments Page.

Refresh Discard all modifications and retrieve the current configuration file

H from the EMS server.

This command replaces the copy of the EMS server configuration file
that is stored in the working directory with the file it retrieves from the
EMS server.

Revert Undo modifications and stop editing.

» Discard undeployed modifications; display the current EMS server
configuration.

e Release the lock.

Save Save modifications to the working directory.

=

Note that the Central Administration web interface frequently auto-
saves your modifications to the working directory. This command lets
you force a save.

Download Download the server’s JSON configuration file.

@ Note that the download icon is only available from the JSON Source
page.

Manipulating Items Icons

:ﬂ: Add Add or define a new item.
Delete Delete an item.
View View more details.

=
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Icon Name Description
® Duplicate Make a copy of an item (as a starting point for defining a similar item).
Rename Change the name of the item.
4
.1_}' Undo Undo the previous modification.

Index Pages

Index pages present a list of the items that are defined for a page. For example, Server List page
includes an index of servers that are defined in the Central Administration server. Similarly, the Queues
properties page offers an index of queues that are defined for the EMS server. To view details about any
item in the list, click the item name.

For more information, see Index Pages.

TIBCO Enterprise Message Service™ Central Administration



28

Using Central Administration

The following topics describe the steps to add servers to Central Administration and make and deploy
configuration changes.

Add EMS Servers to Central Administration

The following topics describe the steps needed to add a running EMS server to Central Administration,
duplicate an existing EMS server, or remove an EMS server from Central Administration.

Adding a Server

To add a running, JSON-configured tibemsd to Central Administration:

Procedure

1. Open the Central Administration web interface. For details, see Central Administration Web
Interface Access.

Navigate to the main Server List page in Central Administration by clicking the Servers link.

In the filter box, enter a name to identify the server. For example, serverl. The server name entered
here is used only in Central Administration and must be unique.

Names can only contain letters, digits, dashes and underscores. Spaces are not allowed.
Click Create.

In the box that appears, enter the URL on which the Central Administration server will connect to
the EMS server. For example, tcp://localhost: 7222.

6. Click Add Server.
Result

The Central Administration server attempts to connect to the EMS server using the URL provided.
After successfully connecting, the new server appears in the list of managed servers and can be
accessed and configured through the web interface. The server configuration file is saved to the
deployment archive.

Duplicating an Existing Server

You can create and deploy a new EMS server by duplicating the configuration of an existing server.
Duplicating a server can be used to clone a configuration, perform some changes, and deploy it to a
different server. Duplicating a server is also the easiest method to change the name identifying the EMS
server in the Central Administration server list. Simply provide the duplicate server with the desired
name, and delete the source server after the duplication.

Procedure

Navigate to the main Server List page in Central Administration.

2. Locate the existing server that you wish to clone. You can quickly find the server by entering its
name in the Filter or Create box.

3. Click Options [ .

Click Duplicate % DUp”CEItE .

Enter an identifying name for the new server and click Duplicate.

The server name entered here is used only in Central Administration and must be unique.
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Result

Central Administration creates a copy of the server’s JSON configuration file. This copy can then be
edited and deployed.

The duplicate action creates an exact copy of the source EMS server configuration. All 