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Chapter 1 Introduction

This guide describes how to setup TIBCO iProcess® Engine and related components on 
the cloud.

Topics

• Document Scope, page 2

• Overview, page 3
 TIBCO iProcess Engine for Cloud Configuration Guide
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Document Scope

The scope of this document is limited to setting up the below products on AWS, example 
databases, and their connectivity:

• TIBCO iProcess® Engine

• TIBCO iProcess® Workspace (Windows)

• TIBCO iProcess® Workspace (Browser)

• TIBCO iProcess® Workspace Plug-ins

• TIBCO iProcess® Technology Plug-ins

Although these products are designed to run on various platforms and against various 
databases, this document illustrates only a few combinations.
TIBCO iProcess Engine for Cloud Configuration Guide
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Overview

You can setup iProcess® Engine on AWS by importing and Configuring Virtual Machines 

(VM). Once you setup TIBCO iProcess® Suite on AWS, you need to configure security 
groups for your Virtual Private Cloud (VPC) to control inbound and outbound traffic. See 
Configuring Security Groups for details.
 TIBCO iProcess Engine for Cloud Configuration Guide
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Chapter 2 Configuring Virtual Machines (VM)

This chapter explains how to configure an imported Red Hat® Enterprise Linux® (RHEL) 
image or an Amazon Provided Image (AMI).

Topics

• Configuring an Imported VM (RHEL), page 6

• Configuring an Amazon Provided Image, page 8
 TIBCO iProcess Engine for Cloud Configuration Guide
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Configuring an Imported VM (RHEL)

The procedure below explains how you can configure values for an imported Virtual 
Machine (VM) in AWS for it to function correctly.

Prerequisites

Before you can configure a VM, you need to do the following:

1. Import a VM to AWS. For more information, see VM Import/Export on the AWS 
documentation page.

2. Launch the instance(s) on which you imported the VM for iProcess Engine and the 
database server. See Launch Your Instance on the AWS documentation page.

Procedure

1. Turn off firewall for all created instances.

2. Update database server files with the private IP of your domain on the instance where 
you imported iProcess Engine. For example, for an Oracle Database Server, update 
tnsnames.ora and listener.ora files.

3. Correct the machine name for node entry in swpro.node_cluster table. This is essential 
because the imported VM cannot be recognized by its old local machine name. You 
can use the following command to change the machine name.
UPDATE swpro.node_cluster SET 
physical_machine_name='ip-172-31-5-148' where master=1;
where "ip-172-31-5-148" is the hostname of the machine. Alternately, you can run the 
hostname command to get the string to set the correct name here.

4. Remove old machine entries from /etc/hosts if any. This will help avoid errors due to a 
machine name mismatch.

5. Add a fixed port range. This step is important when you are using iProcess Engine in a 
firewalled environment. Adding a fixed port range restricts iProcess Engine processes 
to accept incoming RPC requested from within that port range. For more information, 
see Administering Firewall Port Ranges in TIBCO iProcess Engine Administrator’s 
Guide. The following are commands to add a fixed port range.

— swadm ADD_RANGE -p <port_number> -s <port_range>
Example: swadm ADD_RANGE -p 46000 -s 20

— swadm SET_RANGE 1 <port_range_ID>
Example: swadm SET_RANGE 1 1
TIBCO iProcess Engine for Cloud Configuration Guide

https://aws.amazon.com/ec2/vm-import/
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/LaunchingAndUsingInstances.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/LaunchingAndUsingInstances.html
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6. Add an AQ port range. The following is a command for the same.
Note: This step applies only if you are using an Oracle Database Server.

— swadm ADD_AQ_PORT_RANGE 1 <port_number> <port_range>
Example: swadm ADD_AQ_PORT_RANGE 1 48000 50

Once you have configured the imported VM(s), you need to configure security groups for 
each VM in order to control inbound and outbound connections. See Configuring Security 
Groups, page 9.
 TIBCO iProcess Engine for Cloud Configuration Guide
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Configuring an Amazon Provided Image

The procedure below explains how you can configure values for an Amazon Provided 
Image (AMI) on AWS.

Prerequisites

Before you can configure an AMI, you need to do the following:

1. Install the below software on one or multiple instances (as per your preference):

— TIBCO iProcess Engine

— Database Server

2. Launch all created instances. See Launch Your Instance on the AWS documentation 
page.

Procedure

1. Turn off firewall for all created instances.

2. Add a fixed port range in the iProcess Engine configuration. This step is important 
when you are using iProcess Engine in a firewalled environment. Adding a fixed port 
range restricts iProcess Engine processes to accept incoming RPC requests from 
within that port range. For more information, see Administering Firewall Port Ranges 
in TIBCO iProcess Engine Administrator’s Guide. The following are commands to 
add a fixed port range.

— swadm ADD_RANGE -p <port_number> -s <port_range>
Example: swadm ADD_RANGE -p 46000 -s 20

— swadm SET_RANGE 1 <port_range_ID>
Example: swadm SET_RANGE 1 1

3. Add an AQ port range. The following is a command for the same.
Note: This step applies only if you are using an Oracle Database Server.

— swadm ADD_AQ_PORT_RANGE 1 <port_number> <port_range>
Example: swadm ADD_AQ_PORT_RANGE 1 48000 50

Once you have configured the imported VM(s), you need to configure security groups for 
each VM in order to control inbound and outbound connections. See Configuring Security 
Groups, page 9. 
TIBCO iProcess Engine for Cloud Configuration Guide

http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/LaunchingAndUsingInstances.html


| 9
Chapter 3 Configuring Security Groups

A security group acts as a virtual firewall for your AWS instance to control inbound and 
outbound traffic. You can create multiple security groups to allow access as required. 

When you launch an instance in a Virtual Private Cloud (VPC), you can assign the 
instance to up to five security groups. Security groups act at the instance level, not the 
subnet level. Therefore, each instance in your VPC can be assigned to a different set of 
security groups. This chapter provides examples of configuring security groups for 
iProcess Engine with different database servers.

Topics

• Examples of Security Groups for TIBCO iProcess Engine, page 10
TIBCO iProcess Engine for Cloud Configuration Guide
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Examples of Security Groups for TIBCO iProcess Engine

Although you can configure security groups as per your security protocols, the following 
are three typical security group configuration examples.

Example 1

If you plan to use iProcess® Workspace (Windows) instances within AWS to connect to 
TIBCO iProcess Engine, perform the following steps to appropriately configure security 
groups.

1. Launch an Elastic Compute Cloud (EC2) instance in your Virtual Private Cloud 
(VPC).

2. Name the created instance as 'ec2-OracleServer'. Install the Oracle Database Server on 
this instance.

3. Launch a second EC2 instance in your VPC.

4. Name the created instance 'ec2-iPE'. Install iProcess Engine on this instance.

5. Finally, launch a third EC2 instance in your VPC.

6. Name the created instance 'ec2-iPWW'. Install iProcess Workspace (Windows) on this 
instance. 

7. Now, create security groups for all three EC2 instances.

— Create security group sg-OracleServer for the instance ec2-OracleServer.

— Create security group sg-iPE for the instance ec2-iPE.

— Create security group sg-iPWW for the instance ec2-iPWW.

8. Configure sg-OracleServer (Refer to the below table): 

a. Specify a custom TCP rule which would only allow machines (on an external 
domain) to access the Oracle Database server (the default port is 1521).

b. Specify a rule on ec2-OracleServer such that iProcess Engine can communicate 
with the database server.

Type Protocol
Port 

Range
Source Purpose

Custom TCP Rule TCP 22 Custom 137.21.55.8/32 SSH to access the VM

All TCP* TCP 0-65535 Custom sg-iPE To allow traffic from members of 
sg-iPE
TIBCO iProcess Engine for Cloud Configuration Guide



Examples of Security Groups for TIBCO iProcess Engine | 11
Note - 137.21.55.8/32 is used as an illustration IP address, replace this with your 
own IP address.

9. Configure sg-iPE (Refer to below table): 

a. Specify a rule on ec2-iPE such that the database server can communicate with the 
iProcess Engine.

b. Specify a rule on ec2-iPE such that the iProcess Workspace (Windows) can 
communicate with the iProcess Engine.

Note - 137.21.55.8/32 is used as an illustration IP address, replace this with your 
own IP address.

10. Configure sg-iPWW (Refer to the below table): 

a. Specify a rule on ec2-iPWW such that the iProcess Engine can communicate with 
the iProcess Workspace (Windows). 

b. Specify Remote Desktop (RDP) rule to allow access to ec2-iPWW from an 
external domain.

Note - 137.21.55.8/32 is used as an illustration IP address, replace this with your 
own IP address.

Once you configure these security groups, your setup will look something like the below 
illustration.

Oracle-RDS TCP 1521 Custom 137.21.55.8/32 To access Oracle database from 
an external machine

Type Protocol
Port 

Range
Source Purpose

Type Protocol Port Source Purpose

Custom TCP Rule TCP 22 Custom 137.21.55.8/32 SSH

All TCP* TCP 0-65535 Custom 137.21.55.8/32 To allow traffic from members of 
sg-OracleServer

All TCP* TCP 0-65535 Custom sg-iPWW To allow traffic from members of 
sg-iPWW

Type Protocol
Port 

Range
Source Purpose

RDP TCP 3389 Custom 137.21.55.8/32 Remote Desktop Connection
 TIBCO iProcess Engine for Cloud Configuration Guide
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(*) Note - Since the setup in this example includes iProcess Engine, database server, and 
iProcess Workspace (Windows) within AWS, you can open all ports for the instances to 
communicate among themselves.

Example 2

If you plan to connect to iProcess Engine from an external machine which has iProcess 
Workspace (Windows) installed, perform the following steps to appropriately configure 
security groups.

1. Launch an EC2 instance in your VPC.

2. Name the created instance 'ec2-OracleServer'. Install the Oracle Database Server on 
this instance.

3. Launch a second EC2 instance in your VPC.

4. Name the created instance ec2-iPE. Install iProcess Engine on this instance.

5. Install iProcess Workspace (Windows) on the client machine (on an external domain). 
See TIBCO iProcess Workspace (Windows) Installation for more information. 

6. Now, create security groups for the two EC2 instances: 

— Create sg-OracleServer for the instance ec2-OracleServer.

— Create sg-iPE for the instance ec2-iPE.
TIBCO iProcess Engine for Cloud Configuration Guide
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7. Configure sg-OracleServer (Refer to the below table):

a. Specify a custom TCP rule which would only allow machines (on an external 
domain) to access the Oracle Database server (the default port is 1521).

b. Specify a rule on ec2-OracleServer such that iProcess Engine can communicate 
with the database server.

Note - 137.21.55.8/32 is used as an illustration IP address, replace this with your 
own IP address.

8. Configure sg-iPE (Refer to the below table):

a. Specify a rule on ec2-iPE such that database server can communicate with the 
iProcess Engine.

b. Specify a custom TCP rule (for example: 46000-46020) to restrict the number of 
inbound connections to ec2-iPE.

c. Specify a custom TCP rule which would only allow client machines (on an 
external domain) to access the iProcess Engine on RPC port (the default is 111).

Note - 137.21.55.8/32 is used as an illustration IP address, replace this with your 
own IP address.

Once you configure these security groups, your setup will look something like the below 
illustration.

Type Protocol
Port 

Range
Source Purpose

Custom TCP Rule TCP 22 Custom 137.21.55.8/32 SSH to access the VM

All TCP TCP 0-65535 Custom sg-iPE To allow traffic from members of 
sg-iPE

Oracle-RDS TCP 1521 Custom 137.21.55.8/32 To access Oracle database from 
an external machine

Type Protocol
Port 

Range
Source Purpose

Custom TCP Rule TCP 22 Custom 137.21.55.8/32 SSH to access the VM

Custom TCP Rule TCP 46000-

46020

Custom 137.21.55.8/32 Port range used by iProcess 
Engine

All TCP TCP 0-65535 Custom sg-Oracle-
Server

To allow traffic from members of 
sg-OracleServer

Custom TCP Rule TCP 111 Custom 137.21.55.8/32 To access iProcess Engine
 TIBCO iProcess Engine for Cloud Configuration Guide
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Example 3

If you plan to connect to iProcess Engine using iProcess® Workspace (Browser), perform 
the following steps to appropriately configure security groups.

1. Launch an EC2 instance in your VPC

2. Name the created instance ec2-OracleServer. Install the Oracle Database Server on 
this instance.

3. Launch a second EC2 instance in your VPC.

4. Name the created instance ec2-iPETomcat. Install iProcess Engine and iProcess 
Workspace (Browser) on this instance. 

5. Create security groups for the two EC2 instances: 

— Create sg-OracleServer for instance ec2-OracleServer. 

— Create sg-iPETomcat for instance ec2-iPETomcat.
TIBCO iProcess Engine for Cloud Configuration Guide
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6. Configure sg-OracleServer (Refer to the below table):

a. Specify a custom TCP rule which would only allow machines (on an external 
domain) to access the Oracle Database server (the default port is 1521).

b. Specify a rule on ec2-OracleServer such that iProcess Engine can communicate 
with the database server.

Note - 137.21.55.8/32 is used as an illustration IP address, replace this with your 
own IP address.

7. Configure sg-iPETomcat (Refer to the below table):

a. Specify a rule on ec2-iPETomcat such that the database server can communicate 
with iProcess Engine.

b. Specify a custom TCP rule which would only allow client machines (on an 
external domain) to access the iProcess Workspace (Browser) (the default port is 
8080).

Note - 137.21.55.82/3 is used as an illustration IP address, replace this with your 
own IP address.

Type Protocol
Port 

Range
Source Purpose

Custom TCP Rule TCP 22 Custom 137.21.55.8/32 SSH to access the VM

All TCP TCP 0-65535 Custom sg-iPE To allow traffic from members of 
sg-iPE

Oracle-RDS TCP 1521 Custom 137.21.55.8/32 To access Oracle database from 
an external machine

Type Protocol
Port 

Range
Source Purpose

Custom TCP Rule TCP 22 Custom 137.21.55.8/32 SSH

All TCP TCP 0-65535 Custom sg-Oracle-
Server

To allow traffic from members of 
sg-OracleServer

Custom TCP Rule TCP 8080 Custom 137.21.55.8/32 Apace Tomcat Server - To connect 
to iProcess Workspace (Browser)
 TIBCO iProcess Engine for Cloud Configuration Guide
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Once you configure these security groups, your setup will look something like the below 
illustration.
TIBCO iProcess Engine for Cloud Configuration Guide
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Chapter 4 Configuring TIBCO iProcess Technology 
Plug-ins

This section describes how to configure iProcess® Technology Plug-ins installed over 
iProcess Engine.

Topics

• Setting Parameters, page 18
 TIBCO iProcess Engine for Cloud Configuration Guide
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Setting Parameters

For iProcess Technology Plug-ins to function correctly, you need to explicitly set the 
"java.rmi.server.hostname" property with the public IP of the AWS machine.

• Linux/Unix: Edit SWJVM_OPTIONS line in $SWDIR/eaijava/scripts/env.sh to 
append -Djava.rmi.server.hostname=<iProcess Engine FQDN>

• Windows: Edit SWJVM_OPTIONS environment variable to append 
-Djava.rmi.server.hostname=<iProcess Engine FQDN>

For example (on both Windows and Linux): 
SWJVM_OPTIONS="-Dsun.lang.ClassLoader.allowArraySyntax=true 
-Djava.rmi.server.hostname=ec2-52-66-190-210.ap-south-1.comp
ute.amazonaws.com"
 TIBCO iProcess Engine for Cloud Configuration Guide
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Appendix A Appendix A - Related Documents

This appendix lists documents that you could refer to in case you need more help.

Document Title Link or Description

AWS Documentation https://aws.amazon.com/documentation

Troubleshooting Con-
necting Instance

http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Trouble-
shootingInstancesConnecting.html
TIBCO iProcess Engine for Cloud Configuration Guide
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