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Important Information

SOME TIBCO SOFTWARE EMBEDS OR BUNDLES OTHER TIBCO SOFTWARE. USE OF SUCH
EMBEDDED OR BUNDLED TIBCO SOFTWARE IS SOLELY TO ENABLE THE FUNCTIONALITY (OR
PROVIDE LIMITED ADD-ON FUNCTIONALITY) OF THE LICENSED TIBCO SOFTWARE. THE
EMBEDDED OR BUNDLED SOFTWARE IS NOT LICENSED TO BE USED OR ACCESSED BY ANY
OTHER TIBCO SOFTWARE OR FOR ANY OTHER PURPOSE.

USE OF TIBCO SOFTWARE AND THIS DOCUMENT IS SUBJECT TO THE TERMS AND
CONDITIONS OF A LICENSE AGREEMENT FOUND IN EITHER A SEPARATELY EXECUTED
SOFTWARE LICENSE AGREEMENT, OR, IF THERE IS NO SUCH SEPARATE AGREEMENT, THE
CLICKWRAP END USER LICENSE AGREEMENT WHICH IS DISPLAYED DURING DOWNLOAD
OR INSTALLATION OF THE SOFTWARE (AND WHICH IS DUPLICATED IN THE LICENSE FILE)
OR IF THERE IS NO SUCH SOFTWARE LICENSE AGREEMENT OR CLICKWRAP END USER
LICENSE AGREEMENT, THE LICENSE(S) LOCATED IN THE “LICENSE” FILE(S) OF THE
SOFTWARE. USE OF THIS DOCUMENT IS SUBJECT TO THOSE TERMS AND CONDITIONS, AND
YOUR USE HEREOF SHALL CONSTITUTE ACCEPTANCE OF AND AN AGREEMENT TO BE
BOUND BY THE SAME.

This document contains confidential information that is subject to U.S. and international copyright laws
and treaties. No part of this document may be reproduced in any form without the written
authorization of TIBCO Software Inc.

TIBCO, Two-Second Advantage, Advantage, and LogLogic are either registered trademarks or
trademarks of TIBCO Software Inc. in the United States and/or other countries.

All other product and company names and marks mentioned in this document are the property of their
respective owners and are mentioned for identification purposes only.

THIS SOFTWARE MAY BE AVAILABLE ON MULTIPLE OPERATING SYSTEMS. HOWEVER, NOT
ALL OPERATING SYSTEM PLATFORMS FOR A SPECIFIC SOFTWARE VERSION ARE RELEASED
AT THE SAME TIME. SEE THE README FILE FOR THE AVAILABILITY OF THIS SOFTWARE
VERSION ON A SPECIFIC OPERATING SYSTEM PLATFORM.

THIS DOCUMENT IS PROVIDED “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT.

THIS DOCUMENT COULD INCLUDE TECHNICAL INACCURACIES OR TYPOGRAPHICAL
ERRORS. CHANGES ARE PERIODICALLY ADDED TO THE INFORMATION HEREIN; THESE
CHANGES WILL BE INCORPORATED IN NEW EDITIONS OF THIS DOCUMENT. TIBCO
SOFTWARE INC. MAY MAKE IMPROVEMENTS AND/OR CHANGES IN THE PRODUCT(S)
AND/OR THE PROGRAM(S) DESCRIBED IN THIS DOCUMENT AT ANY TIME.

THE CONTENTS OF THIS DOCUMENT MAY BE MODIFIED AND/OR QUALIFIED, DIRECTLY OR
INDIRECTLY, BY OTHER DOCUMENTATION WHICH ACCOMPANIES THIS SOFTWARE,
INCLUDING BUT NOT LIMITED TO ANY RELEASE NOTES AND "READ ME" FILES.

Copyright © 2011 - 2017 TIBCO Software Inc. ALL RIGHTS RESERVED.
TIBCO Software Inc. Confidential Information
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TIBCO Documentation and Support Services

Documentation for this and other TIBCO products is available on the TIBCO Documentation site. This
site is updated more frequently than any documentation that might be included with the product. To
ensure that you are accessing the latest available help topics, visit:

https://docs.tibco.com

Product-Specific Documentation

The following documents for this product can be found on the TIBCO Documentation site:
o Quick Start Guide

o User’s Guide

e Release Notes

e Readme

How to Contact TIBCO Support

For comments or problems with this manual or the software it addresses, contact TIBCO Support:
e For an overview of TIBCO Support, and information about getting started with TIBCO Support,
visit this site:

http://www .tibco.com/services/support

e If you already have a valid maintenance or support contract, visit this site:
https://support.tibco.com

Entry to this site requires a user name and password. If you do not have a user name, you can
request one.

How to Join TIBCO Community

TIBCO Community is an online destination for TIBCO customers, partners, and resident experts. It is a
place to share and access the collective experience of the TIBCO community. TIBCO Community offers
forums, blogs, and access to a variety of resources. To register, go to the following web address:

https://community.tibco.com

TIBCO LogLogic® Compliance Manager User’s Guide
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Getting Started

Contents:

» Logging in to Compliance Manager
e User Roles

e First Time Administrator

e First Time User

o Definition of Key Terms
Logging in to LogLogic® Compliance Manager

The following procedure explains how CM Users can log in to the application for the first time. If you
are the CM Administrator, please see the procedure described in the 'Check the Connection of Your
Web Browser' in the TIBCO LogLogic® Compliance Manager Quick Start Guide.

Whatever your role in CM, note that only one session can run properly on your workstation. If you
o open several sessions with different user accounts (either in the same web browser or on a different
one), only the last opened user account is taken into account.

Procedure

1. Open a web browser on your workstation. See the list of supported web browsers in the Quick Start
Guide.

2. Type the LogLogic® Compliance Manager Server URL (ask it to the CM administrator if you do not
know it).

CM Welcome Page

| Sign In
| Track compliance with pre-packaged and
= custom-built mandates. User name: | ]

Password:

AEARAS :
Schedule compliance activities and ensure timely

1 review of your compliance posture. e
[C] Remember me for 30 days

Forgot your Password? Need an account? Please contact your
Compliance Manager Administrator.

|

Efficiently manage your Compliance Process.

3. Log in by using the following default credentials:

¢ User name: admin

¢ Password: admin

A Change Password dialog box opens, prompting you to change the default password

4. Enter a new password and click Submit. LogLogic® Compliance Manager opens.
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User Roles

The LogLogic® Compliance Manager user interface is designed towards four primary user roles:

¢ Administrator Role
¢ Reviewer Role
¢ Executive Role

e Auditor Role

Administrator Role

The Administrator is responsible for installing and configuring the LogLogic® Compliance Manager.
An administrator is someone who understands compliance requirements and is able to schedule
reports to manage control objectives. The Administrator can:

» Enable the compliance review process by scheduling reports and specifying reviewers for the report
results

» Manage exception handling processes for compliance activities

» Manage users’ accounts and roles

» Review LogLogic® Compliance Manager application history

» Configure system wide settings for the LogLogic® Compliance Manager appliance

e Perform some or all Reviewer tasks depending on the company

In LogLogic® Compliance Manager, the primary work areas for Administrators are the Review
Management and the Administration menus.

Reviewer Role

A user with this role performs detailed research and analysis. A Reviewer is required to periodically
(daily or an alternate regular schedule) review log reports composed of user, system activity log data,
and other application platforms and network activity data. They are also delegated the investigation
tasks and are responsible for preparing summarized information for executives.

The Reviewer provides the critical human intelligence to identify and guide the organization
compliance process.

In LogLogic® Compliance Manager, the work area for Reviewers is the Review Dashboard.

Executive Role

A user with this role has an at-a-glance view of the timeliness of the compliance activities and
compliance ratings which includes the assessment by the compliance team. The Executives are the
individuals who are ultimately accountable for the compliance initiatives and their success.

In LogLogic® Compliance Manager, the work area for Executives is the Executive Dashboard.

Auditor Role

A user who is given this role by the Administrator has an at-a-glance view of the Review process for the
associated mandate.

The auditor both validates the compliance to mandates and checks that the LogLogic® Compliance
Manager review process is correctly applied by the various CM users.

A distinction is made between the Internal Auditor Role and the External Auditor Role. The Internal
Auditor’s role is to prepare his/her organization to a compliance audit made by an External Auditor.
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These two roles actually have the same abilities, except that the External Auditor cannot write
comments. This functionality is indeed reserved to the Internal Auditor whether to point out specific
things to the Reviewers or not.

The Auditor can therefore:

o Browse the review process summary for the associated mandate.

o Browse the review history and comment logs related to the associated mandate.
» Browse through the reports and drill-down through the report details.

» Send notifications to reviewers (Internal Auditors only).

o Insert auditor comments per mandate control (Internal Auditors only).

In LogLogic® Compliance Manager, the work area for Auditors is the Audit Dashboard.

First Time Administrator

An administrator typically performs the following tasks after initially installing the LogLogic®
Compliance Manager solution:

Procedure

1. Add the Appliances that must be used by LogLogic® Compliance Manager in Administration >
Appliances.

2. Add user accounts in Administration > User Management.

3. Enable the Mandates and Controls that must be enforced in your company in Review Management
>Mandate Management.
8 You can add custom mandates and controls if your company has its own regulation

requirements.

4. Associate Auditors and Executives to the various enabled mandates in Administration > User
Management.

5. Map the unmapped report definitons retrieved from the Appliance(s) to Controls in Review
Management > Map Reports to Control.

6. Schedule the reports that must be reviewed in Review Management > Schedule Reports.

As an administrator, you will be able to control their reviews in Review Management > Manage
Reviews.

Users with Reviewer roles will be able to control their reviews in Dashboard > Review .

Report Process Configuration

The following graphic summarizes the overall report process configuration which is the fundamental
task of the LogLogic® Compliance Manager administrator. Note that it focuses only on the forward
progress of reports through CM, and therefore skips steps 2 and 4 described above which concerned
the management of users.
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First Time User

A user typically performs the following tasks when first getting access to the LogLogic® Compliance

Manager:

» With a Reviewer role, the user reviews the reports in Dashboard > Review.

» With an Executive role, the user checks that the reports have been reviewed on time by Reviewers
and that the overall compliance progress is OK in Dashboard > Executive.

« With an Auditor Role, the user checks that the review process has been followed as required in
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Definition of Key Terms

Control

A control is a specific requirement that must be checked and verified, sometimes by external auditors.
A mandate contains a large number of controls, there can be several hundreds of them. A Control
includes a set of compliance reports (see “Report” definition).

Dashboard

A dashboard is a user interface that organizes and presents information in a way that is easy to read.

Mandate

A mandate can represent a government regulation (e.g., SOX), an industry regulation (e.g., PCI), a best
practice framework (e.g., ISO) or a set of internal regulatory constraints enforced in the organization. It
typically contains a list of requirements that an organization must satisfy. Mandates typically contain
many controls (see “Control” definition).

Report

A report is activity log data (e.g., user escalations, firewall ports used, denied traffic, etc.) retrieved from
a LogLogic appliance, and organized into an easy to understand format. It contains information which
must be reviewed, approved, flagged, and/or escalated.

Report Definition

In LogLogic® Compliance Manager, a report definition is mapped to a mandate control by the
administrator. Once the schedule and review management are defined for a report definition, instances
of this report definition (i.e., reports) will be generated whenever information is retrieved from an
appliance.

Report Result

Report results can be considered as summary views of similar report rows (referred to as report result
details). They are displayed in all the views which contain a Report tab when a report is selected in a
table.

Report Result Detail

A report result detail contains the list of messages detailing a specific report result. These messages are
retrieved from a remote LMI appliance when the user clicks on the number displayed in the "Count”
column of a report result (in the Report tab).

Report Schedule

A report schedule can be compared to a task generator. Each generated task contains a schedule phase
and a review phase.

During the schedule phase, a report query is sent on one or several appliances to retrieve LMI report
data at a precise time of the day*, depending on a query time range. The query time range can have a
Daily, a Weekly or a Monthly frequency and always ends at midnight on the day that precedes the
schedule phase. The aim of this schedule mechanism is therefore to retrieve report data on a continuous
way even if its retrieval relies on segmented query time ranges.

* The task might not be executed at that very precise time of the day because all tasks are scheduled at
the same time and they are processed one after the other.
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Once the schedule phase is complete, the review phase begins. The report reviewers have to make a
review of the report data retrieved during the schedule phase, respecting a due date.
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Using Dashboards

A Dashboard is a user interface that organizes and presents information in a way that is easy to read. It
can be compared to a canvas on which users with executive roles can add and move various types of
modules showing the state of the system.

e Observation Periods in Dashboards

» Executive Dashboard

e Review Dashboard

¢ Audit Dashboard

Observation Periods in Dashboards

LogLogic® Compliance Manager can either use the default calendar year starting date (i.e. January 1st)
or a custom year starting date if the Financial Year Starting Date property is customized in the
Administration > General Settingsmenu.

The year starting date defined in this property will impact the Quarter to Date (QTD) and Year to Date
(YTD) predefined observation periods that can be used in the CM Dashboards to monitor report data.
Note that the Month to Date (MTD) predefined period is not impacted by this property definition.

For example, if the custom fiscal year starting date is set to March 13th and applied to YTD, this date
will be used as the year starting date in all CM Dashboards. If it is applied to QTD, then Quarter 1 will
begin on March 13th and the following Quarters will be shifted accordingly.

Executive Dashboard

The Executive dashboard provides an up-to-date view of the status of your organization's progress in
meeting its mandate control objectives. It is accessible to users who have the Executive role, to view the
timeliness of activity completion or the compliance rating at the Mandate and Control level in a variety
of time frames as presented in the user interface.

e Description of the Executive Dashboard

* Monitoring Mandates

* Monitoring All Reports at Once

* Monitoring User Statistics

¢ Monitoring User Review

e Viewing Overdue Reports

» Printing Executive Reports

o Customizing the Executive Dashboard Layout

Description of the Executive Dashboard

&

The Executive Dashboard contains the following elements:

e Dashboard Toolbar
o Widgets

Please also see the following section: 'Tips About Columns in Widget Tables' for information about the
use of columns in the various tables that can be found in several widgets.
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Dashboard Toolbar

Widgets

The toolbar at the top of the Executive dashboard displays several buttons which operate on the overall
dashboard view.

Executive Dashboard Toolbar

o8 Add widgets EEEH‘&E‘
|

Executive Dashboard: Toolbar Description

Button Description

Click this button to select the widgets you want to add to the dashboard. You can
‘ GP Add widgets €hoose among the following widgets:

¢ Mandates > <mandate name>
o User Statistics

o User Review

e Overdue Reports

o All Reports

N When you add widgets to the dashboard, the toolbar automatically
refreshes to display their summary labels, e.g., PCI, FISMA, All Reports etc.

B Add widgets = - Overtue Reports| Al Reports | SO

You can click/unclick these Summary labels to display/hide the widgets that have
been added to the dashboard. For example, in the screenshot above, the PCI widget
view is displayed on the dashboard and the All Reports widget is hidden.

Click this button to refresh the dashboard view, that is to say the data shown in all the
Eﬁ widgets currently present on the dashboard.

Click this button to print the dashboard view. A Printable View Preferences dialog box
= opens to let you select the print parameters.

Click this button to save the current layout of the dashboard view. All the widgets
x currently present on the dashboard as well their arrangement will be saved.

This allows you to find the same arrangement whenever you open the Executive
Dashboard.

Click this button to restore the last saved layout after you have moved widgets on the
2 dashboard.

The following table lists the available widgets that can be added to the Executive dashboard and
references to the sections that describe their use.
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Executive Dashboard: Widget Descriptions

Widget Description in...

Mandate Monitoring Mandates

User Statistics Monitoring User Statistics

User Review Monitoring User Review
Overdue Viewing Overdue Reports
Reports

All Reports Monitoring All Reports at Once

Tips About Columns in Widget Tables

e To sort a column by ascending or descending order, click once on its column header. Sorted columns
have a dark grey header and their names are followed either by an upward (ascending) or a
downward (descending) arrow.

o To rearrange the order/position of columns, drag-and-drop column headers on the column header
row.

o To select the columns that you want to display, click the down triangle arrow on the right hand side
of any column header, select the Columns menu and tick their corresponding check boxes.

o To resize columns to the desired width, mouseover their column dividers and click-and-drag the
left/right arrow.

Monitoring Mandates

One of the Executive Dashboard functionalities consists in selecting and adding widgets corresponding
to the available mandates to the workspace. It provides Executive users with a quick overview of the
current review progress per compliance mandate (e.g. PCI, SOX, etc.).

Procedure
1. Select Dashboard > Executive from the navigation menu.

The Executive view opens, displaying a toolbar and an empty workspace.
2. Click the Add widgets icon and select a mandate from the Mandates menu.

A <mandate name> widget appears on the workspace displaying three tabs with information
relative to the selected mandate.

Mandate Widget Tabs
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Mandate Widget: Tab Descriptions

Tab

Summary

Description

This tab displays a pie chart with the current review status, rating or
state for the reports created in the chosen time interval. It therefore
shows the relative proportion of reports which have:

Review status:

. - On time

. Approaching due date
. - Past due date

Rating

. No Rating

. - Low

. Medium

- [ High

State

. Ready for review

This pie chart is interactive with the All Reports widget. You
& can therefore click one of its sectors to get filtered results in
the All Reports widget.
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Tab Description

Controls This tab displays a bar chart with the current review status, rating or
state for the reports created in the chosen time interval, and distributed
by mandate control. It therefore shows for each control the relative
proportion of reports which have:

Review status:

. -On time

. Approaching due date
. - Past due date

Rating

. No Rating

. - Low

. Medium

- [ High

State:

. Ready for review

This bar chart is interactive with the All Reports widget. You
can therefore click one of its segments to get filtered results in
the All Reports widget.

Trend This tab displays a stacked bar chart with the daily Review Progresss
over the chosen time interval. Each bar segment shows the number of
reports for each review status:

. - On time

. Approaching due date

. - Past due date

This allows you to get an idea of the review evolution over time and
point out the specific days when review activities went wrong.
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Applying Filters and Options to the Mandate Widgets

Each Mandate widget contains a toolbar (available by clicking the double arrow icon), which allows
you to filter the view. You just have to select a value in the pull-down menus displayed on the toolbar to
get the view filtered accordingly.

Mandate Widget: Filters and Options

IBCI - Rating (QTD) E -a %

Optsas* | Type=® | Tema=

389.2%

12.7%
Summary | Controls || Trend
|
Filter/ Option Description
Options The pull-down menu contains the following filters:

» Include Reviewed Reports: To include Reviewed Reports within
the pie chart statistics

» Show Time Frame: To display the time period selected above the
pie chart. The time format used is MM/DD/YYYY, e.g.,
10/22/2013 for October 22nd 2013.

o Show Chart Legend: To display the pie chart legend.

Type The pull-down menu allows you to select the type of statistics that

(in the Summary and you want to display that is, statistics on the Review Status, Rating,

Controls tabs) or State

Time The pull-down menu allows you to filter on a period of time i.e.,
YTD, QTD, MTD, All, or Custom (by electing a start and an end
date).

The time format used is MM/DD/YYYY
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Monitoring All Reports at Once

The Executive Dashboard gives you the possibility of having an overall view of all Report reviews at
once, independantly from their respective mandates. This view shows the various reports currently

under review with their Reviewers, due date, timeliness status, and rating.

Procedure

1. Select Dashboard > Executive from the navigation menu.

The Executive view opens, displaying a toolbar and an empty workspace.

2. Click the Add widgets icon and select All Reports from the menu.

24

An All Reports widget is displayed on the workspace displaying the current review progress of all
reports for all reviewers along with the review due date, review state, review timeliness status, and
reviewer-assigned rating.

All reports widget
All Reports = HE:
Reviewer Report Due O State Review Status Rating
John PCL Applications Through Firewalls  Oct @ review ( Ondime & High i
25
2010
John PCL Firewall Connections Accepted Oct & nreview @ On-time & Low
25
2010
Jack PCL Juniper Firewal Policy Qut of Ot & nreview @@ On-time Medium
Sync 25
2010
Emma PCl: Web Access to Applications Oct @& nreview @ On-time Medium
25
2010
John PCL Web Access to Applications 0ct & nreview g On-time: Medium
25
2010
admin PCL Web Access to Applications Oct «f Complete @ On-time Medium
25
2010
John COBIT: Juniper Firewall Escelated Oct »f Complete &3 On-time Medium
Privilege 25
2010
Emma COBI: Policies Modified on Windows  Oct » Complete @@ On-time Medium
Servers 25
2010
Emma COBIT: Sensors Generating Alerts Oci +f Complete @ On-time Medium
25 o
Page 1 of13| b M| & ]
Report | Review Hstory & Comments
Salect an item above fo view the report resulls.
# Naoles
Page 1 ofi | | & <5 | Find Search in resuts F o Ho records found
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All Reports Widget Columns

Column Description

ID The numbered ID of the report

Control The name of the control

Mandate The name of the mandate

Reviewer The name of the reviewer who is currently responsible of the report’s review
Report The name of the report

Due Date The date the report must be completed by. See the description of the Review

Status column, to learn how the due date is used to determine Compliance
Review Timeliness

State The current state of the report review:

« [ Ready for Review: report has been retrieved from an appliance.
e & InReview: report has been claimed by a Reviewer.

e = Returned: a Final Reviewer has "returned" a report to a Reviewer for
further analysis.

e Complete: the Reviewers have approved the report.

Review Status The review status indicates the current state of the report along with the state
of the review process.

« [ On time: The report review is on-time regarding the due date.

. Approaching due date: The report review is very close to the due
date. The default time allowed before a review is given a yellow status is
80% of the elapsed time between the Creation date and the Due date. This
threshold can be changed in General Settings.

[ Past due date: The report review is over the due date.
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Column Description

Rating This attribute of a report review activity is specified by the reviewer. The four
states are:

o i No rating (no impact)
o 4 Low (minimal impact)
. Medium (some impact)

« 4 High (High impact = High Risk)

Note: The definition of Rating should be determined by your Compliance
process and how you choose to interpret this value in Summary results.

Filtering and Sorting the Columns
The All Reports widget display can be filtered and/or sorted by any column displayed.

Procedure

1. Click once on any column to change the sort order.

& To keep satisfying perfomances avoid sorting the columns: Control, Mandate, Report,
Reviewer and Source Appliance.

2. To filter the view, mouseover the column header row and select the down triangle arrow to display
the various applicable filters, i.e., Sort Ascending, Sort Descending, Columns (ID, Control,
Mandate, Source Appliance, Reviewer, Report, Modified, Due Date, State, Review Status, Rating),
and Filters.

Examples:

» To view Reviews corresponding to a single Reviewer, select the reviewer filter menu, then select
the check box corresponding to the Reviewer’s user name.

o To set the columns that should be displayed in the All Reports widget, select the Columns
menu, then select the desired check boxes.

TIBCO LogLogic® Compliance Manager User's Guide



27

Al Reports - filtered 8=Ol=
Conrol Reviewer ~ Report Due! State Review Sta Rating
115 Emma 4] sont Ascending Oct (& [+] Fay |
25 review On-time Wedium
%] sortDescending 20
] =
COBMmts  Emma (E Colmns Plon oa @ Q &
v — - B N iptn On-time Medium
|[¥] Fiters b | [ admin
[[] administrator
COBM rpts Emma COBM: Sensors Gener) — - [ L
Alerts Emma bte  Ondtime  Medium
[[] Jack
COBMrpts  Emma COBM: Accepted veu | [] John @ L Low
Connections - RADIUS F] Tara rte On-time
[i]
COBMTrpts  Emma COBIT: Policies Modified on oot W @ &
Windows Servers 25  Complete Ontime  Medium
20
0
COBIT rpts Emma COBIT: Sensors Generating Oct & Q L
Alerts 25  Complete Ontime  Medum ™|
4 4 |Pagel 1lefs| b Bl | | =]

| Report | Review History & Comments |
Salact an item above fo view the réport results,

# Hotes
Al Reports CIEIEE
Conirol :Hmruwu' * | Report Due | State Review Stal Rating
118 John 4] sort Ascending Oct FHin @ On-time gy High |
= ) 25 review
%] sortDescending 201
1] E
1186 John [ Colmns L @ Ondime 4 Low
[ Fiters p | ¥ control
[[] Mandate
114 Jack PCE Juniper Firewall Poll = o @ On-time 4
of Sync i Medium
[¥] Repor
Due Date
115 Emma PCE Web Access to App @ Ondime O
State Medium
[¥] Review Status
1186 John PCE Web Access to Ap Rating @ Ontime &
nl—l‘-'_lfwsw_ Medium
2m
0
1.3.2 admin PCE Web Access to Applcations  Oct o @ On-time 0
25 Complete Mediurn fus]
4 4 |ragel 10of13| b M| 2| o

3. To clear all filter conditions, click the | E button at the top of the widget.
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Note: When you click another widget’s graphical view (example a pie chart or a bar chart

& segment), the All Reports widget view is filtered automatically to show only the

corresponding data.

Adding a Comment to a Report

The Add Comment function allows the executive users to leave notes to the report reviewers.

Procedure

1. Select it in the All Reports list and click the Add a comment to the report button at the bottom right

hand corner.

2. Typein a comment in the Report Comment dialog box and click the Add comment button.

The comment is saved and added to the list of the Review History & Comments tab.

Monitoring Report Results

The Report tab contains a table displaying the results of the report selected above, in the All Reports
panel. These report results can be considered as summary views of similar report rows. You can also

see that many reports display a Count column to indicate precisely the number of rows corresponding

to each report result. The count hyperlink allows you to drill-down to the report rows that is to the
Report Result Details level.

On this tab, you can:

» Annotate report results. See Adding/Viewing Report Result Annotations for more details.

» Print report results. See Printing Report Results for more details.

 Dirill-down to the report result details level (if a Count column is displayed in the tab). See Drilling-
Down to the Report Result Details Level for more details.

Adding/Viewing Report Result Annotations

Each result in a report can contain one or multiple annotations, or notes. You can do a fine-grain
commenting of the report, down to the report result level. Report result annotations are archived and
can be edited or deleted once created.

Procedure

1. Select a Report in the Reports for Review list.

2. Double-click a report result in the Report tab to expand it.
Add a Note to this Report Result Link

Report Revidw History 8 Comments

Source Applance: A00.COM =

2 Notes  Sowrce Device
') 16 Al Microsoft Windows
] 17 Al Microsor Windows
4 18 Al icrosoft Windows
= 18 A0 Marosoft Windows

) 20 Al Microsoft Windows

-~

Page 1 ofs| B Pl

Find

COBIT: Account Activities on Windows Servers

Event IO
B42

842

User
BTOITES

adirinigtraters
administrater

A g irates

Sdd A note |

From: Dec 13 2010 00:00:00 To: Dec 14 2010 00:00:00

Target User Action
oyt Modify
Bb Modity
bbaddy Modify
ataad Modify

10 rapod resul

admintstrater

jaka Modity

Status
Success

Success
Success

Sucosss

Success

Cound
1

[~ -

23
F-1 w

Dispilaying 1 - 25 of 80

3. Click the Add a note to this report result link.
The Report note dialog box opens.
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Report note Dialog Box

Report note

Type a note to the selected report result...

% This field is required

Save note | Cancel

4. Type in your comment and click Save note.
The Annotation is displayed below the report result with the timestamp of when the Annotation
was created, and the User Account that created the Annotation.

The report results that have an annotation, display an icon & in the Notes column. Double-click
the report result to display all its annotations.

Display of Report Result Annotation

Report | Review History & Comments

COBIT: Account Activities on Windows Servers From: Dec 13 2010 00:00:00 To: Dec 14 2010 00:00:00
=

Source Appliance: apD.com|
# Notes  Source Device Event @ User Target User Action Stotus.
E) 18 Al Microsoft Windows §42 administrater bbagdy Medify Success L
d 19 ) AlMicrosoft Windows. 642 administrator ptoad Modity Success 54
From: admin ot 122010 2-15 PM fodt] [deistel
This report should be checked by Emma & Tara

Count
-

£dd a nole to this regort resul
@ ) Al Microsoft Windows 642 administrator Bba Modity Success 2=
w
yel Displaying 1 - 25 of 80

Page.  1of4| P Pl | @ &5 | Find| Searc

%% ‘ The report result note can be edited or deleted by clicking the [Edit]/[Delete] links.

Printing Report Results

Procedure

1. Click the printer icon located at the bottom of Report tab.
The Printable View Preferences window opens.
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Report Results Printable View Preferences
Printable View Preferences X

Select view type
@ HTML

) PDF

Maximum report rows in printable 500
viaw:

| Apply current sorting on report results

O | Cancel
2. In the Printable View Preferences window, set the Print settings as needed.

Printable View Preferences

Setting Description

HTML/PDF Use these radio buttons to select the file format for the printable view,
i.e., either HTML or PDF
Maximum report rows Enter the maximum number of report rows that must be displayed in
in printable view the printable view.
Apply current sorting Tick this check box if you want your report to reflect your sorting
on reports preferences.
3. Click OK.

The report review is generated in the format you selected, i.e. HTML or PDF, suitable for sending to
a printer or downloading for reviewing offline. The HTML and PDF versions contain the following
information:

e Report Name

» Retrieval Time

¢ Due Date

e Name of the Current Reviewer

e Source Appliance for the Report

o Description of the report

o List of controls the report addresses

o List of Report History and Comment Events

* Report Results including annotations
Drilling-Down to the Report Result Details Level

For the reports displaying a Count column, it is possible to drill-down to the Report Result Details
level and see all the rows corresponding to each report result.
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Drill-down actions depend on the appliance load and might therefore be very long (and sometimes fall
in timeout). Obviously, the more powerful the hardware the faster the performances.

Procedure

1.

3.

In the Count column of the Report tab, click the hyperlink of a report result.

A new tab appears in the bottom panel. Its label displays the line number of the report result (the
format is # <line number> Detail) as shown in the Report tab. The generation of the report result
details can take a few minutes.

Report Result Details Tab

Repart | Review History & Comments | # # 2 Detail =
[ Time.

1z
T4

Sowrce Deviee User

17222532 ogapp  admn

Sowrce®  Tan Target®

1722216  report_ype“antViusThien user_intfc L
tactiy”

Access Detais SowceDomsin  Ackion  Action Detals  Status  Eve App

zzsaT Falure. &

device_type-lca feeVius.

00:00:00°
o_time 20101213
00:00:007,

o n_id FREZ6£398
EFF2390C4682E675BBFTE
0

2 12nu 17222532 ospp admin
1743738

11222527 722216 repon_typaCantViusThres ussr_intie meon Faurs
tactiy”

devite_mame Al Devices'
from_sme 20101212
00:68:00°

to_time 201012413 -

Page 1lars| b M | & | Fna 2 Dsplaying 1-25 61101

To save the report result detail tab for future use, mouseover the tab label and click Pin in the pop-
up menu

Report Result Detail Tab Pin Option

= # 2 Detail *

Once pinned, the report result detail tab will always be displayed in the bottom panel of the Review
dashboard when you select the same report in the Reports for Review panel

Pinned Report Result Detail Tab

Report || Review History & Comments | 1 # 2 Detail *

# Time Source Device User Source IP

11211310
17:42:38

17222532 logapp  admin 17222527

You can repeat the three first steps to open and pin more report result detail tabs.

If you want to unpin a tab, mouseover its tab label and click Unpin in the the pop-up menu.

& All data of drill-down actions will be deleted from the CM database every 24 hours unless
report result detail tabs are pinned.

Searching in the Report tab

Use the Find box at the bottom of the panel to quickly filter the report results.

Procedure

1.

2.

Enter text into the Find box

Report tab Find Box

page| 1ot1| » K| & &5 | Fine o

Press Enter.

The view will be filtered to display only the results containing the matching text (this text
highlighted in bold characters).
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Consulting the Review History & Comments

To view the change history and comment of a report review listed in the Review Dashboard, select it
and consult the list displayed in the Review History & Comments tab.

Monitoring User Statistics
The User Statistics in Executive Dashboard monitors the progress status of the report reviews assigned
to users.

Procedure

1. Select Dashboard > Executive from the navigation menu.
The Executive view opens.

2. Click the Add widgets icon and select the Users Statistics menu item.

A Users Statistics widget appears on the workspace displaying three tabs with information relative
to the users’ reviews

User Statistics Widget Tabs

Users Statistics - All (MTD) 2 = o

Al e Options = | Type~ | Time~
Time period: 1100/2010 - 11720:2010

50.5%

41.1%

4%

. réviews ang pasi due date
reviEwe ane approaching due date

B reviews are on time

Summary Tiresnd Activity
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.
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50 -

") |

1
20 + |
10 § 1

T 1; "
Wt TtV e T g ™ P

B cn time [V Approaching due date
B rast dus date

Summary | Trend | Activity

|users statistics - All [custom) [&][=liax
A1 2% | Options~ | Time~
B0
50
40
30
20
10
gl

WP w® w? W w?

.- Commants | Bating '. &pproved . Raviewer
0 Claimed i Returnad

Summary | Trend | Activity |
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Mandate Widget: Tab Descriptions

Tab

Summary

Description

This tab displays a pie chart with the users’ review progress in the
chosen time interval. It gives an overview of the reviewers work
showing the relative proportion of reports which have:

Review status:

. - On time

. Approaching due date
. - Past due date

Rating

. No Rating

. - Low

. Medium

- [ High

State

. Ready for review

This pie chart is interactive with the All Reports widget. You
& can therefore click one of its sectors to get filtered results in
the All Reports widget.
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Description

This tab displays a stacked bar chart with the users’” daily Review
Progress over the chosen time interval. Each bar segment shows the
number of reports for each review status:

. -On time

. Approaching due date

o - Past due date

This allows you to get an idea of the review evolution over time and
point out the specific days when review activities went wrong.

Activity

This tab displays a line chart with the users’ activity peaks over the
chosen time interval. It gives an idea of the progress of users” works
over time for the following events:

. - Comment: Comment(s) added to the report history
. Rating: Severity rating(s) changed for reports

. Approved: Report(s) approved, i.e., set to Complete state
and assigned to next reviewer (if any)

. HReviewer: Reviewer(s) changed. This type of event occurs

oth when the first reviewer has completed a report and the latter is
assigned to the final reviewer, and when the administrator reassigns
a report to another reviewer.

. Claimed: Reports claimed for review by reviewers

. - Returned: Reports returned to previous reviewers

This allows you to get an idea of the review evolution over time and
point out the specific days when review activities went wrong.

Applying Filters and Options to the User Statistics Widget

Each tab in the widget view contains a toolbar (available by clicking the double arrow icon) which
allows you to filter the view. You just have to select a value in the pull-down menus displayed on the
toolbar to get the view filtered accordingly
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Al _!;I-pﬁm-s— Type~ | Tme=

-
g D | | e
Time period: 10/01 | Inclide Reviswed Reports
¥
£l

Show Time Frame

Shaw Chart Legand

#3.5%
254%

. revis ane past dus
revisws are approaching due date
. renvieny s ane on time

Summary Trend Activity

Toolbar Filters and Options

Filter/ Option Description

apply he statistics

All/<user names>  The pull-down menu allows you to filter on the users for whom you want to

36

chart statistics

2010.

Options The pull-down menu contains the following filters:

* Include Reviewed Reports: To include Reviewed Reports within the pie

* Show Time Frame: To display the time period selected above the pie chart.
The time format used is MM/DD/YYYY, e.g., 10/22/2010 for October 22nd

» Show Chart Legend: To display the pie chart legend.

Type The pull-down menu allows you to select the type of statistics that you want to
(in the Summary display i.e., statistics on the Review Status, Rating, or State

tab only)

Time The pull-down menu allows you to filter on a period of time i.e., YID, QTD,

MTD, All, or Custom (by selecting a start and an end date).
The time format used is MM/DD/YYYY.
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Monitoring User Review

User Review Widget Description

Column Description

Login Indicates the user’s login

First Name Indicates the user’s first name

Last Name Indicates the user’s last name

Email Indicates the user’s email address

Enabled Indicates whether the user account is currently enabled or disabled in CM
Reports Count Indicates the number of reports retrieved assigned to the user

Notes Indicates the number of reports which have been annotated.

Status This column displays a bar chart with the report review statuses in the chosen

time interval. It gives an overview of the reviewers work showing the relative
proportion of reports which are:

. - On time
. Approaching due date
« [ Past due date

Note: This bar chart is interactive with the All Reports widget. You can
therefore click one of its segments to get filtered results in the All Reports

widget.

Rating This column displays a bar chart with the review ratings in the chosen time
interval. It gives an overview of the relative proportion of reports which have
the rating:

. No Rating
. - Low
. Medium

- [ High
Note: This bar chart is interactive with the All Reports widget. You can

therefore click one of its segments to get filtered results in the All Reports
widget.
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Column Description

State This column displays a bar chart with the states of reports in the chosen time
interval. It gives an overview of the relative proportion of reports which are:

. Ready for review

. - In review
. - Returned
« [ Complete

Note: This bar chart is interactive with the All Reports widget. You can

therefore click one of its segments to get filtered results in the All Reports
widget.

Applying Filters and Options to the User Review Widget

The widget contains a toolbar (available by clicking the double arrow icon) which allows you to filter
the view. You just have to select a value in the pull-down menus displayed on the toolbar to get the
view filtered accordingly

User Review Filters

User Review - undefined (MTD) 2|l
I | Time -
S ..me<~ | Lssthame  Emai Enabled  ReporisCo Notes  Stas  Rating  State
LR ol king tarag@avenqers. com true 166 0 77— ]
Flwn — — -

t HIPAA | Compliance Suite: PCI Edition ?'Ms avengers.com  frue o o
150 steed jehni@avengers.com frue 0 0
L bauer iack@avengers.com frue £29 i = | NI =
MNERC pesl emma(@avengers.com true 82 0 I S .
admin frue i 2 I . I

Toolbar Filters and Options

Filter/ Option Description

Select Mandate The pull-down menu allows you to filter the view by mandate.

Time The pull-down menu allows you to filter on a period of time i.e., YTD, QTD,
MTD, All, or Custom (by selecting a start and an end date).

The time format used is MM/DD/YYYY.

Viewing Overdue Reports

The Overdue Reports widget shows the ovedue report reviews distribution by user. You can see who
are the reviewers with the highest number of late report reviews. It therefore gives you an idea whether
specific reviewers are always late.

Procedure

1. Select Dashboard > Executive from the navigation menu.
The Executive view opens.
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2. Click the Add widgets icon and select the Overdue Reports menu item.

An Overdue Reports widget appears on the workspace displaying a visual representation of the
tasks which are past due date per user

Overdue Reports Widget

Overdue Reports (custom) ¥ ||| 3
Uzername Owverdue Reportz
admin T ————
Emma o
Jack S
John =
reviewer =

3. Move the mouse pointer over the red bars to see the number of overdue reports for each user.

& ‘ Clicking the red bars allows you to filter the view in the All Reports widget interactively.

Applying Filters and Options to the Overdue Reports Widget

The widget contains a toolbar (available by clicking the double arrow icon) which allows to filter the
view. You just have to select a value in the pull-down menus displayed on the toolbar to get the view

filtered accordingly.

Toolbar Filters and Options

Filter/ Option Description

Options The pull-down menu contains a filter which allows to include Reviewed
Reports within the statistics.
Time The pull-down menu allows to filter on a period of time i.e., YTD, QTD, MTD,

All

Printing Executive Reports

Procedure

1. Click the print icon on the button bar of the Executive dashboard.
The Printable View Preferences window opens
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Executive Dashboard: Printable View Preferences

Printable View Preferences ?

Print forrmat: HTML ™|
The default printable view includes the
displayed widgets only

Show details

oK || cancel |

2. The default printable view includes only the widgets currently displayed on the dashboard. Click
the Show details link if you want to see and refine the print settings details

Executive Dashboard: Printable View Preferences Displaying Details

Printable View Preferences 7

Print format: HTML |2

The default printable view includes the
displayed widgets only

Mandate Widgets
[] 50X Review Status (MTD)
PCI Review Status {custom)
[] FISMA Review Status (MTD)
[[]HIPAA Review Status (MTD)
[]150 Review Status (MTD)
[] ITIL Review Status (MTD)
[[] NERC Review Status (MTD)
Usar Widgets
Users Statistics Al (QTD)
Overdue Reports (custom)
All Reports
Summarized reports per mandate
Detailed report list
Maximum # of reports 200

OK | Cancel

3. Set the Print settings as needed.

Printable View Preferences

Setting Description

Print format Use the pull-down menu to select the file format for the printable
view, i.e., either HTML or PDF
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Setting Description

Mandate Widgets Tick the check box to include the mandated widgets to the printable
view.
User Widgets Tick the check boxes to include the user widgets to the printable
view:
o User Statistics
e Overdue Reports,
All Reports
Detailed report list Tick this check box to get a view of the compliance activity details by:
* New Reports for Review,
e Previously Retrieved Reports,
» Returned Reports,
e High Rating Reports,
» Overdue Reports,
» Reviews Approaching Due Dates
Summary reports per Tick this check box to get a compliance summary per mandate:
mandate
e All Reviews Timeliness Summary,
e All Reviews Rating Summary,
e Summary of number of reports by Compliance Control,
e Returned Reports Summary by Compliance Control,
» High Compliance Rating Reports Summary by Compliance
Control
* New Reports for Review Summary by Compliance Control,
e Overdue Review Summary by Compliance Control,
» Reviews Approaching Due Date Summary
Maximum number of Enter the maximum number of reports that must be displayed in the
reports printable view.
4. Click OK.

The Executive dashboard printable view is generated in the format you selected, i.e., HTML or PDF.

Customizing the Executive Dashboard Layout

The Executive Dashboard can be seen as a global canvas on which you can place one or several
modules wherever you want to have them displayed, organize them and change their sizes to get the
best layout. It is based on a smart grid design which makes it easy to handle and get your own display.

Once you have defined your preferred layout, you can save it in order to get the very same view each
time you use the Executive Dashboard. It is of course possible to modify the saved layout afterwards
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and save it once again. You can also restore the last saved layout if the changes you have made do not
befit your needs.

Example of Executive Dashboard Customized Layout

P conmepen s | PE |mpeeni | A0 Resents | Uisers Snstimtes | Cvavie fiepans
yootit - Reveew Progress (D) % - o #|ewerdue Reports (eetom) Fry] rr—
Usernpme Derove Reserin Upncy Reviewsr  Fupor Dee D) S -
st e — B aa B juniget Fremst Pobcy Cutal  Hew 7] Resdy
e @
Ermra - o B o
i dach — B frma BCE Vst Arceas to Agpicatoes  New () Resdy @ Omtme 4 MoRatng
e L B:c o rervms
E
revawr L]
PO me RO Vet Accees o Appicatoos  Mow Resdy g Osime 4 MoRatng
NI B e revew
e
PO e LT Voeh Aocess o Applcaions  Naw L @ Dime 4 o Aing
L o rervimm
ET)
myve Jons COBIT. jueipe Frewel Encelama  Wow [ Pewsly & Deame 4 o Aning
e Entegn B
E T
P ———— 2= = x| myeo Eoe 0BT Polcies Usaiied o1 hew Ready i@ Osdme g bafising
(] ‘irscrers Sanvers L
Semmary  Conbsls | Trend - - Optons= | Tom= e
myts Lo OB Sonior Gaseratng Akt New Reddy g Osime M Hsting
FCI - Rating (QT8) 2 -ox] 10 o L o e
100 F T
Otons ~ | Tree= | Tme=
® oo Eewa OB Seriors Gaserating Aty How Ready G Ostme 4 MaRaing
Contrei  Fame Hairg i L] ﬁ;, o T
=t
118 Ewtbten Finwwed Confgensse _— 2t
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£
ekt an e Above 53 view the report resut,
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o o8 et ga® gu® oo af at et
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Saving a Layout

Procedure

1. Click the Save layout button on the button bar of the Executive dashboard.
The layout is saved.

2. Open another menu of the LogLogic® Compliance Manager application and go back to the
Executive dashboard.
The Executive dashboard displays your saved layout.

Restoring a Layout

Procedure

e C(Click the Restore Layout button on the button bar of the Executive dashboard.
The saved layout is restored.

Review Dashboard

The Review dashboard lets you view the status of your report review progress, new reports that have
been created or the reviews that have been returned/reassigned by an administrator or another
reviewer. It also allows you to change the review states of reports to update your review progress.

o Description of the Review Dashboard

¢ Reviewing a Report

« TFiltering and Sorting Reports

» DPrinting the Reports for Review List

* Monitoring Report Results

o Consulting the Review History & Comments
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Description of the Review Dashboard

&

The Review Dashboard contains the following elements:

e Dashboard Toolbar

» Reports for Review Panel

o Compliance Progress Panel
o Control Objectives Panel

e Report Tab

o Review History and Comments Tab

Please also see the following section: Tips About Columns in the Review Dashboard Tables for
information about the use of columns in the various tables that can be found in this view.

Dashboard Toolbar

The toolbar at the top of the Review dashboard displays several buttons which operate on the view
displayed in the Reports for Review panel. You can define and save one or several filtered views and
reuse them afterwards by selecting them from the toolbar pull-down menu. See Filtering and Sorting
Reports for further information.

Review Dashboard Toolbar

Action Required hf B

Review Dashboard: Toolbar Description

Button Description

Click this pull-down menu to select the filtered view you want
Action Required st to apply to the dashboard.

A filtered view is a set of filters applied to the Report for
Review table.

There are two predefined filtered views:

¢ No Filter: Allows to get a view without any filters. It is
therefore equivalent to the Clear all filter conditions button

8 .
» Action Required (default filter): Allows to get a view of all

reports requiring a user action, i.e., all reports except those
which are in Complete state.

- Click this button to save the current filters applied to the
= dashboard view.

This allows you to find and reuse filtered views whenever you
open the Review Dashboard (by selecting them in the Select
Filter pull-down menu).

You can also choose to share a filtered view with all other
reviewers.
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Button Description

Click this button to restore the last saved filters after you have
¥ made changes on the dashboard.

more Click this pull-down menu to:

o [£] Save as New: Save the current filter with your
modifications as a new filter.

« Bl Delete: Delete the current filter
» Share: Enable/disable the saved filter sharing.

Reports for Review Panel

The Reports for Review panel lists all of the report results that must be reviewed to provide the needed
evidence that the log collection and review activities were completed and make an assessment about
the compliance posture of the organization

When a report is selected, the report results are displayed in the Report Tab, at the bottom of the screen.
The Control Objectives Panel, located on the right, lists one or more control objectives that might be met
by completing the review of the assigned report.

Reports for Review Panel

Reparts for Review 8 B
; seare £
] Source Applance Report Creaded Bue Dale Review Status State Rabng
07 pesiagasolsofcom  COBIT: Pobcies Modified on Windows Servers Oct 282010 Hew 01 2010 @ On-teve 7l Reagy for L e Ratng
raview
£08 pastagasoisofcom  COBIM: Sensors Ganeraling Alars Ot 28 2010 New 01 2010 i@ On.bme o Peady for O, No Rsting
review
0% IS0, solsoft com COBIT: Sengors Generating Alers Oct 28 2010 Mo 04 2010 @ On-time 7l Ready for 4 Mo Ratng
review
£10 peslaga solsofcom  COBM: Acoepied VPH Connections - RADLS Oct 28 2010 Merw 01 2090 @ On-teme [ Ready for & Mo Ratng
Faview
{ [Pogs tlet1| ¥ b | & Disglaying 1 - 4 of &
Pre

Reports for Review Panel Columns

Column Description

ID The numbered ID of the report results

Report The name of the report

Created The date the report results were queried and retrieved from the LogLogic
Appliance

Due Date The date the report must be completed by; see Review Status to learn how the
due date is used to determine Compliance Review Timeliness
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Column Description

State The current state of the report review:

=)

e L& Ready for Review
. # In Review
e = Returned

e » Complete

Review Status The review status signifies the current state of the report along with the state of
the review process.

« [ On time: The report review is on-time regarding the due date.

. Approaching due date: The report review is very close to the due
date. The default time allowed before a review is given a yellow status is
80% of the elapsed time between the Creation date and the Due date. This
threshold can be changed in General Settings.

[ Past due date: The report review is over the due date.

Rating This attribute of a report review activity is specified by the reviewer. The four
states are:

o 4 No rating (no impact)
e A Low (minimal impact)
. Medium (some impact)

o A High (High impact = High Risk)

Note: The definition of Rating should be determined by your Compliance
process and how you choose to interpret this value in Summary results.

By default, some columns are hidden to show more important information. To view the hidden
columns, click the down-arrow in a column heading and select the additional columns you want to
view.

Reports for Review Buttons

Description

Clears all filter conditions currently applied to the Reports for Review
@ table.
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Icon Description

Opens the Printable View Preferences dialog box to let you select the
format and the pages to include in the printable view of the Reports for
Review table.

=]

Click this button to claim and review the selected report

Click this button to approve the selected report

The Approve Report text box appears. You can add a comment in the
text box. Comments appear in the Report History and Comments for
the report.

Click this button to return the report to the previous reviewer
Note: This applies only if you are the Final Reviewer of the report.

The Return Report to previous Reviewer text box appears. You can add
a comment in the text box. You can use this feature if you need more
investigation to be completed by the prior reviewer.

The comment you add at the report level is displayed in the Report
History and Comments tab in the bottom frame.

Click this button to add a comment to the selected report

The Report Comment text box appears. The comment is a report level
comment. Type your comment for the report then click Add comment.
Comments appear in the Report History and Comments for the report.

Click this button to select the severity rating for the selected report

From the drop-down list, choose Low, Medium, or High. The default
setting is "No Rating."

Enter a text in the field and click the magnifying glass icon to launch the

tes searcH in the Reports for Review table. Only the reports containing this
text will be displayed in the table (the matching text will be displayed in
bold characters).

Compliance Progress Panel

The Compliance Progress panel displays a pie chart, representing graphically the Review Status,
Rating and State assigned to the reports. This pie chart is updated whenever a change is entered. The
red color highlights the report reviews which have passed their due dates, the orange color highlights
those which are approaching their due dates and the green color highlights the report reviews that
were made on time.

Note that the time represented in the pie chart refers to the creation date of a report and not the due
date. For example, if the only report in the system is created on January 30th and the due date is
February 5th, the pie chart would display no data when the current time is February.
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Compliance Progress Panel

Compliance Progress
| Options~ | Type~= | Time-

Time period: up to 10/292010
22.8%

31%

- reviews are past due
reviews are approaching due date

. reviews are on time

The panel contains a toolbar (available by clicking the double arrow icon) which allows to filter the
view. You just have to select a value in the pull-down menus displayed on the toolbar to get the view
filtered accordingly.

Toolbar Filters and Options

Filter/ Option Description

Options The pull-down menu contains the following filters:
e Include Reviewed Reports: To include Reviewed Reports within the pie
chart statistics

e Show Time Frame: To display the time period selected above the pie chart.
The time format used is MM/DD/YYYY, e.g., 10/22/2010 for October 22nd
2010.

o Show Chart Legend: To display the pie chart legend.

Type The pull-down menu allows to select the type of statistics that you want to
display i.e., statistics on the Review Status, Rating, or State

Time The pull-down menu allows to filter on a period of time i.e., YTD, QTD, MTD,
All, or Custom (by selecting a start and an end date).

The time format used is MM/DD/YYYY.

Control Objectives Panel

If there are any controls associated with the selected report, you will see them in the Control
Objectives panel. The controls for which the report is enabled are highlighted in bold characters.
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Control Objectives Panel

Control Objectives
PCI: Firewall Connections Accepted

The selected report addresses B controls

PCI 1.1.5 Document a List of Services and Ports
Necessary for Business

PCE 1.1.6 Build & Frewall Configuration That Restricts
‘Connections From Publidy Accessible
Servers

PCI 1.2  Frewall Configuration That Denies All Traffic
From Unitrusted hNetworks

PCI 1.3.1 Restricting Inbound Internet Traffic

PCI 1.3.2 Ensure Internal IP Addresses Are
Private

PCI 1.3.5 Restricting Outbound Internet Traffic

PCI 2,22 Restricting Inbound Internet Traffic

PCE 12,2 Maintain an Information Security Policy

Report Description
Displays all rraffic sllowed through the firewall,

& ‘ To view details about any Control, simply mouseover the Control Title.

Report Tab

The Report tab displays the Report Name, the query time range, the Appliance which the report was
retrieved from, and the retrieval status of the report

Review Dashboard Report Tab

Report = Rewiew Hstory & Comments

FISMA: Windows Accounts Deleted From: Nov 09 2010 00:00:00 To: Now 10 2010 00:00:
Source Applance: company.com =

-] Holes  Source Devics Evenl D User Target Ussr duction Status Count

£ 1 Al licroso ft Windows &30 administrator suser Remove Success 107
o 2 Al Wicrosoft Windows 630 adménistrator pmark Remove Success 107
& 3 O Allicrosofl Windows 630 amorris jirayer Remove Success b5
d 4 Al Microso ft Windows 630 amorris jirot Remove Success i

| 5 Al Micraso # Windows 830 amarris amarris Remave Success g

E] ] All Microsoft Vindows 84T amarTs TESTS Remove Success &

4 4 | Page| 1iofi| kb H | &@ &5 | Find| Search in resuls £ Displaying 1 -€
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Report Tab Description
Item Description
<Report Name> The report name is displayed at the top left hand corner of the Report tab. It
ispreceded by the name of the mandate it belongs to.
Report Query The Query Time range is time-relative to the appliance on which the report was
Time Range retrieved. Report queries always use a query time range of midnight-to-
(From - To) midnight. This will include all report results for the day/week/month

depending on the frequency selected.

Source Appliance  The Source Appliance link opens a new tab in your web browser window,
allowing you to connect directly to the appliance where the report results were
retrieved. This is provided to allow you to investigate any anomalies found in

the Report Results.
Report Query The Report Query Status, if any, is located below the Query Time Range.
Status
o If the Report query returned no results for the specified Query Time Range,
then No data available for specified report query will be displayed.
o If the report query exceeded the maximum result limit, then Report result
count exceeded max limit will be displayed.
Column Description
The columns displayed in the Report tab depend on the report selected in the Reports for
& Review table. They therefore change dynamically depending on the selection made in that
table.
# The report result line number. A report result can be considered as a summary
description of a group of report details (see Count definition below).
Notes
Report result annotations (if any) are flagged by a comment icon &
Count This column (displayed for many reports) indicates the number of details

corresponding to the report result.
Click the hyperlink to drill-down to the report result details level.
See Drilling-Down to the Report Result Details Level.

Review History and Comments Tab

All events associated with a compliance report that is scheduled and assigned for review are recorded
as documentation to meet the compliance activity documentation requirements of an audit. You can
review the life cycle of a compliance report from the time of creation to completion in the Review
History & Comments Tab

A list of events are recorded and time stamped when the report results were retrieved from the
Appliance and the review entry was created, anytime the report state is changed by a Reviewer or
Administrator (for example, when the report is Claimed, Returned, or Approved), or any comments
added by a Reviewer or Administrator.
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Review Dashboard Review History & Comments Tab

Report Review History & Comments

(1] Date Who Event Description
289 Dec 092010 14:58:30 admin Comment [Edi] [Delete) This report should be reviewed by Emma too.

223 Dec 08 2010 20:14:05 SYSTEM Created New report review éntry 822 crealed for COBIT. Ports Denied Access -
Hortel from MyApp2 for review by jack bauer.

Tips About Columns in the Review Dashboard Tables

o To sort a column by ascending or descending order, click once on its column header. Sorted columns
have a dark grey header and their names are followed either by an upward (ascending) or a
downward (descending) arrow.

o To rearrange the order/position of columns, drag-and-drop column headers on the column header
row.

o To select the columns that you want to display, click the down triangle arrow on the right hand side
of any column header, select the Columns menu and tick their corresponding check boxes.

o To resize columns to the desired width, mouseover their column dividers and click-and-drag the
left/right arrow.

Reviewing a Report
The report review process is based on a simple life cycle which is divided into the following steps:
Procedure
1. Primary reviewers receive in their dashboards scheduled reports retrieved from LogLogic

appliances. These reports are in > Ready for review state.

2. Primary reviewers claim the reports for review, that is to say that they mark these reports as being

under analysis. These reports turn to {2/ In Review state.

3. Primary reviewers analyze the reports and approve them. These reports turn to * Complete
state.

4. Final reviewers (if any) receive the reports approved by primary reviewers. These reports are in
Ready for review state. Final reviewers must then claim the reports (see step 2) and:

o either approve the reports (reports turn to » Complete state). ©

o orreject and return reports to the primary reviewers (reports turn to = Returned state).

The review process life cycle can be summarized as in the following diagram.
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Ready for Review J ( Returned Ja
[
Claim
Y
( In Review } Claim
|
nppll'me Reject
Y
[ Complete 2im "'[ Ready for Review ]
Claim
Y
[ In Review ]
Approve
— Primary Reviewer Y
v Final Reviewer [ Complete ]

Contents

o Claiming a Report for Review
e Approving a Report
e Returning a Report

Claiming a Report for Review

Procedure

1.

Select a report in the Reports for Review panel.
To select several reports at once, use the Ctrl and SHIFT keys.

Claim the report by clicking the Claim button.

The state of the report will change from Ready for Review to In Review.

Optionally:
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o Click the Comment button and type in your comment in the Report Comment dialog box if you
want to annotate the report.

The comment will be added to the table of the Review History & Comments panel.
Report Comment Dialog Box
Report Comment *

Enter a comment for this Report...

X This field is required
Save comment Cancel

o C(lick the £ Rating button to select the appropriate rating that must be assigned to the report.

You can annotate or set the rating of several reports at once, by selecting them in the
& Reports for Review panel using the Ctrl and SHIFT keys and clicking the relevant
buttons.

Approving a Report

Procedure

1. Select a report in the Reports for Review panel.
To select several reports at once, use the Ctrl and SHIFT keys.

2. Approve the report by clicking the Approve button.
The Approve Report dialog box opens

Approve Report Dialog Box

Approve Report *

Are you sure you want to approve this report?

Mymtinmalh artar 3 comrmant for Fhic rann
LIpTiond enter 4 co nent ror Lnis report. |

Approve Report Cancel

3. Typein a comment if necessary and click the Approve Report button.

The state of the report will change from In Review to Complete.
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By default, if the task is completed, reports are not shown in the Reports for Review list.
& To include Completed reports in the list, mouseover the State column header, click the
down triangle arrow and tick the Filters > Complete check box.

Returning a Report

Procedure
1. Select a report in the Reports for Review panel.

To select several reports at once, use the Ctrl and SHIFT keys.
2. Return the report by clicking the Return button.

The Return Report to Previous Reviewer dialog box opens

Return Report to Previous Reviewer Dialog Box

Return Report to previous Reviewer #

Are you sure you want to return this report?

MOy Finma mrtar 9 comrmant For Fha reviawrar
L APLondiny, enter 4 Co 1 or the reviewer « 5 Te

Return Report Cancel

3. Typein a comment if necessary and click the Return Report button.
The state of the report will change from In Review to Returned.

The report will be sent back to the primary reviewer who will see it as Returned in the State column
of the Reports for Review panel, and have to follow the review process once again (i.e., claim and
approve the report).

Filtering and Sorting Reports

The Reports for Review table display can be filtered and/or sorted by any column displayed. Filters can
moreover be saved and shared to be reused by the CM Reviewers.

Contents

o Applying Filters and Sorting to Reports
e Saving Report Filters
e Clearing Report Filter Conditions

Applying Filters and Sorting to Reports

Procedure

1. Click once on any column to change the sort order.

& ‘ To keep satisfying perfomances avoid sorting the columns: Report and Source Appliance.
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2. To filter the view, mouseover the column header row and select the down triangle arrow to display
the various applicable filters.

For example, to filter on the Due Date, mouseover the Due Date column header, click the down
triangle arrow, deploy the filters menu and select how (i.e., Before, After, On) and from which date
the filter should be based on

Report Filters for Due Date Column

Reparts for Review @ 0/ complance P
. 2
o Repart Renvew Status Created Due Date = x| State Ratrg Ti
14 PCEUnencrypted letwork Services - Junpsr Frewsl @ Pastdus How 24 2010 Wov282010 | 4] Sort Ascending & NoRetng &
18 PCHWWed Access bo Appleations @ Pastdue How 24 2010 Mow 252010 2| Sort Descensing A NoRetng
1% PCE Lingarypbed Halvbrk S4nvces - Junipes BT Flaw i@ Pait due Mo 242010 New 252010 T8 couons i & NeRmng
13 PCEUnencrysted Hetwrk Services - Fortnet @ Pastdue Hov 24 2010 Wov 52010 | 1 & NoRsing
12 PCEUnencryphed Hetwork Services - Cisco PI @ Past due How 24 2010 wovzezmg  ||C) Fiers V|| Baters b
11 PCEUnencrysted Melwork Services - Ciieo FIWSU @ Pt due How 242010 Wow 252010 & b revew |1 aner » Mo T
PEE Unencrysted Hstwork Services - Caco A58 @Fmtdie  Hov 242010 Hov 25 2010 & b revew i o Lok W M w0
: = + : = | A7 8 8noRmn
] PCE Unencrypted tistwork Services - Check Pomt @ Pastdue How 24 2010 v 25 2010 & nreview ;i PR Crli s
3 PCE Juniper Frewall Polcy Out of Syng @ Pastdue How 242010 Mow 252010 B b review L T Y i
z PCE Junipar Frewsl Polty Chanped @ Pastdus How 24 2010 Wew 25 2010 & b review FRUL -
Fac PEL Frowal Traffic Besides HTTP, 550 and 55 - Fartinet (g On.tme Hov 28 2018 Hov 22 210 I review iy High
30 PCHFrewal TraMi: Basides HTTP, SSL and S5 - Jonger (g On-tme How 25 2010 Mo 292010 B nrevew A gn Todny
M PCE Frewal Traffic Beskies HTTP, S5L and S5H - Jner (@) On-tme Mo 262010 Nav 29 2010 & nrevew uegus The selected
RTFiow
£ BCI Firmwnl TraMfic Resides HTTR 551 and S5H - Bnel €3 Nin-fme Hnw 367010 My 783010 B i rsw & Low i
Page 1 ofi Wl | & Dimplaying 1 - 22 of 22|

Columns on which filters have been applied can be easily located because their headers are
highlighted both by a green background and a bold italic text.

Filtered Columns Display

Reports for Review L=
- )l
] Repor Rview Silus Created Dus Date Stats Ratng

2 PCi Junipsr Frewal Policy Changed gy Past dus Mo 24 2040 Hav 25 2010 & In revienw i Mo Ratng
3 PCE Juniper Frawoll Polcy Qut of Sync i@ Post dus Mow 24 2070 Hov 25 2010 & n revier & Mo Ratng
] PCL Unencrypled Nebwerk Services - Check Poind @ Past due Now 24 2000 tov 28 2010 & In e £ Mo Raling
10 PCL Uneacrypled Nétwadk Servitas - Cacs ASA g Past dus Mo 24 2010 Kav 25 2010 I e s Mo Ratng
" PCL Unencrypled Metwerk Services - Caco FIVSM i Pastdue Now 24 2079 Weov 25 2010 & I revimwy & Ne Rasng
12 PCE Unencrypled Network Services - Csco PO i@ Pastdue Now 24 2010 tiov 28 2010 B n review £ No Rating
13 PCE Unencrypled Metwork Servicss - Fortinet g Past dus Moww 24 2000 ov 25 2010 & I reviw i Mo Ratng
14 PCL Unencrypled Metwork Services - Juniper Frewal i@ Fastdue Now 24 2070 teov 25 2010 & In review i Mo Ratng
1% Pt Unencrypled Network Services - Juniper AT Flow i@ Pastdue Mow 24 2044 Hov 25 2010 & In review & Mo Ratng

Page. 1 o1 || g Diplaying 1- 9019

You can also use the two predefined filters, i.e., No Filter or Action Required (default filter
8 when you open the Review dashboard). No Filter removes all filter conditions and Action
Required displays only the reports requiring a user action (i.e., all reports except those
which are in Complete state).
Saving Report Filters
Procedure
1. Click Save Filter to save the filtered view.

The Save as New dialog box opens

TIBCO LogLogic® Compliance Manager User's Guide



55

Save as New Dialog Box

Save as New 4

Mame:

Description:

[] Shared
Save [ Cancel
2. Enter a name and a description, and tick the Shared check box if you want to share the filter with all

other Reviewers.

3. Click Save.
The filter is now added to the list of filters in the toolbar

Filter added to the List of Filters in the Toolbar

In Review before Nov 25 (sh | o

Al Reports F—

FEIn Review before Nov 25 (sharec

5 _ £
D Report

4. To edit/delete/or create a new filter from this filter, click the more pull-down menu in the toolbar
and select the desired option
. ﬂSave as New: Save the current filter with your modifications as a new filter.

o @ Delete: Delete the current filter
o Share: Enable/disable the saved filter sharing.
More Pull-down Menu Options in the Toolbar

B 3 l-mnre'-;
H Save as New
# Delete
[] Share

Clearing Report Filter Conditions

Procedure

e To clear all filter conditions, click the 4 button at the top of the panel.
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All filters will be removed from the Reports for Review table.

& The removal of filter conditions does not apply to column sorting. The ascending/
descending order applied to a column will not be removed.

Printing the Reports for Review List

Procedure

1. Click the printer icon =7 located in the Reports for Review title bar.
The Printable View Preferences window opens

Review Dashboard Printable View Preferences

Printable View Preferences A ES

) PDF
Select pages to incude
(] All Reports

[¥] Compliance Activity Detais
J| Complance Summary
Maxdmum reports in printable view: | 500

"] Apply curmrent fitering and sorting on reports

O Cancel

2. In the Printable View Preferences window, set the Print settings as needed.

Printable View Preferences

Setting Description

HTML/PDFE Use these radio buttons to select the file format for the printable view,
i.e., either HTML or PDF

All Reports Tick this check box to print all reports.

Compliance Activity Tick this check box to get a detailed breakdown of the report for

Details review by:

e New Reports for Review,

e Previously Retrieved Reports,
* Returned Reports,

» Overdue Reports,

o and Reviews are approaching due date
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Setting Description

Compliance Summary Tick this check box to get a compliance summary covering:

o All Reviews Timeliness Summary,

¢ Summary of number of reports by Compliance Control,

e Returned Reports Summary by Compliance Control,

» New Reports for Review Summary by Compliance Control,
e Overdue Review Summary by Compliance Control,

» and Reviews Approaching Due Date Summary

Maximum # of reports Enter the maximum number of reports that must be displayed in the
printable view.

Apply current filtering  Tick this check box if you want your report to reflect your filtering
and sorting on reports and sorting preferences.

3. Click OK.
The report review is generated in the format you selected, i.e. HTML or PDEF.

Monitoring Report Results

The Report tab contains a table displaying the results of the report selected above, in the All Reports
panel. These report results can be considered as summary views of similar report rows. You can also
see that many reports display a Count column to indicate precisely the number of rows corresponding
to each report result. The count hyperlink allows you to drill-down to the report rows that is to the
Report Result Details level.

On this tab, you can:

» Annotate report results. See Adding/Viewing Report Result Annotations for more details.
o DPrint report results. See Printing Report Results for more details.

¢ Dirill-down to the report result details level (if a Count column is displayed in the tab). See Drilling-
Down to the Report Result Details Level for more details.
Adding/Viewing Report Result Annotations

Each result in a report can contain one or multiple annotations, or notes. You can do a fine-grain
commenting of the report, down to the report result level. Report result annotations are archived and
can be edited or deleted once created.

Procedure

1. Select a Report in the Reports for Review list.

2. Double-click a report result in the Report tab to expand it.
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Add a Note to this Report Result Link

Report Ravidw Hstory & Commeants
COBIT: Account Activities on Windows Servers From: Dec 13 2010 00:00:00 To: Dec 14 2010 00:00:00
Source Apphance: mj’
2 Notes  Source Device Evént D User Target Uses Action Status Count
£ 1} All Wicrosoft Windows B42 BTOITES Tfrowt Modify Success & ]
o 1w A0 Microson Windows 842 Adininigtraler bb Modity Siscosss iz
£ 18 A1 licrosoft Windows 842 administrater bbaddy Medify Success o
= 18 A0 Marosoft Windows 842 adiminigtrates ptoad Modify Siscosss 54
note | 1 TEiR
& 20 Al Wicrosoft Windows 42 admin tstrador jaba Modity Success -] w
Pagel 1jof4| B M| @ &5 | Find| Search in resuts P Displaying 1 - 25 of 80

3. Click the Add a note to this report result link.
The Report note dialog box opens.

Report note Dialog Box

Report note *

Type a note to the selected report result...

&> This field is required

Savenote || Cancel

4. Type in your comment and click Save note.

The Annotation is displayed below the report result with the timestamp of when the Annotation
was created, and the User Account that created the Annotation.

The report results that have an annotation, display an icon < in the Notes column. Double-click
the report result to display all its annotations.

Display of Report Result Annotation

Report | Review History & Comments

COBIT: Account Activities on Windows Servers
=

From: Dec 13 2010 00:00:00 To: Dec 14 2010 00:00:00
Source Applance: 200.com

# Notes  Source Device Event @ User Target User Action Stotus. Count
] 18 Al Wicrosoft Windows B4z administrator bbaddy Modity Success i i
2 19 O AlMicrosoh Windows 642 administrates ptoad Madity Suceess 54
From: admin at 12720110 219 PM fodt] [deiate)

This report should be checked by Emma & Tara

Addd 8 nete io ihis report resul
-] 20 All Microsoft Windows. 642 administrator Bba Modity Success 2= 2
Page. 1jof4| b P | @ 5 | Find| Search in resuts 2 Displaying 1- 25 of 80
% ‘ The report result note can be edited or deleted by clicking the [Edit]/[Delete] links.

Printing Report Results

Procedure

1. Click the printer icon located at the bottom of Report tab.
The Printable View Preferences window opens.
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Report Results Printable View Preferences
Printable View Preferences X

Select view type
@ HTML

) PDF

Maximum report rows in printable 500
viaw:

| Apply current sorting on report results

O | Cancel
2. In the Printable View Preferences window, set the Print settings as needed.

Printable View Preferences

Setting Description

HTML/PDF Use these radio buttons to select the file format for the printable view,
i.e., either HTML or PDF
Maximum report rows Enter the maximum number of report rows that must be displayed in
in printable view the printable view.
Apply current sorting Tick this check box if you want your report to reflect your sorting
on reports preferences.
3. Click OK.

The report review is generated in the format you selected, i.e. HTML or PDF, suitable for sending to
a printer or downloading for reviewing offline. The HTML and PDF versions contain the following
information:

e Report Name

» Retrieval Time

¢ Due Date

e Name of the Current Reviewer

e Source Appliance for the Report

o Description of the report

o List of controls the report addresses

o List of Report History and Comment Events

* Report Results including annotations
Drilling-Down to the Report Result Details Level

For the reports displaying a Count column, it is possible to drill-down to the Report Result Details
level and see all the rows corresponding to each report result.
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Drill-down actions depend on the appliance load and might therefore be very long (and sometimes fall
in timeout). Obviously, the more powerful the hardware the faster the performances.

Procedure

1.

3.

In the Count column of the Report tab, click the hyperlink of a report result.

A new tab appears in the bottom panel. Its label displays the line number of the report result (the
format is # <line number> Detail) as shown in the Report tab. The generation of the report result
details can take a few minutes.

Report Result Details Tab

Repart | Review History & Comments | # # 2 Detail =
[ Time.

1z
T4

Sowrce Deviee User

17222532 ogapp  admn

Sowrce®  Tan Target®

1722216  report_ype“antViusThien user_intfc L
tactiy”

Access Detais SowceDomsin  Ackion  Action Detals  Status  Eve App

zzsaT Falure. &

device_type-lca feeVius.

00:00:00°
o_time 20101213
00:00:007,

o n_id FREZ6£398
EFF2390C4682E675BBFTE
0

2 12nu 17222532 ospp admin
1743738

11222527 722216 repon_typaCantViusThres ussr_intie meon Faurs
tactiy”

devite_mame Al Devices'
from_sme 20101212
00:68:00°

to_time 201012413 -

Page 1lars| b M | & | Fna 2 Dsplaying 1-25 61101

To save the report result detail tab for future use, mouseover the tab label and click Pin in the pop-
up menu

Report Result Detail Tab Pin Option

= # 2 Detail *

Once pinned, the report result detail tab will always be displayed in the bottom panel of the Review
dashboard when you select the same report in the Reports for Review panel

Pinned Report Result Detail Tab

Report || Review History & Comments | 1 # 2 Detail *

# Time Source Device User Source IP

11211310
17:42:38

17222532 logapp  admin 17222527

You can repeat the three first steps to open and pin more report result detail tabs.

If you want to unpin a tab, mouseover its tab label and click Unpin in the the pop-up menu.

& All data of drill-down actions will be deleted from the CM database every 24 hours unless
report result detail tabs are pinned.

Searching in the Report tab

Use the Find box at the bottom of the panel to quickly filter the report results.

Procedure

1.

2.

Enter text into the Find box

Report tab Find Box

page| 1ot1| » K| & &5 | Fine o

Press Enter.

The view will be filtered to display only the results containing the matching text (this text
highlighted in bold characters).
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Consulting the Review History & Comments

To view the change history and comment of a report review listed in the Review Dashboard, select it
and consult the list displayed in the Review History & Comments tab.

Audit Dashboard

The Audit dashboard allows to get a quick view, or one could say, the evidence that compliance reports
have been properly cycled into a formal review process. It is accessible to users who have the External
or Internal Auditor role, to assess the review status per mandate over a defined period.

Contents

o Description of the Audit Dashboard
¢ Dirilling-Down to the Report Definition Level
¢ Dirilling-Down to the Report Results Level

Description of the Audit Dashboard

The Audit Dashboard contains the following elements:

¢ Pull-Down Menu
e Left Panel
¢ Control Tab

» Review History and Comments Tab

8 Please also see the following section: Tips About Columns in the Audit Dashboard Tables for
information about the use of columns in the various tables that can be found in this view.

Pull Down Menu

The pull-down menu at the top of the Audit dashboard allows to select the mandate on which the
Audit must be performed

Audit Dashboard Pull-Down Menu

S0 B

Pull-Down Menu

The left panel of the Audit Dashboard displays visual representations of report statistics per mandate
for a selected period.

Audit Dashboard Left Panel

Icon Description

Click this button to add a comment to the selected mandate.

®)

The Mandate Comment text box appears. Type your comment and click
Save comment.

Comments appear in the Review History/Comments tab.
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Icon Description

Click this button to display the list of panes that can be displayed in the

= Audit Dashboard left panel.
Select or clear the relevant check boxes to show or hide these panes in
the left panel.
Pane Description
Description Shows the mandate description.
State Shows a pie chart with the current state of report reviews, i.e., reports

which are ready for review, in review, complete, autocomplete or
returned for the selected control.

Rating Shows a pie chart with the ratings currently assigned to the reports for
the selected control.

Review Progress Shows a pie chart with the overall review progress, i.e., report reviews
that are ontime, approaching due date or past due date

Review Progress Trend Shows a stacked bar chart with the users’ Review Progresss over a
selected period, where:
e x=day of the selected period
e y=number of generated reports

e z(color) = review progress proportion
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Audit Dashboard Left Panel

o 3
Description i
Compliance Suite: PCI Edition
State
50.7%
Rating
209%
11.9% 55 7%
7.5%
Review Progress
22.4%
55.2%
22.4%
]
< | &
Control Tab

The Control tab displays a table listing all the controls related to the selected mandate

Audit Dashboard Control Tab

Contral | Review Hstory [ Comment

Cantral Hams Holea.
RN | Estabisn Firewal Configuration
Standards
2118 Document o List of Services and
Ports Necassary for Business
@ L1E Buid a Firewal Configuration That

Resiricts Connections From
Fublicly Accessibie Servers

Reports Count  Sisle
L §& N 'J

2

S

2

Fating Rupart Comemants

LW

63

TIBCO LogLogic® Compliance Manager User's Guide



64

Audit Dashboard Control Tab

Button Description

Clears all filter conditions applied to the Control panel columns.

2

Column Description

Control Displays a link allowing to drill-down from the selected control to its
associated reports.

Name Displays the Control name

Notes
Control annotations (if any) are flagged by a comment icon &

Reports count Indicates the number of available reports retrieved from the appliance(s)
for this control.

State Indicates the ratio of the review states associated to the reports gathered

in the control. The color code is the following;:

. Ready for Review

o - In Review
. - Returned
- Complete

Status Indicates the ratio of the review statuses associated to the reports
gathered in the control. The color code is the following:

. F On time: The reports are on-time regarding the review due
ate.

. Approaching due date: The report review is very close to the
due date. The default time allowed before a review is given a yellow
status is 80% of the elapsed time between the Creation date and the
Due date. This threshold can be changed in General Settings.

« [ Past due date: The report reviews are over the due date.

Rating Indicates the ratio of the various ratings associated to the reports
gathered in the control. The color code is the following:

. No rating (no impact)
- Low (minimal impact)
. Medium (some impact)

. - High (High impact = High Risk)

TIBCO LogLogic® Compliance Manager User's Guide



65

Description

Report comments Indicates the number of reports with annotations currently associated to
the control. The hyperlink allows to open the control holding these
comments.

Review History and Comments Tab

All events associated with a compliance report that is scheduled and assigned for review are recorded
to meet the compliance activity documentation requirements of an audit. You can review the life cycle
of a compliance report from the time of creation to completion in the Review History & Comments Tab

A list of events are recorded and time stamped when the report results were retrieved from the
Appliance and the review entry was created, anytime the report state is changed by a Reviewer or
Administrator (for example, when the report is Claimed, Returned, or Approved), or any comments
added by a Reviewer, an Executive or an Administrator.

Audit Dashboard Review History & Comments Tab

] Date Vit Event Object Name Descriptan

Control | Review History [ Comment
15655 Oct 05 2010 14:44:59 admin COMMENT mycobit A lot of reports where past due date in mid-september

Audit Dashboard Review History & Comments Tab

Column Description

ID Indicates the ID of the event

Date Indicates the date when the action/comment was performed.

Who Indicates the login name of the user who made the action/comment.

Event Indicates the type of event that was performed that is an action such as create,

add, remove, change; or an annotation such as comment, note.

Object Name Indicates the name of the object on which the action /comment was made.

Description Gives a description of the action/comment.

Tips About Columns in the Audit Dashboard Tables

o To sort a column by ascending or descending order, click once on its column header.

o To rearrange the order/position of columns, drag-and-drop column headers on the column header
row.

o To select the columns that you want to display, click the down triangle arrow on the right hand side
of any column header, select the Columns menu and tick their corresponding check boxes.

e To resize columns to the desired width, mouseover their column dividers and click-and-drag the
left/right arrow.

Drilling-Down to the Report Definition Level

Control Points usually have many associated report definitions. The auditor can see all the report
definitions related to a given control point for a given period, that is to say drill-down to the report
definition level, via the Control tab of the Audit dashboard.
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Drill-down actions depend on the appliance load and might therefore be very long (and sometimes fall
in timeout). Obviously, the more powerful the hardware the faster the performances.

Procedure

1. Select the Control tab in the Audit dashboard.
The Control column displays a link allowing to see the report definitions related to the selected
control.

2. Click the <control name> link.

The Control tab gives way to a Report tab listing all related summary report definitions.

& You can roll-up to the Control level (i.e. to the Control tab) by clicking the <mandate
name> link> in the Audit dashboard header.

Audit Dashboard Report Tab

Report | Review Hstory | Comment

@

Rppert Dafitica Descripton Schadule Asparts Count  State Stabus. Rating Rigort Commants
PCE Chack Point Displays a1 Check Point aud®  Dady 6 I . _—
Lonfruration Changes ‘events related o configuration

changes.
PGl Cisco POC ASa FWSM  Displays sl ings related fo Daiy 3 I I
PokCy Chanaes periormng b Cisca PX, ASA

FViSM policy change
PGl Cinco B ASH FWEN  Bisplays ol Cisco FIX, ACA,  Daly 7 I E—
Rauting Falure FWSM Routing Falure events
PGl Gisco SwichPokcy  Displa Dady 9 I
Changes <hangea to e Caco rauter

e swich polices
EGiJuniper FrevepiPoicy  Dispys ailogs relstedts  Daiy 1" S R R
Chances enBngng Junoet Frewal

Poicies.

I Juniger Frgwal! Displays events that indicate Dy 7 [ ] - [}

DutoSync the Juniper Frawal Hi

peicies are ut ot sync

Audit Dashboard Report Tab

Column Description

Report Definition Displays a link allowing to open the selected report definition and
view its associated reports (its occurrences) in a Reports for Review
tab.

Description Displays the report definition description as shown in Review

Management > Map Reports to Control

Schedule Indicates the current schedule frequency of the report definition. It
can be:

o Daily at <HH:mm>
o Weekly on <day of the week>
e Monthly on day <#>

Reports count Indicates the number of available reports retrieved from the
appliance(s) for this report definition.
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Column Description

State Indicates the review states associated to the reports generated for a
report definition. The color code is the following:

. Ready for Review

. - In Review
. - Returned
« [ Complete

Status Indicates the review statuses associated to the reports generated for a
report definition. The color code is the following:

. F On time: The report review is on-time regarding the due
ate.

. Approaching due date: The report review is very close to
the due date. The default time allowed before a review is given a
yellow status is 80% of the elapsed time between the Creation date
and the Due date. This threshold can be changed in General
Settings.

« [ Past due date: The report review is over the due date.

Rating Indicates the ratings associated to the reports generated for a report
definition. The color code is the following:

. No rating (no impact)
- Low (minimal impact)
. Medium (some impact)

- High (High impact = High Risk)

Report comments Indicates the number of comments made for the report definition.

Drilling-Down to the Report Results Level

&

You can also drill-down further than the report definition level and get to the report results level of a
given report.

Drill-down actions depend on the appliance load and might therefore be very long (and sometimes fall
in timeout). Obviously, the more powerful the hardware the faster the performances.

Procedure

e Once you have drilled-down to the report definition level (see Drilling-Down to the Report
Definition Level), click a link in the Report definition column.
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The Reports for Review panel opens, listing all the reports generated for the selected report
definition. It provides evidence on the review activities

When a report is selected, its results are displayed in the Report tab at the bottom of the screen.

& You can roll-up to the Report definition level (i.e. to the Report tab) by clicking the
<control name> link> in the Audit dashboard upper bar.

Audit Dashboard Reports for Review Panel

BLI =111 *Report from 10017201080 1152010
PCI: Check Point Configuration Changes
Reports for Review @
B Created Ee Date State Review Status Fatng
%7 o127 2010 Qct 252010 o Comgiste @ On-time & lio Ratng
38 et 232010 Ot 25 2010 & Comgiate Albmost dus 4 s Ratng
= oc1242010 et 252010 o Comgikte @ on-tme & o Ratng
24 Ot 202010 Oet 21 2010 ¥ Compiets i@ Past dus b Low
2 oe1g I et 20 2010 o Comgikte @ Pastdus & low
188 Ot 47 2010 Oct 08 2018 o Comgiste i@ Past due L Low
Page 1lof1] ¥ ¢l | o |Displayng1-Bof&
Report Review Hstory & Comments
SHECT & il Above Io view the raoort résults,

Audit Dashboard Reports for Review Panel

Column Description

ID The numbered ID of the report result

Source Appliance Indicates the name of the appliance where the report result were retrieved.

Created The date the report result was queried and retrieved from the LogLogic
Appliance

Due Date The date the report must be completed by.

State The current state of the report review:
« [} Ready for Review

o # In Review
. = Returned

o » Complete
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Column Description

Review Status The review status signifies the current state of the report along with the state
of the review process.

« [ On time: The report review is on-time regarding the due date.

. Approaching due date: The report review is very close to the due
date. The default time allowed before a review is given a yellow status is
80% of the elapsed time between the Creation date and the Due date.
This threshold can be changed in General Settings.

« [ Past due date: The report review is over the due date.

Rating This attribute of a report review activity is specified by the reviewer. The
four states are:

e .4 No rating (no impact)
e 4 Low (minimal impact)
. Medium (some impact)

« 4 High (High impact = High Risk)

Note: The definition of Rating should be determined by your
Compliance process and how you choose to interpret this value in
Summary results.

Monitoring Report Results

The Report tab contains a table displaying the results of the report selected above, in the Reports for
Review panel. These report results can be considered as summary views of similar report rows. You
will moreover see that many reports display a Count column to indicate precisely the number of rows
corresponding to each report result. The count hyperlink allows to drill-down to the report rows, that is
to say to the Report Result Details level.

Contents

* Adding/Viewing Report Result Annotations

¢ DPrinting Report Results

¢ Dirilling-Down to the Report Result Details Level
e Searching in the Report tab

Adding/Viewing Report Result Annotations

Each result in a report can contain one or multiple annotations, or notes. You can do a fine-grain
commenting of the report, down to the report result level. Report result annotations are archived and
can be edited or deleted once created.
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Procedure

1. Select a Report in the Reports for Review list.
2. Double-click a report result in the Report tab to expand it.
Add a Note to this Report Result Link

Report Review History & Comments
COBIT: Account Activities on Windows Servers From: Dec 13 2010 00:00:00 To: Deg 14 2010 00-00:00
Source Applance: pp.com
# Notés  Source Dévice Evént D User Target User Action Status Count
] 16 All Wicrosoft Windows 842 amorris Ifreyt Medify Success -1 ~
o 17 A1 Wicrosoft Windows 842 adminigtrainr bb Modidy Success 2
4 18 Al icrosoft Windows 642 administrater btaddy Modify Success krd
= 19 A0 Microsoft Windows 842 adminigtrates ptoad Modify Sucoess 54
nole | It resulf
2 i) Al Wcrosoft Windows 542 adimin i trator Baba Modity Success 24 w
Pagel 1(of4| B Ml | @ &5 | Find| Search in resuts i< Displaying 1 - 25 of 80

3. Click the Add a note to this report result link.
The Report note dialog box opens.

Report note Dialog Box

Report note *

Type a note to the selected report result...

B This field is required

Savenote |  Cancel

4. Type in your comment and click Save note.

The Annotation is displayed below the report result with the timestamp of when the Annotation
was created, and the User Account that created the Annotation.

The report results that have an annotation, display an icon < in the Notes column. Double-click
the report result to display all its annotations.

Display of Report Result Annotation

Report | Review History & Comments

COBIT: Account Activities on Windows Servers From: Dec 13 2010 00:00:00 To: Dec 14 2010 00:00:00
=

Source Applance: 200.com

# Motes  Sowrce Device Event @ User Target User Action Stotus. Count
] 18 Al icrosoft Windows B4z administrator bbaddy Modity Success 2 i
2 19 ) AlMieresoft Windows 42 administrater pload Modity Suceess 54

From: admin at 12/20110 2:15 PM fedi] [deiste]

This report should be checked by Emma & Tara

Addd 8 nete io ihis report resul
-] 20 All Microsoft Windows. 642 administrator Bba Modity Success 2= 2
Fage| 1jof4| b P | @ &5 | Find| Search n resuts 2 Displaying 1- 25 of 80
% ‘ The report result note can be edited or deleted by clicking the [Edit]/[Delete] links.
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Printing Report Results

Procedure

1. Click the printer icon located at the bottom of Report tab.
The Printable View Preferences window opens.

Report Results Printable View Preferences
Printable View Preferences X

Select view type
@ HTML

) PDF

Maximum report rows in printable 500
viaw:

| Apply current sorting on report results

O | Cancel
2. In the Printable View Preferences window, set the Print settings as needed.

Printable View Preferences

Setting Description

HTML/PDF Use these radio buttons to select the file format for the printable view,
i.e., either HTML or PDF
Maximum report rows Enter the maximum number of report rows that must be displayed in
in printable view the printable view.
Apply current sorting Tick this check box if you want your report to reflect your sorting
on reports preferences.
3. Click OK.

The report review is generated in the format you selected, i.e. HTML or PDF, suitable for sending to
a printer or downloading for reviewing offline. The HTML and PDF versions contain the following
information:

e Report Name

» Retrieval Time

¢ Due Date

e Name of the Current Reviewer

e Source Appliance for the Report

o Description of the report

o List of controls the report addresses

o List of Report History and Comment Events
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* Report Results including annotations

Drilling-Down to the Report Result Details Level

For the reports displaying a Count column, it is possible to drill-down to the Report Result Details
level and see all the rows corresponding to each report result.

o Drill-down actions depend on the appliance load and might therefore be very long (and sometimes fall
in timeout). Obviously, the more powerful the hardware the faster the performances.

Procedure

1.

3.

In the Count column of the Report tab, click the hyperlink of a report result.

A new tab appears in the bottom panel. Its label displays the line number of the report result (the
format is # <line number> Detail) as shown in the Report tab. The generation of the report result
details can take a few minutes.

Report Result Details Tab

Repart Review History & Comments % g 2 Detail
& Tme Source Devics User  Source®  Tan TargetP  Access Detais SowrcsDomsn  Acton  ActonOetals | Sttws  Eve Agg
1 121210 17222532 bgapp  wdmn 47222527 1722215 report typeTantVinsThren Uses_intfc ot Falure a
1743
device_type-lehtes\irus
SeanEnlerprise”
rame Al
from_Sme-"2010/12112

00:00:00°
lo_time 201011213
00:00:00"

orig_session_id FEEZEE138
‘BFF2393CABS2EBTSBBFTE
wn

2 12n30 17222532 wgspp  sdmin 17222527 722218

report_typeantViusThres  user_intie et il Faiure
174338 tactity”

00:00:00°
to,_time 2010012413

v

Page 1lefs b M| 2 Fid 2 Displaying 1-25 o1 101

To save the report result detail tab for future use, mouseover the tab label and click Pin in the pop-
up menu

Report Result Detail Tab Pin Option

= # 2 Detail *

Once pinned, the report result detail tab will always be displayed in the bottom panel of the Review
dashboard when you select the same report in the Reports for Review panel

Pinned Report Result Detail Tab

Report || Review History & Comments | ! # 2 Detail *
# Time Source Device User Source IP
1 1211310 17222532 logapp  admin 17222527

You can repeat the three first steps to open and pin more report result detail tabs.
If you want to unpin a tab, mouseover its tab label and click Unpin in the the pop-up menu.

& All data of drill-down actions will be deleted from the CM database every 24 hours unless
report result detail tabs are pinned.

Searching in the Report tab

Use the Find box at the bottom of the panel to quickly filter the report results.

Procedure

1.

Enter text into the Find box
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Report tab Find Box

~

Page 1 of1 || g qul o

2. Press Enter.

The view will be filtered to display only the results containing the matching text (this text
highlighted in bold characters).

Consulting the Review History & Comments

To view the change history and comment of a report review listed in the Review Dashboard, select it
and consult the list displayed in the Review History & Comments tab.
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Managing Report Reviews

Review Management is where LogLogic® Compliance Manager Administrators can manage out of the
box and custom mandates, map reports to controls, schedule reports, and manage report reviews to
respond to their organizations” compliance project scope.

& ‘ The Review Management menu is available only to user accounts with Administrator role.
Contents

e Mandate Management
e Map Reports to Controls
e Schedule Reports

e Manage Reviews

Mandate Management

In Review Management > Mandate Management , the CM administrator or the Project Manager can
customize the out of the box CM mandates and add their own enterprise regulations as mandates in
LogLogic® Compliance Manager.

Contents

e Description of the Mandate Management Workspace
e Adding Custom Mandates and Controls
e Duplicating Mandates and Controls

» Removing Mandates and Controls

Description of the Mandate Management Workspace

The Mandate Management workspace is split into two panels:

o The Mandates panel (on the left) displays a tree list of the existing mandates and a tool bar allowing
to add, duplicate and remove items.

Mandates Panel Description

Element/Icon Description

¥ Add Mandate Creates a new mandate node (branch) in the tree list

M Add Control Creates a new control node (leaf) within a selected mandate node in the
tree list
[ Duplicate Creates either a new branch or leaf node depending on the current GUI

selection, i.e., mandate or control.

Bl Remove Removes the selected node(s) from the tree list
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Element/lcon Description

=

Represents an enabled out of the box mandate.

=

Represents an enabled control contained in an out of the box mandate.

Represents an enabled custom mandate.

Represents an enabled custom control contained in a custom mandate.

Represents a disabled mandate.

=

Represents a disabled control

The right panel displays the properties of the selected mandate or control.

Add Mandate/Control Panel Description

Element/lcon Description

Enabled Indicates whether the selected mandate or control is enabled or not.
When disabled, the mandate or control icon is grayed out.
Title Indicates the title of the selected mandate or control.
The maximum number of characters is 255 and the minimum number is 1.
Short Name Indicates the short name of the selected mandate or control.
The maximum number of characters is 255 and the minimum number is 1.
Description Displays a description of the selected mandate or control

Mandate Management Workspace

=

& [l Payment Card ndustry (PCT)

Mandates +=# AddMandate -
i Add Mandate (¥ [T Dupicate ¢ Remove
Ensbled  []
@@ 1 Security Act of 2002 (FISMA) Tite
1 Gl Heath nsurance Portabiity and Accountabiity Act (HPAA)
H gy - Security Code of practice {  Short Name

Livrary (L)
& [l Morth American Elsciric Reksbdty Corporation (NERC)

8 [ Sarbanes-Oxiey/Control Qbjectives for nformation and Refated Ty

Description
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Adding Custom Mandates and Controls

LogLogic® Compliance Manager allows you to create your own custom mandates and its associated
controls in a few clicks. You then only have to map report definitions to controls in Review
Management > Map Reports to Controls.

e Adding Custom Mandates

e Adding Custom Controls

Adding Custom Mandates

Procedure

1. Click the Add Mandate button in the Mandates panel.
The Add Mandate panel opens

Add Mandate Panel

Add Mandate -

Enabled ]

Tite ”

Short Name

Desciption

Save Resgef

2. Typein a title, a short name (max. number of characters = 255, min. = 1), and a description for the
new mandate.

3. Tick the Enabled check box if you want to activate the mandate.
Click the Save button.
A pop-up dialog box prompts that the mandate has been saved.

The new mandate is displayed at the bottom of the tree list in the Mandates panel and the Add
Mandate panel changes to Edit Mandate.
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New Custom Mandate Created

Mandates +|—|# Edit Mandate -
8 a0d Mandate (B Add Control (T Dupbcate 3 Remove
Enabled 7]

= il Federal Information Securty Management Act of 2002 (FISMA) Title l”* c " te

(& [l Health Insurance Portabity and Accountabilty Act (HIPAA )} o e

] ) gy - Security - Code of practice f  Short Name | MCM

(& (g8 information Technology infrastructure Library (TIL) This custom e i spediic fo our e comg s

=) il My Company Mandate (MCH)

& [l Morth American Electric Resabiity Corporation (NERC)

&) [l Payment Card Industry (FCT} § -Dexmin

@ OxleyiControl Objectives for ion and Related T

Save | Reset

Adding Custom Controls

Procedure

1. Select a custom mandate in the Mandates panel and click the Add Control button.
The Add Control panel opens

Add Control Panel
Add Control -
£nabled
Tite [
Shart Name
Dascription

Mumber of Report '
Defiritions Undefined

Save Reset

2. Typein a title, a short name (max. number of characters = 255, min. = 1), and a description for the
new control (the Enabled check box is selected by default).

3. Click the Save button.
A pop-up dialog box prompts that the control has been saved.

The new control is displayed as a leaf node of the selected mandate in the Mandates panel, and the
Add Control panel changes to Edit Control.
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New Custom Control Created

HMandates ‘ | Edit Control
@ add Mandate F [T Duphicate 3 Remove
Enabled
i (G| Federal information Security Management Act of 2002 (FIS
& [ Heatth insurance Portabiity and Accountabilty Act (HIPAS
# (@l information technology - Security techniques - Code of pr: Short Name MCM1
@ @l information Technology infrastructure Library (ITL)
= [l My Company Mandate (MCM}
[7) MEM1 (MEM Control 1)
1 Description
o [ North American Eleciric Relabilty Corporation (NERC) o
& (58 Payment Card Industry (PCT}
(il Sarbanes-Oxiey/Control Objectives for information and Re

Title: MCM Control 1

First Control

Report 0 Total (0 scheduled), 0 Default (0 scheduled), 0 Custom (0
Defritons  Scheduled)

Save Reset
< >

4. You now have to link report definitions to the newly created control. This can be done in Review
Management > Map Reports to Controls. See Map Reports to Controls.

Duplicating Mandates and Controls
The Duplicate functionality = allows you to copy either a branch or a leaf in the list depending on the
selected node, that is to say:

e an out of the box or a custom mandate with all their associated controls.

e an out of the box or a custom control.

The name of the duplicated node is the <original name> appended by _copy#

The digit # will be incremented if the node is duplicated.
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Example of Duplicated Mandate

Mandates + [ =]

(% Add Mandate Add Control Duplicate x Remove

&[] Federal Information Security Management Act of 2002 (FISMA)
[0 Health Insurance Portabilty and Accountability Act (HIPAL)
=1 .| Health Insurance Portability and Accountability Act_Copy0 (HIPAA_Copy(0)
D 164.308(a)3)(i}(A) (Authorization and/or Supervizion (Addressable})
D 164 308(a)(3)(i}(C) (Termination Procedures (Addres=zable))
D 164.308(a)4)(i)(A) (lzolating Healtth Care Clearinghouse Funclions (Required
D 164.308(a)(4)(i)B} (Access Authorization (Addreszable))
D 164.308(a)(4 (i) C}) (Acce=s Ezstablizhment and Modification (Addres=sable))
D 164.308(a)5 )i} A) (Security Reminders (Addreszable))
D 164.308(a)5)(i)C}) (Log-in Monitoring (Addrez=sable))
D 164.308(a)(5)(i)D) (Pazzword Management (Addrezsable))
D 164.308(a)(5)(ii} (Re=zponze and Reporting (Required))
D 184 308(a)(7 )(iij(A) (Data Backup Plan (Required}) "
D 164.308(a)7)(i}(B) (Dizazter Recovery Plan (Required})
D 164.308(a)7 )i} C} (Emergency Mode Operational Plan (Required))
D 164.308(a)7)(iyD} (Testing and Revizion Procedures (Addressable))
D 164.312(a)2)(i) (Unigue User Identification (Required))
D 164.312(a)2)(ii} (Emergency Access Procedure (Required))
D 164.312(a)2)i) (Automatic Logoff (Addressable))
D 164.312(b) (Audit Controle (Required)}
D 164.312(c)(2) (Mechanizm to Authenticate Electronic Protected Health Inform:
D 164.312(d}) (Perzon or Entity Authentication (Required})
+[Z2] Information technology - Security techniques - Code of practice for information =
{2 Information Technology Infrastructure Library (ITIL)
e My Company Mandate (MCM}
# [Z0] Morth American Electric Reliability Corporation (NERC)
#[20] Payment Card Industry (PCI)

£ | *

Please also note that:

e The newly created node is enabled by default.

e The controls in a duplicated mandate keep their original names.

e The associated reports will be kept for the duplicated node.

e The reports schedules are kept but disabled for the duplicated node.

e The user associations are NOT kept for a duplicated mandate (go to Administration > User
Management to assign the duplicated mandate to users).

Removing Mandates and Controls

The Remove functionality allows you to remove either a branch or a leaf in the list depending on the
selected node, that is to say:

¢ a custom mandate with all its associated controls.

e a custom control.

Please note that:
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o The scheduled tasks associated to the deleted node are also deleted.
o The review tasks in "Ready for review" state associated to the deleted node are also deleted.

o The review tasks in "In review", "Returned" or "Complete" state are kept (for statistics usage).

Map Reports to Controls

In Review Management > Map Reports to Controls , the CM administrator can map previously
imported custom report definitions to the controls of compliance Mandates. The default report
definitions present in the Compliance suites are automatically mapped.

Contents:

e Process Overview
e Description of the Map Reports to Controls View
* Adding a Report Definition/Control Association

» Removing a Report Definition/Control Association

Process Overview

Before mapping report definitions to controls the CM administrator must perform the following steps:

If you are working only with the report definitions that are part of the out of the box suites (PCI, SOX,
& ITIL, FISMA, HIPAA, COBIT, NERC) these report definitions are already mapped; you can skip this
step.

Once report definitons are mapped to controls, the CM administrator can schedule the retrieval of
reports from the appliance(s) in Review Management > Schedule Reports.

Procedure

1. Add an appliance by going to Administration > Appliances. This allows report definitions from an
existing LogLogic appliance (LX/MX/ST) to be managed via CM. 2

2. Retrieve report definitions from the appliance(s) by going to Administration > Appliancesand
clicking | ¥ This will bring in all the report definitions from the appliance.

Description of the Map Reports to Controls View

The Map Reports to Controls view displays 3 panels, i.e., Available Report Definitions, Controls and
Control/Mandate Description.
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Map Reports to Controls View

Controls + & | Awailable Report Definitions

] Show Unmapped | (V] Show Defsut | [¥] Show Custom | View~ B liso 1o Correks) | BB Cotapae 21

& |4l Federal nformation Securty Management At of 2002 (FISMA) s i Lo on

3 [ Health insurance Portabiity and Acesuntabity Set (HIFSL) S COBI: Accepted VPN Displays a1 users connecied to the internal .
Connactions - RADUIS metwark through the RADRIS VEN

& [l i formation techneiogy - Securty techniques - Code of practios for nfor] :
Hosted By: M

& |l in formation Technology in frastructure Library (ITL)
] My Company Wandabs (UCM)

ols:

= COBM: Account Actiities on Display= al accounts actiities on UK servers L
U

3 [ North American Electric Relabiity Corporation (NEFIC) ers b2 ensure authorized and appropriabs access
| Payment Card Industry (PCI) N
@ |l Sarbanes-Oudey/Control Otjectives for information and Reisted Technolo Conirals: 5 0
= COB: Account Activities on Displays ai accounts sctivities on Windows (=3
Windows Sarvers sarvers bo ensure autharized and appropriate
4 » socess
o = Hosted By
Infermalion %] 2 COBN: Accousts Added 1o Displays a1 sccounts sdded o groups on the ]
Groups on Windaws Servers Windewrs servers {o ensure appropriste

access

BIT: &ieeounts Changed an Displays 81 scesunts changed on UNK sarvsrs
L to engure authorized and appropriate access

irols: S

d  COB: Accousts Changed on Displays all accounts changed on Windows es

Page  1ofs2| P M |2 Displaying 1- 25 of 2282

Available Report Definitions Panel

The panel on the right, Available Report Definitions, displays the current inventory of report
definitions retrieved from appliances (defined in Administration > Appliances ). These report
definitions can either be already mapped to controls (i.e. for the controls of default mandates) or
unmapped, in which case you must map them to default or custom controls.

Available Report Definitions Panel Description

Icon Description
Allows to map a selection of report definitions in the Available Report
Map to Control(s) Definitions panel with a specific Control in the Controls panel
Allows to collapse or expand all rows in the Available Report
&l Collapse All/Expand  Definitions panel.
All
Column Description
ID The ID number of the report definition (generated by LogLogic®
Compliance Manager).
Name The name of the report definition as defined by the LX/ST/MX.
Description The description of the report definition as defined by the LX/ST/MX.
Mapped Yes, if the report definition is mapped to at least one Control, otherwise
the value is No.
Other Information Description
Hosted by The list of appliances where the report definition is available (only
shown when the row is expanded).
Controls The list of Controls the report definition currently maps to (only shown
when the row is expanded).
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Current Reviewer The reviewer of the report definition.

Column Tips

To sort a column by ascending or descending order, click once on its column header. Sorted columns

have a dark grey header and their names are followed either by an upward (ascending) or a
downward (descending) arrow.

o To rearrange the order/position of columns, drag-and-drop column headers on the column header
row.

o To select the columns that you want to display, click the down triangle arrow on the right hand side
of any column header, select the Columns menu and tick their corresponding check boxes.

o To resize columns to the desired width, mouseover their column dividers and click-and-drag the
left/right arrow.

Controls Panel

The panel on the left, Controls, displays a tree list which shows the available controls and their
associated mapped report definitions.

Element Description

Show Unmapped Tick this check box to view all unmapped control nodes in the tree
list.

Show Default Tick this check box to view all default report definitions in the tree
list.

Show Custom Tick this check box to view your custom report definitions in the
tree list.

View Click this pull-down menu to select which report definitions to

display in the tree list, i.e., All, Scheduled, or Unscheduled reports.

<mandate> tree <mandate> list The tree list of the Controls panel displays the default and the
tree custom mandates (if any) defined in CM. Each mandate contains a
list of controls which themselves contain report definitions.

Filter Type in a text in this text entry box to filter the list of Controls. This
text entry box is not case-sensitive.

Mandate/Control Description Panel

The Mandate/Control Description panel shows information relative to the Mandate/ Control selected
in the tree list of the Controls panel:

e The total number of report definitions available and the number of scheduled reports.

e The number of default report definitions and the number of scheduled reports for these.

e The number of custom report definitions and the number of scheduled reports for these.

o The description of the Mandate/Control.
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Adding a Report Definition/Control Association

Procedure

1. Select one or more controls in the Controls panel.

2. Select one or more report definitions in the Available Report Definitions panel.

3. Click the Map to Control(s) button in the Available Report Definitions Panel. The selected report
definition(s) is listed within the selected Control folders in the Controls panel. It is preceded by a
yellow star £ .

Report Definition Mapped to Selected Control

Controls + = | § Available Report Definitions
7l 7l IF - -
[¥] Show Unmapped | [¥] Show Defautt | [¥] Show Custom | View @ Map to Control(s) Ecohpgem
& (5] nformation Technelogy frastructure Library (ITIL} & Name = Description
=) My Company Mandate (MCh) = COBI: Accepted VPN Connections -  Displays all users connt
=[] Me1 quen control 1) RADUS through the RADUS VP!
o COBM: Accepted VPN Connections - RADIUS Hosted By: Mydppi, Mydpp?
b COBM: Account Activiies on UND Servers Controls: SOX D55 10, SOX D553, MCM MCM1, 50X FO4.11
% COBIT: Account Activibes on Windows Servers = COBIT: Account Activities on UNDX Displays all accounts ac
o COBM: Accounts Added to Groups on Windows Servers SEVEs SESAFS Sulioiized and ¢
i : Hosted By: Mydpp1, Mydpp2
X EZ:; i"’“”"‘g g“"ﬁ o ""”’; S”“’:”‘ Controls: SOX D55.3, SOX DS5 4. MCM MCM1, SOX PO4.11
b - Accounts Chan: on Windows Servers e 2
i e AR = COBIT: Account Activities on Windows Displays all accounts ac
bd COB coounis Created on UNIX Servers Servers ensure authorized and ¢
LF COBIT: Accounts Created on Windows Servers
@ COBI: Accounis Deleted on UNIX Servers Controls: SOX DES 3, SOX DES.4, IGAMT, SOX PO4 11,
@ COBIT: &ccounts Deleted on Windows Servers o = COBIT: Accounts Added o Groups on  Displays all accounts ac
P 2 5 Windows Servers SErvers to ensure appr
Hosted By: MyA
Fitter: L Controls: 5 A
- > = COBM: Accounts Changed on UND{ Displays all accounts cf
Control Description = Servers ensure authorized and ¢
My Company Mandate (MCM) MCM1 o] Hosted By: L Mydpo2
Controls; & M1, SOX FO7.8
] |
Contrd] tamai WCM Control 1 = COBM: Accounts Changed on Displays all accounts cf
Number of Report Definitions: 25 Total (0 scheduled), 0 Default Windows Servers ensure authorized and ¢
{0 schedulad), 25 Custom (0 schadulad) Hosted By: Mydoo, Mydpp2
Description: LS i 4 i}
First Control e i Pagel 1(of82| b M | &

Removing a Report Definition/Control Association

Procedure

1. Select a report definition in the Controls panel.
The report definition is highlighted and a remove button is displayed at the end of the line.
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Select a report definition in the Controls panel.

Controls || = || 4t

@ Show Unmapped l_ﬂ Show Default |E| Show Custom | View =

4|2 Infarmation Technology Infrastructure Librany (TIL} b

= My Company Mandate (MCHK)
:'IB MCM1 {MCM Control 1)

L ¥ COBIT: Accepted VPN Connections - RADIUS
L+ COBIT: Account Activitiez on UNIX Servers '*
¥ COBIT: Account Activities on Windows Servers
L¥ COBIT: Accountz Added to Groups on Windows Servers
L ¥ COBIT. Accountz Changed on UNIK Servers
ZF COBIT. Accounts Changed on Windows Servers
L¥ COBIT: Accountz Created on UNIX Servers
L¥ COBIT: Accountz Created on Windows Servers
L» COBIT. Accountz Deleted on UNIX Servers
ZF COBIT: Accounts Deleted on Windows Servers

S ! k<

Fitter: E

(€

2. Click the Remove button.

A Remove Report/Control Mapping dialog box opens asking you to validate the unmapping.
Remove Report/Control Mapping Dialog Box

Remove Report / Control Mapping 8

\::) Do you want to remove the selected report from this control?
-

No

Click Yes to validate.
The report definition is moved from its control folder (in the Controls panel) to the list of report
definitions in the Available Report Definitions panel.

Schedule Reports

In Review Management > Schedule Reports, the CM administrator can enable, disable, and edit
schedules for reports.

How Are Report Schedules Performed?
Description of the Report Schedule View
Adding/Editing a Report Schedule
Adding/Editing Several Report Schedules at Once
Changing Reviewers for a Report

Viewing Information for Mandate/Control/Report

Viewing/Filtering the Display of Report Definitions

84
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How Are Report Schedules Performed?

e Report Schedule Process Description

e Report Schedule Definition

Report Schedule Process Description

Before detailing how to create a Report Schedule in CM, it is essential to understand how report
schedules are performed by the application.

A report schedule can be compared to a task generator. Each generated task contains a schedule phase
and a review phase.

During the schedule phase, a report query is sent on one or several appliances to retrieve LMI report
data at a precise time of the day*, depending on a query time range. The query time range can have a
Daily, a Weekly or a Monthly frequency and always ends at midnight on the day that precedes the
schedule phase. The aim of this schedule mechanism is therefore to retrieve report data on a continuous
way even if its retrieval relies on segmented query time ranges.

* (The task may not be executed at that very precise time of the day because all tasks are scheduled at
the same time and they are processed one after the other.)

Once the schedule phase is complete, the review phase begins. The report reviewers have to make a
review of the report data retrieved during the schedule phase, respecting a due date.

For the same mapped report definition, there will be as many review tasks created as there are
o instances of this report definition on the appliances used by CM, and calls of this report definition in
the CM Controls.

For example, if report definition A is:

» retrieved from Appliance 1 and Appliance 2
» and used in Control Y and Control Z

 then the schedule report process will generate 4 review tasks.

Report Schedule Definition

We now have to look concretely how report schedules are defined in CM.

Procedure

1. The precise of time of the day when the schedule phase is executed, is defined through the
Schedule report retrieval at property in Administration > General Settings.

Schedule Report Retrieval Property

General Settings
= | Reports

% of review Maximum number of rows ina | o
80 interval

passed R

Mark reviews as "approaching
due date" after

I:‘ Extend due dates if due date falls on Saturday or

Financial ¥ear Starting Date Jansary |¥| | L b
Sunday

|:| Apphy to YTD D Dirop reports with count thresheld limitation
DAppher._D DDrop empty reports
Schedule report retrieval at 45 PM ¥ | Europe/Paris DDisahIe editing of comments

2. The frequency and the appliances on which data are retrieved, are defined in the Report Schedule
pane of the Report Schedule for <report name> panel in Review Management > Schedule Reports.
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The general schedule time defined in Administration > General Settings can be overloaded
specifically report by report by selecting the Specific report retrieval radio button and selecting a

specific time.

The Run now button can also be used if you want to execute the schedule immediately.

Report Schedule Panel: Report Schedule Pane

Report Schedule for PCL: Check Point Configuration Changes

Report Schedule

[¥] Enable schedule

Fraquency O Dady

& Weeklyon  Monday 2

®
O Monthly on 3

Applances o Applance Name Applance P Login

7 3 IS0, company. eam S0 company.com  admin

O Speciic report retriaval at v (Europe/Paris)

R o, .

Time & Global report retrieval at 5:45 PM (Europe/Paris) as defined in the Administration >General Settings

Management Station
HNo

~
>

Save Cancal

3. The parameters of the report review phase are defined in the Report Review pane of the Report
Schedule for <report name> panel. Use the various properties to select reviewers and the review

due date.
Report Schedule Panel: Report Review Pane

Report Review

Primary report reviewrer  John

Final reviewer (optional)
Set the review due date to 3

Drop reports with less than count.

days after the report & created.

Save Cancel

Example 1 Report Query with Daily Frequency

The graphic below shows a report query having a daily frequency. The schedule task which retrieves
the report data of the previous day is set at 5:00 PM. Therefore, a new schedule task will be created and

executed every day at 5:00 PM to retrieve the report data.
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5:00 PM 5:00 PM 5:00 PM

Monday
Tuesday
— Wednesday

Thursday

0:00 AM
0:00 AM

Query Time Range (midnight-to-midnight)

1
| Schedule report retrieval time, e.g. 5:00 PM,
| to retrieve data of the previous day

Example 2 Report Query with Weekly Frequency

The graphic below shows a report query having a weekly frequency. The schedule task which retrieves
the report data of the previous week each Tuesday at 5:00 PM. Therefore, a new schedule task will be
created and executed every Tuesday at 5:00 PM to retrieve the report data.

Tuesday 5:00 PM Tuesday 5:00 PM

L, 1 £ ! B

= = 5 =

= ]2 Z > = Sy = = 12 2 . ] Z < < 12

= (=1 a =) = o = 3 - = 5] = ] 3 -

z =/ =1 = 2 £ z i} O =1 = =] z o o

g |z 2 & g 5 2 = 12 = i ] 5 = = |g
= | = B = v w1 = I = = v w = I

Query Time Range (from Tuesday at 00:00 AM to Tuesday at 00:00 AM)

Schedule report retrieval time, e.g. 5:00 PM,
to retrieve data of the previous week

Description of the Report Schedule View

There are three panels in the Report Schedule view:

» Mandates which lists all the Compliance mandates and their associated controls
» Report Schedule where you enable, disable, and edit the report's schedule and Reviewers

» Mandate/Control/Report Information which displays information about the selected item.
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Mandsbes

7| Srow Unmapped | [ Snow Dedeulr | (7] Snow Euniom | View -

[ Fagaral Isfosmanisn Shasity Misagarant Lt of 2052 Sy
4 [ Heatn Imguranoe Fonabity 8na Anoerisgiley At (HIFAR)
4 [l information Sechnology - Sedurity Sechosgues - Code of pactiog
) [ imtcmation Tacnodagy inieswuctuns Libay (ITIL)

4l My Bompany Masdate (M)

o [ o Amarican Ebwciris Palinsil ity Comanion INEAS)

i) |l Payrmant Card gy (PCT)

[ Saranes Dty Canns! Dbt 150 18k atisn 253 Ralited

2 [ Naport schadule: T repor sebected Risgesrt Tnlarimaban

His fipsaet salected

Eruable schedue
Fremary Dy
Weekdy o
Menthiy en

Med

emnt

Adding/Editing a Report Schedule

Procedure

1. Select a report from the Mandates panel.

A Report Schedule for <report name> panel opens.

2. In the Report Schedule pane, configure the report schedule settings as described in the following
table.

Report Schedule Settings

Setting Description

Enable schedule Select whether to enable the report schedule or not.

Frequency Select how often you want to run the report; Daily, Weekly, or
Monthly

Appliances Choose the appliances you want to run the report query on by
enabling the check boxes in the ID column

Time Choose when the report retrieval must be executed:

» Global report retrieval at... is the report retrieval time as defined in
the Administration > General Settings menu.

» Specific report retrieval at... lets you select a specific report
retrieval time that will overload the global setting.

¢ Run now... allows you to launch the report retrieval at once.

3. Inthe Report Review pane, configure the report review settings as described in the following table.
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Report Review Settings

Setting Description

Primary report reviewer  Assign the primary report reviewer by selecting a name from the
drop-down list

Final reviewer Optionally, assign the final reviewer by selecting a name from the
drop-down list

Set the review due date  Enter the number of days to allow for the Report Review
to [n] days after the
report is created

Use general drop report  Tick this radio button to use the general drop report policy defined in

policy Administration > General Settings (in the Reports pane).

Drop reports with less Tick this radio button to drop the reports that will be sent for review
than # count if they have less counts than what is required in the count field.

Do not drop reports Tick this radio button to if you do not want reports generated out of

this scheduled report definition to be dropped.
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Repart Schedule for PCI: Applications Through Firewalls
[f] Enable schadule

Frequency (& Daily

) Weekly on g
O} Monthly on w

Applances D Applance Name Apphance P Login Management Stat
(@] 1 WyApp1 Y AR, COMPANY. COMm admin Ne

Time ® Global report retrieval at 5:45 PM (Europe/Paris) as defined in the Administration>General
& 5
Setting
() Specific report retrieval at ¥ | (Europe/Paris)
Run now

Report Review

Primary report reviewer emma o

Final reviewer (optional) b
Set the review due date to 3 days after the report is created.

Drop reparts policy

(=) Use general drop report policy

) Drop reports with less than 0 count.
> Do not drop reports

Save Cancai

4. Click Save to apply the settings to the report (or Cancel to clear them).
The report is scheduled as defined. It is highlighted by a scheduled report icon in the tree list of the
Mandates panel.

Adding/Editing Several Report Schedules at Once

You can add/edit several Report Schedules at once, by selecting reports in the Mandates panel using
the Ctrl and SHIFT keys, and defining their schedules in the Schedule for n Reports panel as you
would for a single report schedule (see Adding/Editing a Report Schedule).

Changing Reviewers for a Report

LogLogic® Compliance Manager uses the Report Schedule's Final reviewer setting to determine the
next Reviewer assigned to the Report when the Primary reviewer approves the Report.

To change the Final reviewer for New or In-Review Reports, use the Final reviewer setting in the
Report Schedule panel. LogLogic® Compliance Manager will use the new value when assigning the
Final reviewer to reports in New or In-Review state.

For reports that are called in multiple controls, the assignment of a Final reviewer for a Report
scheduled within a control will NOT be transmitted to all other controls.
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& ‘ The Reviewers (Primary or Final) can be changed for Complete reports.

Viewing Information for Mandate/Control/Report

The Schedule Report view provides you with information relative to the type of element selected in the
Mandates panel, that is to say about mandates, controls or report definitions.

Procedure

1.

If a mandate is selected, a Mandate Information panel displays the number of report definitions it

contains and its description.

If a control is selected, a Control Information panel displays its name, the number of report
definitions it contains and its description.

If a report defnition is selected, a Report Information panel displays the name of its parent
mandate, the number of controls that use it (the current control is displayed in bold characters in
the list, other controls are shown in regular characters). Moreover, a description of the report is
displayed in the Report Description section.

Mandate Information Panel

HMandates +=lz

[¥] Show Unmapped | [#] Show Defaut | [7] Show Custom | View

& [ Federal Information Security Management A.cf of 2002 (FISMa}

3 B Health insurance Portabiity and Accountabilty Act (HIPAA)

& [ nformation technokgy - Security techniques - Code of practice for|
3l @l nformation Technology Infrastructure Library (ML)

& [l My Company Mandate (MCH)

& ([ Morth American Elsctric Reliabilty Corporation (NERC)

= 5l Payment Card Industry (PCI)

4l £ Sarbanes-Oxley/Control Objectives for information and Related Te

Fiter: ®

Mandate Information

Sarbanes-Oxley fControl Objectives for Information and Related
Technology

Number of Report Definitions: 429 Total (314 scheduled), 429
Default (314 scheduled), O Custom (0 scheduled)

Description:

Compliance Sutte: Sarbanes-Oudey/COBIT Edition

Control Information Panel

Mandates +| =g

[¥] Show Unmapped | [] Show Default | [] Show Custom | View =
& [ Morth American Electric Refabity Corporation (RERC) -~
& [ Payment Card Ihdustry (PCT)
= [& Sartanes. OodeyControl Objectives for Information and Related

= a
4 a3 Control and )

[T] AR 4 (Appiication Security and Availabiity)

; A2 (Infrastructure Resource Protection and Availabilty)

=

| AB.3 (infrastructure Maintenance)

| A1 (Change Standards and Procedures)

@ os1s (Menttoring and Reperting Service Level Agresments)
@ [7] D52.4 (Supplier Performance Monitoring)

£
E
£
o)

w
e il s ol . ] o

¢ >
Filter: £

Control Information

Sarbanes-Oxley/Control Objectives for Information and Related
Technology (S0X) A12.3

Control Name: Applcation Control and Auditabiicy

Number of Report Definitions: 3 Total (3 scheduled), 3 Defaul: (3
scheduled), 0 Custom (0 scheduled)

Description:

Ensure that business controls are properly transiated into application
controls such that processing & accurate, complete, timely, authorized
and auditable. lssues to consider indude authorzation mechanisms,
information integrity, access control, backup and design of audrt tralks.
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Report Information Panel

Report Information

COBIT: Active Directory System
Changes

The definition of the selected report
addresses 7 controls

S0 AlZ4 Application Security and
Availalbility

SOM AlT 2 Infrastruchure Resowrce
Protection and Avadability

SO A2 Infrastructure Maintenance

SO Al 1

S04 05116 Security Requirements for Data
Management

MCM MEM1 MCM Caontrol 1

S0 PO4, 11 Segregaton OF Duties

Report Description
Displays all system changes for Active
Directory.

Viewing/Filtering the Display of Report Definitions

The display of report definitions can be tuned in the tree list of the Mandates panel using the toolbar at
the top of the panel and the Filter text entry box at the bottom of the panel (see Figure 79):

Tick the Show Unmapped check box if you want to view all the controls which do not have any
report definitions (empty controls).

Tick the Show Default check box if you want to view all default report definitions.
Tick the Show Custom check box if you want to view your custom report definitions.
Click View to select All, Scheduled, or Unscheduled report definitions.

Type in a text in the Filter text entry box to filter the tree list. This text entry box is not case-sensitive.
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View Report Check boxes

Mandates 4[| = |

Show Unmapped Show Default | V] Show Custom | View =

# i | Federal Information Security Management Act of 2002 [FISMA)

i | Health Insurance Portability and Accountability Act (HIPAA)

= [ 7] Infermation technology - Security techniques - Code of practice for
= [2] Information Technology Infrastructure Library (ITIL)

+2 | My Company Mandate (MCM)

= 53] Morth American Electric Reliability Corporation (NERC)

= [i0] Payment Card Industry (PCI)

=[] Sarbanes-Oxley/Control Objectives for Information and Related Teg

Filter: ®

Manage Reviews

In Review Management > Manage Reviews, the CM administrator can view a collection of reviews, re-
assign reviews, specify ad-hoc reviewers, extend due dates, change the state of the review, and change
the rating.

The review settings defined in this view will determine the actions that users will have to perform in
the Dashboard > Review view. See Review Dashboard for further information.

Contents:

e Description of Manage Reviews View

» Reassigning a Report to Another Reviewer
e Changing the Review Due Date

o Changing the Review Rating

o Changing the Review State

¢ Adding a Comment to a Report
 Filtering and Sorting Reports

* Monitoring Report Results

o Consulting the Review History & Comments
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Description of Manage Reviews View

Reports for Review Panel

94

The Reports for Review panel lists all the reports that must be reviewed to provide the needed
evidence that the log collection and review activities were completed and make an assessment about
the compliance posture of the organization.

When a report is selected, its results are displayed in the Report tab at the bottom of the screen.

Report for Review Panel

Reports for Review

D Repart

S0  PCE Unencrypted Network Services -
Fortinet

85  PCLWeb Access to Applications

PCE Unencrypled Hetwork Services -
Nortel

#2  PCE Unencrypted Network Services -
Juniper AT Flaw

" PCL Unenerypled Netwark Sarvices -
Juniger Firewal

94 PCL Unencrypted Hetwork Senvices -
Sidewinder

] B Firawal Traffe- Asgrias G281 and

Report | Review Hstory & Comments

PCL: Web Access to Applications
Source Appliance: umﬁ

s Notes  Source Device
-] 1 & Davices
] 2 Al Devices
] 3 Al Devices
iz ] 4 AN Devices
2] 5 Al Devices
] L] A8 Devices
+ & A0 NAvicas

Page  1/o12| B M | @@ &5

Created Date
Mov 28 2010 154759

Hov 29 2040 15:57:20

Nav 29 2010 154805

Mov 28 2010 15:48:03

Mov 29 2010 15:48:03

Hav 29 2010 15:48:07

Mo 36 M0 18 2824

Source User

Find| Search in resulls

Comglete Cumrent Reviewer Due Date Siate & Review Status

Emma Nov 30 2010 Ready for (@ Past due
review

Tara Nov 302010 ' Ready for (g Pastdue
review

administratar Nov 302010 |/ hréview (@ Pasidue

Emma Nov30 2010 | lreview (g Pastdue

Errena Nev 30 2010 hreview (@ Past dug

administratar Now 302010 |5 hreview (g Pasidue

Mo ¥ Frrena

Page 1 of4| b M | | Displayng 1-25 of 95Appl vARE Current Reviewer

e

Nnw 38 200 o Famnisks 1 Slennat dus

e | apply bo selectsd a

From: Nov 27 2010 22:00:00 To: Mov 28 2010 22:00:00

Source P Dormain Name Status Size
4520099238 0 0
45.200.99 226 0 0
45.200.1,209 0 0
45200.1.225 0 ]
45.200.25 235 0 ]
452001015 [] ]
45900 1 234 n i
I

Displaying 1. 25 0f 33

Rating
& Mo Rating

iy Mo Rating

& Low

Ay Mo Rating

Ay o Rating

A Mo Rating

A Mo Datinn

~

.

Reports for Review Panel descriptions

Column Description

1D

The numbered ID of the report results

Source Appliance

The appliance where the report results were retrieved from

Report The name of the report

Created Date The date the report results were queried and retrieved from the LogLogic
Appliance

Completed Date The completion date of the report

Current Reviewer

The reviewer of the report

Due Date

The date the report must be completed by
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Column Description

State The current state of the report review:

« [} Ready for Review : report has been retrieved from an appliance.

e & InReview: report has been claimed by a Reviewer.

e = Returned: a Final Reviewer has "returned" a report to a Reviewer for
further analysis.

e Complete: the Reviewers have approved the report.

Status The review status signifies the current state of the report along with the state of
the review process.

e @ On time: The report review is on-time regarding the due date.

e o Approaching due date: The review due date is approaching and the
review process has not yet been completed. The default time allowed before
a review is given a yellow status is 80% of the elapsed time between the
Creation date and the Due date. This threshold can be changed in General
Settings.

e @ Past due date: The report review is over the due date.

Rating This attribute of a report review activity is specified by the reviewer. The four
states are:

o 4 No rating (no impact)
e 4 Low (minimal impact)
. Medium (some impact)

« 4 High (High impact = High Risk)

By default, some columns are hidden to show more important information. To view the hidden
columns, click the down-arrow in a column header and select the additional columns you want to view.

Report Tab

The Report tab displays the results of a report selected in the Reports for Review panel. Its header
shows the Report Name, the query time range (From - To), the source appliance from which the report
was retrieved, and the retrieval status of the report.
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Report tab
Report = Review Hstory & Comments
FISMA: Windows Accounts Deleted From: Nov 09 2010 00:00:00 To: Nov 10 2010 00:00:00
Source Applance: Company. com
2 Motes  Source Device Evert D User Target User Action Status. Count
£ i AllMicrosoft Windows. B30 administratar auser Remove Success 107
& 2 Al Uicrogoft Windows &30 admanistrator pmark Remava Success 107
] 3 [ Allicrosoft Windows 630 amarris jiroyer Remove Suceass 23
e 4 AN Microson Yindows €30 amoris jtroyt Remove Success i
= s Al Uicrasof Windows. B30 amorris amarris | Remove Succass é
] 8 AllMicrosoft Windows 847 amorris TESTS: Remove Success ]
Page 1 of1 &2 &0 | Find| Search in results 2 Displaying 1-80f &

Report tab decsription

Element Description

Report Query Time The Query Time range corresponds to the time on the appliance where the

Range report was retrieved. Report queries always use a query time range
starting at 12am. This will include all results for the day/week/month
depending on the frequency selected.

Report Source A link on the Report tab, Source Appliance, is provided to easily navigate
Appliance to the appliance where the report results were retrieved. This allows you to
investigate any anomalies found in the Report Results.

Report Query Status The Report Query Status, if any, is located below the Query Time Range.

o If the Report query returned no results for the specified Query Time
Range, then No data available for specified report query will be
displayed.

o If the report query exceeded the maximum result limit, then Report
result count exceeded max limit will be displayed.

Review History and Comments Tab

All events associated with a compliance report that is scheduled and assigned for review are recorded
to meet the compliance activity documentation requirements of an audit. You can review the life cycle
of a compliance report from the time of creation to completion in the Review History and Comments
tab

Events are recorded and time-stamped when:

 the report results are retrieved from the Appliance and the review task is created,

» anytime the report state is changed by a Reviewer or Administrator (for example, when the report is
Claimed, Returned, or Approved),

e or when comments are added by a Reviewer or Administrator (note that they can be edited/deleted
by clicking on the [Edit]/[Delete] hyperlinks in the Description column).
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Report Review History & Comments
(1] Date Vho Event Description
269 Dec 05 2010 14:58:30 admin Comment [Edit] [Deietm] This report showld be reviewed by Emma foo.
223 Déc 08 2010 20:14:08 SYSTEM Created New répart réview entry 822 crealed for COBIT: Ports Denied Access -

Hertel from My&pp2 for review by jack baver.

Tips About Columns in the Manage Review Tables

» To sort a column by ascending or descending order, click once on its column header. Sorted columns
have a dark grey header and their names are followed either by an upward (ascending) or a
downward (descending) arrow.

o To rearrange the order/position of columns, drag-and-drop column headers on the column header
row.

o To select the columns that you want to display, click the down triangle arrow on the right hand side
of any column header, select the Columns menu and tick their corresponding check boxes.

o To resize columns to the desired width, mouseover their column dividers and click-and-drag the
left/right arrow.
Reassigning a Report to Another Reviewer

Procedure

1. From the Reports for Review panel, select a report to reassign by double-clicking in the Current
Reviewer column.

A combo box listing the possible reviewers appears.

Selection of Reviewer from the Current Reviewer Column

Due Date Rating Review Status  Current Reviewer  State

Nov 01 2010 & Low @ On-time Emma & I review &
Nowv 01 2010 Medium g On-time Emma (5 I review
How 01 2010 Medium g On-time Emma (5 I review
Nov012010 A Hgh  @Ontme [Tm® v @nrevew

admin

Howv 01 2040 Ly Low & On-tima admiristrator (& In review
Oct 28 2010 & Low @ On-time Emma (& In review
Oct 28 2010 4 Low @ Ontime  Cmmett B I review
Oct 28 2010 Ly Low & On-tima j:'j:n (& In review
Oct 28 2010 Ly Low i On-tima Tars (& In review
Oct 28 2010 Ly Low g On-tima Emma (& In review

2. From the combo box, select a new reviewer.

3. Press Enter or click anywhere else on the panel.

OR
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2. Go to Apply Value at the bottom of the panel, and from the first drop-down list, select Current

Reviewer.

3. From the second drop-down list, select the reviewer's name.

Selection of Reviewer from the bottom Toolbar

Due Date

Howv 01 2010
Howv 01 2010
Hov 01 2010
Howv 01 2010
How 01 2010
Oct 28 2010
Ot 28 2010
Oct 28 3010
Qet 282010
Oct 25 2010
Oct 28 2010
Qe 282010
Oct 282010

Apply valse Current Reviewer

Hales

|+ apply to seiected appiy 1o sl shown

Raling Review Slatus Current Reviewer
& Low @ On-tme Emma
Medim e On-time Emnima
Medum i On-time: Emma
A High & On-time: Jack
Ly Low i@ On-time: John
L Low ) On-time: Emma
A& Low @ On-time John
L Low i@ On-tme Emma
o Low @ On-tme admnistrator
& Low @ On-time: Emma
L Low @ On-tima lahn
o Low @ On-time Jahn
& Low @ On-tme John
~ [l

admin

administrator

Emma

Emmett

Jadk

Jokn

Tara

Slate

&, In review
& In review
& In review
& In review
& In review
& I review
& In review
i review
& In review
& In review
& In review
«f Complete

+ Complele

W

110 00:00:00 To: Oct 27 2010 00:00:00
do data avaiable for spedfied report query.

4. Click apply to selected. The selected reviewer is applied to the selected reports.

& You can also click apply to all shown if you want to apply a new value to all the
reports displayed on the current page.

Changing the Review Due Date

Procedure

1. From the Reports for Review panel, select a date to change by double-clicking in the Due Date

column.

The cell is highlighted and displays a calendar icon on its right.

2. Click the calendar icon to select a new due date
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Selection of Date from the Due Date Column

Created Date Due Date Rating Review Status
Oct 27 2010 17:15:20 Nov 01 2010 L Low & On-time
Oct 27 2010 17:15:28 Kov 01 20410 . Medium @ On-time
Oct 27 2010 171527 Nowv 01 2010 . Medium @ On-time
Oct 27 2010 17:15:27 Nov 01 2010 A& High & On-time
Oct 27 2010 17:15:26 Kov 01 2010 & Low & On-time
Ot 27 2010 17:15:22 Oci 28 2010 3] & Low i On-time
Oct 27 2010 17:1517 m @ On-time
Ocd 27 2010 17:15:17 8 M T W T F 8 @ On-time
Oct 27 2010 17:15:15 @ On-time
Oct 27 2010 17:15:12 & On-time
Oct 27 2010 17:15:12 @ On-time
Oct 27 2010 17:15:11 25 30 & On-time
Oct 27 2010 17:15:06 Ell & On-time
Ot 27 2010 17:15:04 | Today | @ On-time
Ot 27 2010 17:14:45 0Oc1 28 2010 & Low @ On-time
Oct 27 2010 17:14:34 Nev 01 2010 A High @ On-time

3. Press Enter or click anywhere else on the grid.
The new due date is assigned to this report.

OR

1. Select one or more review Due Dates to change.

2. Go to Apply Value at the bottom of the panel, and from the first drop-down list, select Due

Date.

Current Reviewer
Jack
Jack
Jack
Jack
Jack
Jack
Jack
Jack
Jack
Jack
Jack
Jack
Jack
Jack
Jack

Jack

3. From the second drop-down list, select the due date from the calendar

Selection of Due Date from the bottom Toolbar

Apply value Due Date

Hotes

4. Click apply to selected. The selected Due Date is applied to the selected reports.

& You can also click apply to all shown if you want to apply a new value to all the reports

16 2010 00:00:00 To: Oct 27 2010 00:00:00
| Mo data avaiable for specified report query.

29311

¥

| Today | |

displayed on the current page.

Changing the Review Rating

Reviewers can use Low, Medium, High or No Rating rating levels to prioritize investigations and

follow-up activities as part of the compliance review process.

(3| apply to sslecied apply to allshown O
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Procedure

100

1. From the Reports for Review panel, select a rating to change by double-clicking in the Rating

column.

The cell turns into a drop-down list.

2. From the drop-down list, select a new rating.

Selection of Rating from the Rating Column

3. Press Enter.

Due Date

Mow 01 20110
Mowv 01 20110
Mov 01 2010
Mow 01 20110
Mow 01 20110
Oct 28 2010
Oct 28 2010
Oct 28 2010
Oct 28 2010
Oct 28 2010
Oct 28 2010

Rating Review Status
Ly Low &) On-time
Medium @ On-time
Medium & On-time
Ay High & On-time
L Low ) On-time
a ~ | @ On-time
£y Mo Rating @ On-time
N | @ on-time
LA MR
A High @ On-time
L Low @ On-time
Ly Low ) On-time

The new rating is assigned to this report.

OR

1. Select one or more ratings to change.

Current Reviewer

Jack
lack
Jack
Jack
Jack
Jack
lack
Emma
Jack
Jack

Jack

2. Go to Apply Value and from the first drop-down list, select Rating,

3. From the second drop-down list, select a specific rating

Selection of Rating from the bottom Toolbar

Apply value Rating

L

| |V apply io selected apply to all shown O

4 High

L Mo Rating
& Low

Medium

110 00=00:00 To: Oct 27 2010 00:00:00

4. Click apply to selected. The Rating is applied to the selected reports.

8 You can also click apply to all shown if you want to apply a new value to all the reports
displayed on the current page.

Changing the Review State

Procedure

1. From the Reports for Review panel, select a state to change by double-clicking in the State column.
The cell turns into a drop-down list.
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2. From the drop-down list, select a new state, i.e., Ready for Review, In Review, Returned, Complete
Selection of State from the State Column

Review Status State Current Reviewer

& On-time & In review Jack A8
& On-time = In review Jack

G On-time & Inreview| || Jack

& On-time "L Ready for revie Jack

: In review

L On-time g Jack

: = Returned

L On-time + Complete Jack

& On-time £z In review Jack

3. Press Enter or click anywhere else on the grid. The new state is assigned to this report.

OR

1. Go to Apply Value at the bottom of the panel, and from the first drop-down list, select State.

2. From the second drop-down list, select the specific state: Ready for Review, In Review, Returned,
Complete

Selection of State from the bottom Toolbar

Apply valus State 25 [ | !v apply to selecied apply to all shown O
S L Ready for review
& In review
= Returned
¥ Complete 110 00:00:00 To: Oct 27 2010 00:00:00

Ao data avalable for specfied report query.

3. Click apply to selected. The State is applied to the selected reports.

& You can also click apply to all shown if you want to apply a new value to all the reports
displayed on the current page.

Adding a Comment to a Report

An administrator can add comments to the review. For example, an administrator can provide a
summary of the impact, corrective actions, and/or steps for investigation relevant to the report.

Procedure

1. Click the Comment button at the bottom right hand corner of the panel. The Report Comment
dialog box opens.

2. Enter a comment text in the Report Comment dialog box.
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Report Comment Dialog Box

Report Comment *

Enter a comment for this Report...

X This field is required

Save comment | Cancel

3. Click Save comment.

Your comment is saved and added to the list of the Review History & Comments tab.

Comment Listed in the Review History & Comments Tab

Report Review History & Comments

1] Date Wha Event Descrigtion
300 Dec 092010 15:31:53 admin Comment [Eqli] [Delate] Jack and Emma can also ask Tara for advice {our COBIT axpert)
[Modified: Dec 09 2010 15:32:08]
238 Dec 09 2010 14:58:30 Bdmay Commant [E4E] [Delete] This report should be reviewsd by Ememd [0
23 Dec 0B 2010 2001408 SYSTEM Created Hew report review entry 822 created for COBIT: Ports Denied Access - Nored

from MyApg2 for review by jack bauer.

% A comment can be edited or deleted by clicking the [Edit]/[Delete] link in the Description
column.

Filtering and Sorting Reports

Procedure

1. Click once on any column to change the sort order.

& To keep satisfying perfomances avoid sorting the columns: Current Reviewer, Report and
Source Appliance.

2. To filter the view, mouseover the column header row and select the down triangle arrow to display
the various applicable filters.

A drop-down list will appear, providing the following selections: Sort Ascending, Sort Descending,
Columns (ID, Source Appliance, Report, Created Date, Modified, Completed Date, Current
Reviewer, Due Date, State, Review Status and Rating), and Filters
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Reports for Review Filtering and Sorting Options

Report ¥ | Created Date Due Date
PCE Applcations Through Firewals Jlj’ Sort Ascending Aug 04 2010
PCL Fire'wall Connections Accepted %1 sorDescending Aug 04 2010
PCL Firewal Traffic bessdes HTTP, S3L and 53H - = —eoana Sy
[¥ Columns Pl E oD
PCL Web Access to Applications
1 [¥] Source AppRance
PCt appications Through Firewals i 5
_ | ¥ Report
PCL Firewall Connéclions Accepbed Aug 03 2010 16:35:08 |
" || Created Date

PCL Firewall Traffic besides HTTE, S5L and S5H Aug 03 2010 16:55:10

[¥] Due Date
PCE Web ACCESS 10 Apphcations Aug 03 2010 1659114

- . [ Rating

PCE Applcations Through Firewals Aug 03 2010 17:00:05 :

[¥] Review Status
PCL Firewall Connections Accepted Aug 032010 170007

[7] Compheted Date
PCE Firewal Traffic besides HTTP, S5L and S5H Aug 03 2010 17:00:09

] stae
PCE Web Access to Applicatiens Aug 032010 1700013 |

W] Current Reviewer
PCE Applcations Through Firewals Aug 03 2010 17:05:05 L

b M | &Y | Displaying 1 - 25 of 385 Apply value Current Reviewer

EX T

& To remove all the filters applied to the Reports for Review table click the clear all filter

conditions button ¥ .

Monitoring Report Results

The Report tab contains a table displaying the results of the report selected above, in the Reports for
Review panel. These report results can be considered as summary views of similar report rows. You
will moreover see that many reports display a Count column to indicate precisely the number of rows
corresponding to each report result. The count hyperlink allows to drill-down to the report rows, that is
to say to the Report Result Details level.

Contents

e Adding/Viewing Report Result Annotations

e Printing Report Results

 Dirilling-Down to the Report Result Details Level
e Searching in the Report tab

Adding/Viewing Report Result Annotations

Each result in a report can contain one or multiple annotations, or notes. You can do a fine-grain
commenting of the report, down to the report result level. Report result annotations are archived and
can be edited or deleted once created.

Procedure

1. Select a Report in the Reports for Review list.

2. Double-click a report result in the Report tab to expand it.
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Add a Note to this Report Result Link

Report Ravidw Hstory & Commeants
COBIT: Account Activities on Windows Servers
Source Appliance: apo.com ™
® Notes  Sowrce Device Event D User
') 16 Al Microsoft Windows €42 amarris
o 1w A0 Microson Windows 842 Adininigtraler
4 18 Al icrosoft Windows 642 administrator
= 18 A0 Marosoft Windows 842 adiminigtrates
note |
& 20 Al Wicrosoft Windows 42 admin tstrador
Page 1ofa| B M| 2 <5 | Find

Target User
ot

bb

bbacdy

ptoad
1 It

jaba

P

From: Dec 13 2010 00:00:00 To: Dec 14 2010 00:00:00

Action
Wodify
Modity
Modify
Modity

Medity

104

Status Cound

Success i -
Success 7z

Success 2

Success 54

Success 54 w

Displaying 1 - 25 of 80

3. Click the Add a note to this report result link.

The Report note dialog box opens.

Report note Dialog Box

Report note

Type a note to the selected report result...

&> This field is required

Save note | |

Cancel

4. Type in your comment and click Save note.

The Annotation is displayed below the report result with the timestamp of when the Annotation
was created, and the User Account that created the Annotation.

The report results that have an annotation, display an icon < in the Notes column. Double-click
the report result to display all its annotations.

Display of Report Result Annotation

Report  Review History & Comments

COBIT: Account Activities on Windows Servers From: Dec 13 2010 00:00:00 To: Dec 14 2010 00:00:00
Source Applance: app.com =

# Motes  Source Device Event @ User Target User Action Status. Count
£l 18 All Microsoft Windows 842 administrator bbaddy Modity Success i ~
4 19 O AlMicrosof Windows 642 administratos pload Moty Supesss 54
From: admin at 12720110 219 PM fodt] [deiate)
This report should be checked by Emma & Tara
Addd 8 nete io ihis report resul
-] 20 All Microsoft Windows. 642 administrator Bba Modity Success 2= 2
Page.  1jof4| b M| @ &5 | Find] Ssarchinr 2 Displaying 1- 25 of 80

% ‘ The report result note can be edited or deleted by clicking the [Edit]/[Delete] links.

Printing Report Results

Procedure

1. Click the printer icon located at the bottom of Report tab.
The Printable View Preferences window opens.
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Report Results Printable View Preferences
Printable View Preferences X

Select view type
@ HTML

) PDF

Maximum report rows in printable 500
viaw:

| Apply current sorting on report results

O | Cancel
2. In the Printable View Preferences window, set the Print settings as needed.

Printable View Preferences

Setting Description

HTML/PDF Use these radio buttons to select the file format for the printable view,
i.e., either HTML or PDF
Maximum report rows Enter the maximum number of report rows that must be displayed in
in printable view the printable view.
Apply current sorting Tick this check box if you want your report to reflect your sorting
on reports preferences.
3. Click OK.

The report review is generated in the format you selected, i.e. HTML or PDF, suitable for sending to
a printer or downloading for reviewing offline. The HTML and PDF versions contain the following
information:

e Report Name

» Retrieval Time

¢ Due Date

e Name of the Current Reviewer

e Source Appliance for the Report

o Description of the report

o List of controls the report addresses

o List of Report History and Comment Events

* Report Results including annotations
Drilling-Down to the Report Result Details Level

For the reports displaying a Count column, it is possible to drill-down to the Report Result Details
level and see all the rows corresponding to each report result.
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Drill-down actions depend on the appliance load and might therefore be very long (and sometimes fall
in timeout). Obviously, the more powerful the hardware the faster the performances.

Procedure

1.

3.

In the Count column of the Report tab, click the hyperlink of a report result.

A new tab appears in the bottom panel. Its label displays the line number of the report result (the
format is # <line number> Detail) as shown in the Report tab. The generation of the report result
details can take a few minutes.

Report Result Details Tab

Repart | Review History & Comments | # # 2 Detail =
[ Time.

1z
T4

Sowrce Deviee User

17222532 ogapp  admn

Sowrce®  Tan Target®

1722216  report_ype“antViusThien user_intfc L
tactiy”

Access Detais SowceDomsin  Ackion  Action Detals  Status  Eve App

zzsaT Falure. &

device_type-lca feeVius.

00:00:00°
o_time 20101213
00:00:007,

o n_id FREZ6£398
EFF2390C4682E675BBFTE
0

2 12nu 17222532 ospp admin
1743738

11222527 722216 repon_typaCantViusThres ussr_intie meon Faurs
tactiy”

devite_mame Al Devices'
from_sme 20101212
00:68:00°

to_time 201012413 -

Page 1lars| b M | & | Fna 2 Dsplaying 1-25 61101

To save the report result detail tab for future use, mouseover the tab label and click Pin in the pop-
up menu

Report Result Detail Tab Pin Option

= # 2 Detail *

Once pinned, the report result detail tab will always be displayed in the bottom panel of the Review
dashboard when you select the same report in the Reports for Review panel

Pinned Report Result Detail Tab

Report || Review History & Comments | 1 # 2 Detail *

# Time Source Device User Source IP

11211310
17:42:38

17222532 logapp  admin 17222527

You can repeat the three first steps to open and pin more report result detail tabs.

If you want to unpin a tab, mouseover its tab label and click Unpin in the the pop-up menu.

& All data of drill-down actions will be deleted from the CM database every 24 hours unless
report result detail tabs are pinned.

Searching in the Report tab

Use the Find box at the bottom of the panel to quickly filter the report results.

Procedure

1.

2.

Enter text into the Find box

Report tab Find Box

page| 1ot1| » K| & &5 | Fine o

Press Enter.

The view will be filtered to display only the results containing the matching text (this text
highlighted in bold characters).
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Consulting the Review History & Comments

To view the change history and comment of a report review listed in the Review Dashboard, select it
and consult the list displayed in the Review History & Comments tab.
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Administration

The Administration menu allows you to manage the following CM settings:

User Accounts
Logs generated for each event/action performed in the application

General Settings:

— Report query and review settings

— Retention policies

— Password expiration security policy

— SMITP server settings used for sending notifications to Reviewers and Executives
— Syslog log forwarding

— Customized logo for the menu bar and display of Consent Banner on user login
Backup/Restore operations

Add, configure, and remove the LX/ST/MX appliances from which report definitions will be
retrieved

Remote Authentication server settings for Radius or Active Directory servers

The Administration menu is available only to user accounts with Administrator role.

Contents

User Management
Application Event Log
General Settings
Backup/Restore
Appliances

Remote Authentication

User Management

In Administration > User Management, the CM administrator can add, edit and delete LogLogic®
Compliance Manager user accounts.

Contents

Description of the User Management View
Adding a User Account

Editing a User Account

Changing a User Account Password
Deleting a User Account

Sorting User Accounts

Description of the User Management View

The User Management view displays two panels, i.e., Accounts and Add/Edit Account
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User Management View

Accounts
@ Add Account * Remove Selscted Account
Login First Name Last Name Emai Address Last Modified Date Enabled Remote User
odministrator 2010-11-16 15:34:05.0 Yes Ho
Page, 1 of1 & Displaying 1-10f1
=  —
Add Account ¥
Account Information Roles Executive Dashboards Audit Period
| AlMandates & 3
Frst so% angate StartDste  EndDate
Hame PCl
Last
Mame FISMA
Login HPAL
E (=]
Address mL
Change Password
HERC
(*} Some properties
cannot be madified
for this user
Save Reset

Accounts Panel

The top panel, Accounts, provides a list of all user accounts, their statuses (enabled/ disabled) and

whether they are managed locally or remotely.

109

When a user account is selected in the Accounts panel, its associated roles, Dashboards (for Executive

role), and allowed audit periods (for Internal and External Auditor roles) are displayed below, in the

Edit Account panel.

Accounts Panel

Accounts

Q Add Account JE Remove Selected Account

Login First Hame Last Name Email Address Last Modified Date Enabled Remote: User
admin 2010-11-16 15:34:05.0 ez No
Emma Emena Peeal emmagdavengers.com 201116 1T:18:37.0 res Mo
Jack Jack Bauer jack@avengers.com 2M0-11-16 1798310 Yes Mo
John John Steed ohn@avengers.com 2N B-11-1617:94:07.0 Yes Ma
Tara Tara King taragjavengers.com 2010-11-16 17:17-14.0 as Ho

Page. 1 of1 2 Displaying 1-501 5

Accounts Panel Description

Icon Description

|
account.

Opens the Add Account panel which allows to define a new user

Allows to delete a selected user account.

Note: The administrator account cannot be deleted.

Column Description
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Login Indicates the login of the user account

First Name Indicates the user’s first name

Last name Indicates the user’s last name

Email Address Indicates the user’s email address

Last Modified Date Indicates the date of the user account’s last modification

Enabled Indicates whether the user account is currently enabled or disabled in
CM

Remote User Indicates whether the user account is managed locally or remotely (No/
Yes).

Column Tips

o To sort a column by ascending or descending order, click once on its column header. Sorted columns
have a dark grey header and their names are followed either by an upward (ascending) or a
downward (descending) arrow.

o To rearrange the order/position of columns, drag-and-drop column headers on the column header
row.

o To select the columns that you want to display, click the down triangle arrow on the right hand side
of any column header, select the Columns menu and tick their corresponding check boxes.

o To resize columns to the desired width, mouseover their column dividers and click-and-drag the
left/right arrow.

Add/Edit Account Panel
The bottom panel, Add/Edit Account, allows to define the user account’s properties and its role(s).

Add/Edit Account Panel Description

Setting Title Description
Account Enable Account Tick this check box to enable the user account in CM
Information

First Name Enter the user’s first name

Last Name Enter the user’s last name

Login Enter the login of the user account

Email Address Enter the user’s email address

Password/Confirm  Enter the user’s password

Password
Roles See User roles table.Table 37
Executive
Dashboards
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Setting Description

Audit Period

Adding a User Account

Procedure

1. Select Administration > User Management from the navigation menu.

2. In the Accounts panel, click Add Account. The Add Account panel appears at the bottom of the

screen.
Add account panel
Add Account *
Account Information Roles
[¥] Enasbie Account [C] Administratar
First Name [[] reviewer
Lasst Name [[] Exmastive
Logn [ ntemal auditor
mﬂs [] Excternal Auditor
Password
Confirm
Password
Save Reset

3. Inthe Add Account panel, enter the following account information: First name, Last name, Email
address (the email address is used to send notifications), Login, Password, Confirm Password.

4. Click the Enable Account check box. By deselecting this check box, a user account can be disabled
without being deleted.

5. Under Roles, assign one or more roles for this user account.

User Roles

Role Description

Administrator The Administrator can:

o Enable the compliance review process by scheduling reports and
specifying reviewers for the report results

o Manage users and roles
o Review LogLogic® Compliance Manager application history

« Configure system wide settings for the LogLogic® Compliance Manager
appliance

e Manage the mandates and controls by creating custom ones and
enabling the mandates or the controls relevant for the organization
compliance scope.

In LogLogic® Compliance Manager, the work areas of Administrators
are the Review Management and the Administration menus.
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Role Description

Reviewer A user with this role performs detailed research and analysis. Reviewers are
required to periodically (daily or on an alternate regular schedule) review
reports. They are also delegated the investigation tasks and are responsible
for preparing summarized information for executives.

Reviewers provide the critical human intelligence to identify and guide the
organization compliance process.

In LogLogic® Compliance Manager, the work area of Reviewers is the
Review Dashboard.

Executive A user with this role has an at-a-glance view of the timeliness of the
compliance activities and ratings which includes the assessment by the
compliance team.

In LogLogic® Compliance Manager, the work area of Executives is the
Executive Dashboard.

When this check box is ticked, an Executive Dashboar