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Manual Identification of Entities for Import
To share certain configured information from one appliance to another, you can import or 
export the information as entities.    

Note: LogLogic LMI has been used to represent LogLogic LMI, LogLogic EVA, and  
LogLogic EVA - Container Edition. All processes and procedures applicable to 
LogLogic LMI are also applicable to LogLogic EVA and LogLogic EVA - 
Container Edition, unless explicitly stated otherwise. 

As described in the TIBCO LogLogic® Log Management Intelligence Administration, you can 
export and import entities between appliances. TIBCO recommends using the user 
interface for import and export whenever possible.

You can also manually define entities by editing an exported XML file. Manually adding 
entities lets you use the XML file to replicate custom entity definitions across appliances.

While it is good practice to use the user interface for import and export whenever possible, 
manually editing the XML file can be useful to:

 l Populate the XML file with entities not already present on any appliance.   

 l Collect all entities, such as devices and device groups, in one central location (the 
XML file) for consistent redistribution, rather than circulating them piecemeal from 
multiple appliances.    

Warning: TIBCO reserves the right to change the XML format in future releases.    

It is good practice to perform any experimentation with manual modification of 
the XML file on a non-production appliance and only on copies of data.   

Editing an Exported XML File Manually

Procedure

https://docs.tibco.com/emp/loglmi/6.4.0/doc/html/Default.htm#admin/import-or-export-ent.htm
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 1. On the appliance GUI, use      Administration       >  Import/Export to export at least one 
entity of the appropriate entity type from the appliance to your local system.      

 2. Modify the resulting XML file in any text or XML editor.      

For more information on what the XML tags are for, see      Description and Usage of XML 
Tags.      

 3. Import the modified XML file into another appliance using the      Import tab.      

Caution: If there are any errors in the XML file (typographical or invalid 
entries), the import fails.      

Description and Usage of XML Tags
LogLogic LMI uses various kinds of tags.    

 l Common XML Tags

 l Alerts

 l Custom Reports

 l Devices and Device Groups

 l Suites

 l Search Filters

 l Users

 l Alert Templates

Common XML Tags
Some frequently used XML tags.    

The following XML tags are present in the exported XML file for all entities:    
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XML Tag        Description        

entity action Behavior for this XML file’s entity definition if another for this 
entity already exists on the importing appliance.        

Insert          

If the entity exists in the target appliance, the entity is 
rejected on import.          

InsertOrUpdate          

If the entity exists in the target appliance, the entity is 
updated on import; otherwise, a new entity is inserted.          

Delete          

If the entity exists in the target appliance, the entity is deleted 
on import.          

The entity is one of: alerts, users, search filters, custom reports, 
devices, suites, or alert templates.        

 l oid

 l TemplateId

 l EmailDetailFlag

SerialNumber A unique number identifying the entity in the XML file.        

A device group and all devices in the group have the same 
SerialNumber in their XML definitions.        

Alerts
The contents of alert entity definitions are mostly based on Add Alert settings in the user 
interface. The XML tags for alert entities vary based on alert type.    
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The following XML tags are commonly present in most exported alerts XML file:    

XML Tag        Description        

Name Name of the alert as it appears in the UI.        

Description (optional) Description of the alert as it appears in the UI.        

AlertType Number indicating the type of device. The numbers are indexed 
in the        logappconfig.admAlertType table.        

Priority Number indicating the priority.        

0 = Low; 1 = Medium; 2 = High        

EnableFlag Flag indicating whether this alert is enabled.        

1 = Yes. 0 = No.        

AllDeviceFlag Flag indicating whether to track all devices individually.        

1 = Yes. 0 = No.        

SendToTrapFlag Flag indicating whether to send the alert to an alert receiver.        

Highthreshold Measured ratio percentage above which the alert triggers.        

Lowthreshold Measured ratio percentage below which the alert triggers.        

Resettime Time (in seconds) to wait between alerts.        

SearchExpressionName (Pre-Defined Search Filter alert only)        

Name of the search filter used by the alert.        

AlertDevices Names of devices or device groups about which the alert can 
trigger.        

TrapDevices Names of alert receiver devices.        

AlertUsers Names of users who are email recipients for the alert.        
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XML Tag        Description        

UserName Name of the user who receives the email alert.        

HistoryTemplate The template name for the selected alert history template.        

EmailTemplate The template name for the selected email template.        

SyslogTemplate The template name for the selected syslog template.        

SnmpTemplate The template name for the selected snmp template.        

Custom Reports
The following table lists the XML tags that are present in an exported custom report XML 
file:   

XML Tag              Description              

Name Name of the custom report.              

Description Description of the custom report.              

ReportType Type of report upon which this custom report is based. No 
spaces are included in the                ReportType definition.              

ShareType Flag indicating whether this report is shared with other users 
on the appliance so they can run it.                

0 = No. 1 = Yes.                

IsSummary Flag indicating whether the report is a summary or real-time 
report.                

0 = Real-Time. 1 = Summary.                

FormValues The tags under                FormValues map directly to the fields in the 
UI report screen.              
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XML Tag              Description              

device Name of the log source on which the report is run.              

deviceType Type of device on which the report is run.              

reportType Type of report upon which this custom report is based. No 
spaces are included in the                reportType definition.              

timeInterval Indicates whether the report is run hourly (hours), daily 
(days), or in a specific date/time period (specificTime).              

csv Flag indicating whether to save the custom report output in 
a .csv file.                

1 = Yes. 0 = No.                

day (when                timeInterval is                days only)                

Day on which the report is run, either Today or Yesterday.                

hour (when                timeInterval is                hours only)                

Hours on which the report is run: Last Hour, Last 2 Hours, 
Last 4 Hours, etc.                

fromDate (when                timeInterval is                specificTime only)                

Start date of the time period on which the report is run.                

fromTime (when                timeInterval is                specificTime only)                

Start time of the time period on which the report is run.                

toDate (when                timeInterval is                specificTime only)                

End date of the time period on which the report is run.                

toTime (when                timeInterval is                specificTime only)                

End time of the time period on which the report is run.                
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XML Tag              Description              

expression Name of the search filter used by the custom report.              

pageType Type of page from which the custom report was saved: either                
filterPage or                reportPage.              

predefined Name of the pre-defined search filter selected for this report.              

FormValues​AdvancedOption Advanced Options definitions for this custom report vary for 
every report type based on available Advanced Options for 
the report. The basic structure follows this example:                

<Param><name>reportDescriptionText</name>
 <value>Active Directory Continuity 
Report</value>
 </Param>

Devices and Device Groups
The contents of device entity definitions are mostly based on Add Device settings in the 
user interface.    

The following XML tags are present in an exported devices and device groups XML file:        

XML Tag                Description                

DeviceName Name of the device group or device as it appears in the UI.                

Description (optional) Description of the device group or device as it appears in the UI.                

deviceType Number indicating the type of device. The numbers are indexed in the                  
logappconfig.admDeviceType table.                

enableFlag Flag indicating whether data collection for this device is enabled.                  

1 = Yes. 0 = No.                  
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XML Tag                Description                

isGroup Flag indicating whether this XML definition is for a device group or device.                  

1 = device group. 0 = device.                  

applianceIP IP address of the exporting Appliance. This entry is always 127.0.0.1.                

dnsRefresh Flag indicating whether this device has DNS refresh enabled.                  

1 = Yes. 0 = No.                  

deviceIP IP address of the device.                

Suites
Suites include other entities, bundled together in a single large import/export entity. 
Therefore, exported suite XML files contain a few XML tags unique to suites and then 
multiple entity definitions using the XML tags for those entities.    

The contents of suite entity definitions (those unique to the suite, and not to the entities in 
the suite) are based on Suites settings in the user interface.        

The following XML tags are unique to suites, and are present in an exported suite XML file:        

XML Tag                Description                

Name Name of the suite.                

Description Description of the suite.                

SharedFlag Flag indicating whether this suite is shared with other users on this 
Appliance.                  

1 = Yes. 0 = No.                  

ListedFlag Flag indicating whether to list reports from this suite in the Custom Report 
menu.                  

1 = Yes. 0 = No.                  
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Search Filters
The following table lists the XML tags that are present in an exported search filters XML file:    

XML Tag              Description              

ExprName Name of the search filter.              

Description Description of the search filter.              

ExprType Number indicating the type of search expression used in this filter 
(Use Words, Use Exact Phrase, Regular Expression, or Boolean 
Expression).              

Expression Search expression upon which the filter searches.              

Exprn1 (optional) Additional expression defined for this filter.              

Exprn2 (optional) Additional expression defined for this filter.              

ShareType Number indicating whether this search filter is shared with other users 
on the Appliance.              

LogOp (optional) Operator used in the search expression (=, >, etc.)              

ContainsVariable Flag indicating whether the search expression contains a variable.                

0 = No. 1 = Yes.                

UserName Name of the user who created the search filter.              

Users
The contents of user entity definitions are mostly based on Add User and Personal 
Preferences settings in the user interface.    
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The following XML tags are present in an exported users XML file:        

XML Tag                Description                

LoginName Login name of the user.                

FirstName (optional) First name of the user.                

LastName (optional) Last name of the user.                

EmailAddr Email address of the user.                

PhoneNum (optional) Phone number of the user.                

Password Login password of the user.                

DBpassword Database login password of the user.                

UserPrivileges The internal bits identifying the user’s privilege settings.                

SessionTimeout Minutes of idle before the appliance automatically logs out the 
user.                

RefreshTime Seconds (30-600) between browser requests.                

EulaStatus Flag indicating whether the user accepted the End User License 
Agreement.                

EnableFlag Flag indicating whether the user is enabled on the appliance.                

LXmacAddress MAC address of the appliance.                

RowsPerPage The number of rows (10-1000) that each report page can 
display.

MaxRowsPerPage The maximum number of rows that a report page can display.                

MinRowsPerPage The minimum number of rows that a report page can display.                
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XML Tag                Description                

ScreenSize User preference setting for the UI font appearance (small, 
medium, or large)                

ChartSize Number of items that appear in charts for Summary Reports.                

TableSize Number of entries that appear in tables for Summary Reports.                

LastPassword​ChangeDate Last date on which the user’s password was changed.                

AccessAllDevice Flag indicating whether this user has permission to access all 
devices on the appliance.                

hasWebServices True/false flag indicating whether the user has Web Services 
API (internal) access to the appliance.                

RemoteUser Flag indicating whether this user authenticates locally (on the 
appliance) or remotely (through a remote authentication 
server).                

UserDevices Includes                  <DeviceName> for each device type.                

Alert Templates
The following table lists the XML tags that are present in an exported alert templates XML 
file:   

XML Tag        Description        

Name Name of the alert template.        

AlertType An internal type value of the alert for which the template is associated 
with. For all System alerts, the value is always 200.        

AlertContentType Type of the template. It contains one of the following values: history, 
email, syslog, or snmp.        
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XML Tag        Description        

TemplateContent Definition of the template.        

MaxLength The maximum allowed length of the alert which uses this template. 
For email type: 1 to 65503; For history, syslog, and snmp: 1 to 65535.        

Note: If you wish to add some additional information in the Email      Subject or      
Body fields in the      TemplateContent tag, ensure that you add that within the 
<subject>, </subject> or <body>, </body> tags respectively. If the additional 
information is outside of these 2 pairs of tags, then the new information is not 
added or displayed in the template.    

Example: Devices XML File
An example of an exported XML file containing a device and device group. Exported XML 
files for all entities look similar, containing the tags specific to that entity.   

The first half of the following example is for a device group. The second half is for a device 
in that device group.   

<?xml version="1.0" encoding="UTF-8" standalone="yes" ?>
 <Devices>
 <Device action="InsertOrUpdate">
 <SerialNumber>1</SerialNumber>
 <DeviceName>Device Group 1</DeviceName>
 <Description />
 <deviceType>0</deviceType>
 <enableFlag>1</enableFlag>
 <isGroup>1</isGroup>
 <applianceIp>127.0.0.1</applianceIp>
 <dnsRefresh>0</dnsRefresh>
 <devices>
 <Device action="InsertOrUpdate">
 <SerialNumber>1</SerialNumber>
 <DeviceName>Individual Device - Switch #4</DeviceName>
 <Description />
 <deviceType>1</deviceType>
 <enableFlag>1</enableFlag>
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 <isGroup>0</isGroup>
 <applianceIp>127.0.0.1</applianceIp>
 <dnsRefresh>0</dnsRefresh>
 <deviceIp>1.2.3.4</deviceIp>
 </Device>
 </devices>
 </Device>
 </Devices>
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TIBCO Documentation and Support Services
For information about this product, you can read the documentation, contact TIBCO 
Support, and join TIBCO Community.

How to Access TIBCO Documentation

Documentation for TIBCO products is available on the TIBCO Product Documentation 
website, mainly in HTML and PDF formats.    

The TIBCO Product Documentation website is updated frequently and is more current than 
any other documentation included with the product.    

Product-Specific Documentation

The following documentation for this product is available on the      TIBCO LogLogic® Log 
Management Intelligence Product Documentation page. 

 l TIBCO LogLogic® Log Management Intelligence Release Notes

 l TIBCO LogLogic® Log Management Intelligence Administration

 l TIBCO LogLogic® Log Management Intelligence Configuration and Upgrade

 l TIBCO LogLogic® Log Management Intelligence Hardware Installation Guide

 l TIBCO LogLogic® Log Management Intelligence Log Source Report Mapping

 l TIBCO LogLogic® Log Management Intelligence Security Guidelines

 l TIBCO LogLogic® Log Management Intelligence SSD Hardware Field Installation

 l TIBCO LogLogic® Log Management Intelligence Syslog Alert Message Format Quick 
Reference

 l TIBCO LogLogic® Log Management Intelligence User Guide

 l TIBCO LogLogic® Log Management Intelligence XML Import/Export Entities Reference

 l TIBCO LogLogic® Enterprise Virtual Appliance Quick Start

https://docs.tibco.com/
https://docs.tibco.com/
https://docs.tibco.com/products/tibco-loglogic-log-management-intelligence
https://docs.tibco.com/products/tibco-loglogic-log-management-intelligence
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Other TIBCO Product Documentation 

The following documents for TIBCO LogLogic® Log Source Packages are available on the 
TIBCO eDelivery website     or TIBCO Support website after logging in.

 l TIBCO LogLogic® Log Source Packages Release Notes

 l TIBCO LogLogic® Log Source Packages Installation and Upgrade

 l TIBCO LogLogic® Log Source Packages Log Configuration Guides

 l TIBCO LogLogic® Log Source Packages Log Collector Guides

How to Contact TIBCO Support

Get an overview of TIBCO Support. You can contact TIBCO Support in the following ways:    

 l For accessing the Support Knowledge Base and getting personalized content about 
products you are interested in, visit the TIBCO Support website.     

 l For creating a Support case, you must have a valid maintenance or support contract 
with TIBCO. You also need a user name and password to log in to TIBCO Support 
website. If you do not have a user name, you can request one by clicking Register on 
the website.      

How to Join TIBCO Community

TIBCO Community is the official channel for TIBCO customers, partners, and employee 
subject matter experts to share and access their collective experience. TIBCO Community 
offers access to Q&A forums, product wikis, and best practices. It also offers access to 
extensions, adapters, solution accelerators, and tools that extend and enable customers to 
gain full value from TIBCO products. In addition, users can submit and vote on feature 
requests from within the      TIBCO Ideas Portal. For a free registration, go to      
TIBCO Community.    

https://edelivery.tibco.com/
https://support.tibco.com/
http://www.tibco.com/services/support
http://www.tibco.com/services/support
http://www.tibco.com/services/support
https://ideas.tibco.com/
https://community.tibco.com/
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Legal and Third-Party Notices
SOME TIBCO SOFTWARE EMBEDS OR BUNDLES OTHER TIBCO SOFTWARE. USE OF SUCH EMBEDDED 
OR BUNDLED TIBCO SOFTWARE IS SOLELY TO ENABLE THE FUNCTIONALITY (OR PROVIDE LIMITED 
ADD-ON FUNCTIONALITY) OF THE LICENSED TIBCO SOFTWARE. THE EMBEDDED OR BUNDLED 
SOFTWARE IS NOT LICENSED TO BE USED OR ACCESSED BY ANY OTHER TIBCO SOFTWARE OR FOR 
ANY OTHER PURPOSE.        

USE OF TIBCO SOFTWARE AND THIS DOCUMENT IS SUBJECT TO THE TERMS AND CONDITIONS OF A 
LICENSE AGREEMENT FOUND IN EITHER A SEPARATELY EXECUTED SOFTWARE LICENSE AGREEMENT, 
OR, IF THERE IS NO SUCH SEPARATE AGREEMENT, THE CLICKWRAP END USER LICENSE AGREEMENT 
WHICH IS DISPLAYED DURING DOWNLOAD OR INSTALLATION OF THE SOFTWARE (AND WHICH IS 
DUPLICATED IN THE LICENSE FILE) OR IF THERE IS NO SUCH SOFTWARE LICENSE AGREEMENT OR 
CLICKWRAP END USER LICENSE AGREEMENT, THE LICENSE(S) LOCATED IN THE “LICENSE” FILE(S) OF 
THE SOFTWARE. USE OF THIS DOCUMENT IS SUBJECT TO THOSE TERMS AND CONDITIONS, AND 
YOUR USE HEREOF SHALL CONSTITUTE ACCEPTANCE OF AND AN AGREEMENT TO BE BOUND BY THE 
SAME. 

This document is subject to U.S. and international copyright laws and treaties. No part of this 
document may be reproduced in any form without the written authorization of TIBCO Software Inc.

TIBCO, the TIBCO logo, the TIBCO O logo, and LogLogic are either registered trademarks or 
trademarks of TIBCO Software Inc. in the United States and/or other countries.

All other product and company names and marks mentioned in this document are the property of 
their respective owners and are mentioned for identification purposes only.        

This software may be available on multiple operating systems. However, not all operating system 
platforms for a specific software version are released at the same time. See the readme file for the 
availability of this software version on a specific operating system platform.

THIS DOCUMENT IS PROVIDED “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR 
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY, 
FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT.

THIS DOCUMENT COULD INCLUDE TECHNICAL INACCURACIES OR TYPOGRAPHICAL ERRORS. CHANGES 
ARE PERIODICALLY ADDED TO THE INFORMATION HEREIN; THESE CHANGES WILL BE INCORPORATED 
IN NEW EDITIONS OF THIS DOCUMENT. TIBCO SOFTWARE INC. MAY MAKE IMPROVEMENTS AND/OR 
CHANGES IN THE PRODUCT(S) AND/OR THE PROGRAM(S) DESCRIBED IN THIS DOCUMENT AT ANY 
TIME.
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THE CONTENTS OF THIS DOCUMENT MAY BE MODIFIED AND/OR QUALIFIED, DIRECTLY OR 
INDIRECTLY, BY OTHER DOCUMENTATION WHICH ACCOMPANIES THIS SOFTWARE, INCLUDING BUT 
NOT LIMITED TO ANY RELEASE NOTES AND "READ ME" FILES.

This and other products of TIBCO Software Inc. may be covered by registered patents. Please refer to 
TIBCO's Virtual Patent Marking document (https://www.tibco.com/patents) for details.

Copyright © 2002-2022. TIBCO Software Inc. All Rights Reserved.   

https://www.tibco.com/patents
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