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Important Information
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Getting Started with MFT Internet Server

This guide has been developed to walk you through the steps necessary to configure the MFT Internet
Server for the first time. A brief description of the steps necessary to get the Internet Server up and
running is provided. It will be noted when a function or feature is specific to a single product.

This guide explains:

Applying the MFT Internet Server License Keys
Adding your Email Server to MFT Internet Server
Adding Users

Adding Server Definitions

Adding Transfer Definitions

Setting up MFT Platform Server Transfers
Setting up PGP Transfers

Setting up MFT SSH Server

Setting up MFT FTP Transfers

10. Setting up MFT FTPS Transfers

11. Using Local Translation Tables

12. File Token Examples

13. Using Post Processing to Delete/Rename a file on an FTP/SSH server
14. Sending Data to a JMS Queue

15. Receiving Data from a IMS Queue

16. Installing the Internet Server’s Thin Client

17. Using the Internet Server’s Thin Client

18. Installing the Internet Server’'s Desktop Client

19. Setting AS2 Connections with Trading Partners

CoNooA~ONE

Once MFT Internet Server is installed, it is time to access the Internet Server screens.
The MFT Internet Server is accessed using the following URL:

https://[[DNS_HostName]:[httpsPort]/cfcc/control?view=view/admin/start.jsp

When you are prompted for a userid/password you must log in with the Administrator credentials of
admin/changeit.

Note: The admin password is how set to "changeit” at installation. This is for new installs only. In addition,
passwords for all of the other pre-defined users MUST be changed by the admin before they can be
used.

Copyright © TIBCO Software Inc. 2003 — 2016. All Rights Reserved. 5
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1 Applying the MFT Internet Server License
Key

When MFT Internet Server is first installed, a temporary key is automatically installed and will
expire 60 days from the first time the product is used.

To obtain permanent license keys login to download.tibco.com with your login id and password. If
you do not have a login userid and password contact your TIBCO account representative.

To apply a new key navigate to Administration > License > Add License Key and enter the
appropriate Server Name, Server Type, and License Key information in the fields provided:

Add License Key
Add

| Required License Key Information |

~erver Name: | |

f

[

Iy

|
Server Type: | Internet Server |

License Key: | |

e Server Name: Type in the Server Host Name used during the install. This can be found on
the Administration > License > Host Information web page.

e Server Type: Select the Server Type Internet Server.

e License Key: Paste in the license key in the field provided. Note: Be careful not to copy any
additional blank spaces on the end of a license key.

Once the fields are filled in, click the Apply button. Do this for each license you are applying.

If both Command Center and Internet Server are installed and sharing a database both license
keys can be applied from the Command Center Administrator, Add License Key web page. To
obtain the Host Name information for the Internet Server, navigate to the Reports > Diagnostics
web page and expand the Internet Server diagnostics information. The server name will be
displayed in the “License Keys” section.

A Back to Top
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2 Adding your Email Server to MFT

There are some minimum MFT configurations we recommend being set. Adding your email
server information is one of them.

2.1 Configure your Email Server Information

The first thing we recommend you configure is the IP or Host Name and port of your email server
in order to receive various email notifications from many of the MFT features that can be
configured with an email address(s). To do this navigate to Administration > System
Configurations and expand the Global Settings window by clicking on the plus sign contained in
the box next to the words “Global Settings” and you will see at the top of the web page the
following email fields to be configured:

System Configuration

| El Global Settings |

Email Server Information

Email Host Name: || ||

Email Host Port: |25 |

Email Admin User Id: | |

Email Admin User Pwd: | |

Email Template Settings

Global Success Email Template: !global—succesa—emaiI—tempIate.me |

Global Success Recipient: | |

Global Failure Email Template: !glDbal—failure-email—template.xml |

Global Failure Recipient: | |

Transfer Success Email Template: |1ransfer-success—email-template.xml|

Transfer Failure Email Template: |1ran5fer—failun}email—template_xml |

*Sender Email Address: |Cfcc@YnurCnmpany.cnm |

Transfer Motification Email URL: |https:f:"‘r’uurCUmpany:MS.-‘cfcc |

Fill in the Email Host Name with the IP or host name for the email server, the Sender Email
Address that will be used on all emails sent from MFT Internet Server, and the Transfer
Notification Email URL with the MFT Internet Server’s IP, Host Name, or DNS name which will
be used in email messages URL references when a Transfer Notification email is sent. By default
port number 25 has been defined for your email server; if your server is using a different port
number simply change the value to the correct port being used. Click the Update button when you
have finished.

2.2 Configure Administrator Email URLs

Once you have configured your email server information above you will now want to expand the
Local Settings section on the System Configurations web page. You will see your local MFT
server settings as shown in the example below:

7 Copyright © TIBCO Software Inc. 2003 — 2016. All Rights Reserved.
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Host Name: Linux179 CC

*Email URL: |https://10.97.142.179:443/cfcc |
IP Name or Address: 110.97.142.179 |

IP Port: 443 |

Secure Port:

Context: |cfcc |

Trace Level: | V|

Department Integrity Check: |NO

In this section set the Email URL with the MFT Internet Server IP, Host Name, or DNS name
which will be used in email message URL references when an email is sent. If you are working in
an environment with multiple Command Centers/Internet Servers This may be the address on
one of these other servers defined in this field. It does not have to be the local servers address.

A Back to Top
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3 Adding Users

In order for users to be able to use MFT Internet Server to transfer files, their User Ids must be added
to the MFT Internet Server database. The administrative user must have the AdministratorRight or
UpdateTransferUserRight in order to add a User.

Part of the MFT Internet Server installation process adds 5 “Template Users” automatically to the
database. By clicking on the Add From Existing User link a listing of those pre-existing users will be
displayed. Simply click on one of the User Ids to copy the pre-existing user’s definition to a new user
definition. The new user definition will have the same Available Rights and contain the same
Optional User Properties of the User Id that was selected. The only thing left to do is to create a
unique User Id, add the user’s Full Name, and create a Password for him/her. Click Add when you are
finished to have the new user added to the database. You may edit any of the pre-existing user
definitions before clicking on the Add button if you wish. As new user definitions are added more
template user definitions are available to choose from.

3.1 Adding User Account

Transfer users are MFT Internet Server client end-users who access MFT Internet Server from
the web-based file transfer client screens. From the main menu, select Users > Add User.

3.1.1 Required Parameters

1. Insert a User ID that will be used to login to MFT Internet Server/Command Center.
The value cannot exceed 64 characters.

2. Full Name is used for the first and last name of the person on the account. The value
cannot exceed 256 characters.

3. Insert a Password for the user to access MFT Internet Server/Command Center and
then type the same password in the Confirm Password box. The value cannot
exceed 32 characters.

4. Expiration Date that this user’s ID is no longer valid. MFT Internet Server defaults to
one year from the current date.

5. Valid Days choose which days of the week this user is able to log on to access the
system. Make certain that Administrative accounts have adequate access.

6. Valid Start and End Time define the period of time during a day that the user is able
to log on to access the system. The default timeframe is a 24-hour period of access.

7. Assigned Rights. When adding a user, the screen sets the default right to
“TransferRight”. Setting this right gives the user authorization to transfer files within
the MFT Internet Server. If you want to authorize the user to initiate MFT Platform
transfer requests, you must assign “FT TransferRight” to the user. By default the trial
license will allow 50 Transfer Users and 50 OnDemand Transfer Users.

3.1.2 Optional Parameters

1. Department is the department to which this user belongs. This would only be used
with Delegated Administration.

2. Visibility defines the level of accessibility that other departments have to this user
and applies only when using Delegated Administration. The default is private.

3. Description of the user.

4. Company Name the user works for.

5. Phone Number of the transfer user.

6. Start Date / End Date specifies the starting and ending dates during which this user
ID is valid, and can access the system.

7. Client Protocol Allowed indicates the type of protocols which will be allowed for this

user while performing this transfer.

9 Copyright © TIBCO Software Inc. 2003 — 2016. All Rights Reserved.



Internet Server Quick Start Guide Adding Users

10.
11.
12.
13.
14.
15.
16.
17.
18.

19.

Disable User will disable a transfer users account which will cause them to fail to
login to the system. If they are already logged in when this is enabled they will not be
able to conduct a file transfer.

LDAP Status defines if and LDAP managed transfer user account is Active or not.
Trace Level would normally be turned on at the request of Technical Support in
order to troubleshoot a problem. Leave at “No Tracing” during normal operation.
Certificate DN is used to define a transfer user’s certificate DN when conducting
SFTP and SSH transfers using certificate authentication.

Lock User will lock a users account

Can Change Own Password sets whether a user can change their password.
Password Never Expires for the transfer user. If the Global Password Rules are in
effect this setting will override these.

Change Password at Next Login will set the transfer users account to force a
password change the next time they login.

Email Address is the user’s email address where MFT Internet Server will send
notification when a file is available to be processed.

Restrict User causes this transfer user to be restricted to an IP and/or Netmask to
connect.

IP Address or IP Name is the IP or Host Name the transfer user is restricted to using
to connect to the system.

Netmask is the Netmask the transfer user is restricted to be using when connecting
to the system.

3.1.3 PGP Information

1.

Allow User to Add PGP Key can be set to allow a transfer user using PGP keys to
load their PGP Key to the system through the This Client.

3.2 Manage Users

To modify a particular User’s information select Users > Manage Users. This displays the first
100 users defined. It also displays an expandable box that allows you to enter Selection Criteria
for the user (or users) that you wish to modify. When you have found the user that you want to
modify, click on the “User Id”. This will display the detailed information for that user, when the
modification is complete, press the “Update” button to save the modification.

A Back to Top
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4 Adding Server Definitions

Server Definitions contain the information that MFT Internet Server/Command Center needs to
communicate with the following server types: MFT Platform Server, FTP, Local servers, SSH and
AS2. The Server definition defines how the supported clients can gain access to a file.

Many different Server definitions can be configured within a single MFT Internet Server system.
MFT Internet Server supports five types of Server Definitions. The servers that you define depend
on the product that is installed as well as the location of the files needed for file transfer requests.
The five Server Types are:

1. Platform Server — This definition allows Internet Server File Transfer Clients to
access files located on an MFT Platform Server. It also allows MFT Internet Server to
manage and initiate transfers on MFT Platform Servers.

2. FTP Server - This is used by the MFT Internet Server. This allows Internet Server
File Transfer Clients to access files located on an FTP server.

3. Local Server - This is used by the MFT Internet Server. It allows Internet Server File
Transfer Clients to access files located on the MFT Internet Server.

4. SSH Server - Allows file transfer clients to access files located on an SSH server.

5. AS2 Server - Allows file transfer clients to access files located on an AS2 server.

4.1 Adding a Server Definition

From the main menu choose Servers > Add Server

4.1.1 Required Parameters

1. Type the Server Name for the proxy server. The value cannot exceed 32 characters.

2. Host Name or IP Address of this server. Maximum value is 80 characters.

3. IP Port defines the IP Port of the remote server.

4. The Server Type defines the Server Type that MFT Internet Server/Command
Center will be communicating with. Note: For adding an SSH server type see section
4.1.3 Adding an SSH Server Definition for additional information.

5. The Server Platform defines the type of platform where the Server is executing. The
four platforms supported are UNIX, WINDOWS, z/OS and IBM |, UNISYS2200.

4.1.2 Optional Parameters

Expandable boxes define optional Server Definition parameters.
1. Platform Server Options: Contains default Encryption parameters. This setting is
only valid when Server Type is Platform Server.
2. FTP Options: Defines FTP properties including case sensitivity, connection type, and
SSL options. This setting is only valid when Server Type is FTP.
3. SSH Options: Allows the selection of an SSH key used for authentication to the
SSH Server. This setting is only valid when Server Type is SSH.
AS2 Options: Define server options that are only used when Server Type is AS2.
Local Options: Allows a Server File Name prefix to be defined. This is used only
when Server Type is LOCAL. It defines the directory that is prefixed to the Server File
Name defined on the Transfer definition. This allows you to restrict users to access
particular directories.
6. Server Credentials: Allows you to define the default Userid and Password for a MFT
Platform server, SSH server and FTP Server.
7. Additional Server Properties: Allows you to define miscellaneous Server definition
fields. The Server File Name Prefix is used only when the Server Type is Local. It
defines the directory that is the starting point for all Internet Server transfers.

as
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8. Platform Server Collector Options: Defines Server options that are used only when
the Server Type is defined as Platform Server and the MFT Platform Server should

be managed by the MFT Internet Server.
9. PGP Information: Defines PGP specific information for this server.

4.1.3 Adding an SSH Server Definition

When you add an SSH server definition to MFT Internet Server you must retrieve the SSH
server’s public key. To do this, follow the instructions below:

1) Navigate to Servers>Manage Servers and click on the link to the SSH server you added
earlier with Server Credentials defined in order to log on to the remote SSH server.

2) Notice the Required Server Information section now contains the link Retrieve public key
from this ssh server:

et sorvrtotarmatin |

Server Name: SSHServer

IF Name: |1921é3_3_ﬂ__4_9 | (For AS2 Servers enter the AS2 URL)

IF Port: |2:2 | {Optional: Ignored for AS2 Servers)

iS_SH "151':"—: e public kev from this ssh server

Server Platform: !Unspeu:iﬁed ﬂ

3) Click on the Retrieve public key from this ssh server link and the remote SSH servers
public key will be pulled into the MFT database and you will see something like this:

Update Server

@ Information:
su v retri nd =2 =e with

6) Click on the Update button to complete the SSH server definition.

4.2 Manage Servers

To modify a particular Server Definition select:

Servers > Manage Servers

This displays all the Server definitions defined to MFT. It also displays an expandable box that
allows you to enter Selection Criteria for the Server (or Servers) that you wish to modify. When
you have found the Server that you want to modify, click on the “Server Name”. This will display
the detailed information for that Server definition, when the modification is complete, press the
“Update” button to save the modifications to the Server definition.

A Back to Top
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5 Adding Transfer Definitions

MFT Internet Server versatility includes a variety of file transfer options, from post-processing to
modifying the file on the remote end (Write Mode). For basic file transfers, you are required to
complete the required information section. For advanced file transfer options please refer to the
MFT Internet Server manual.

5.1 Adding a Transfer Definition

From the main menu choose Transfers > Add Transfer

5.1.1 Required Parameters

1.

o s

8.

9.

Client File Name is the full path name of the file on the client machine. This is a
suggested value that can be updated by the client when they initiate the transfer
request.

Server File Name is the full path name of the file on the Server. Remember that the
server could be the MFT Internet server, an FTP server, an SSH server, an AS2
server, or an MFT Platform server, depending on the Server Name associated with
the transfer definition.

Directory Transfer means that the user is able to transfer the contents of an entire
directory — a transfer user has the ability to specify a directory and transfer all files
and subdirectories from within the directory, at once.

Description is a brief description of the file.

Select the Authorized User ID or the Authorized Group ID which will be allowed to
access this file.

Server Name defines the server associated with this transfer

Transfer direction is either Upload to the Server or Download to the Client or Both
(Setting Both will generate two transfer definitions. One used for uploads and one for
downloads.)

Client Protocols Allowed. Select the protocol that is allowed for this transfer. The
default is ALL.

Department. Used with Delegated Administration.

10. Virtual Alias is a mapping to the Server File Name specified in the transfer definition.

This alias is used when the client is FTP, SSH, or MFT Platform Server.

5.1.2 Optional Parameters
Expandable boxes define optional Server Definition parameters.

1.

2.

Server Properties allows you to define default credentials for the server as well as
default Encryption (if supported)

Additional Transfer Properties allows you to define Transfer Descriptions, Data
Properties, Accessibility, Checkpoint Restart and Diagnostic information. One of the
more important fields is the Write Mode. The Write Mode allows you to define rules
to determine if the file can be written to the server. For example, a Write Mode of
Create will allow a transfer to complete only if the file does not exist on the server.
Note that this parameter is for Uploads only. For a download, the Write Mode of
CreateReplace is always used.

Email Notification allows you to send emails when a Transfer definition is created,
or when a file transfer completes, either successfully or unsuccessfully.

Post Processing Actions allows you to perform actions when a transfer completes.
z/OS and UNIX Properties allows you to define platform specific information. This
setting is only valid if the Server Name is an MFT Platform Server.

PGP Information defines the PGP Information that can be associated with a
Transfer.

13
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7. Client Permissions define additional actions that can be taken by the FTP, SSH,
and Desktop .NET clients. These include, Delete, Rename, Create Directory,
Remove Directory and Client Transfer Mode.

5.2 Managing Transfers

To modify a particular Transfer record select:

Transfers > Manage Transfers

This displays the first 100 transfers defined. It also displays an expandable box that allows you to
enter Selection Criteria for the transfer (or transfers) that you wish to modify. Within the Selection
Criteria box, it allows you to “List transfers by users”. This will display a screen of valid users.
When you select a user from this screen, all transfer definitions for this user are displayed.

When you have found the transfer that you want to modify, click on the “Transfer Id”. This will
display the detailed information for that transfer, when the modification is complete, press the
“Update” button to save the changes.

A Back to Top
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6 Setting up MFT Platform Server Transfers

Step 1: MFT Platform Server Configurations

Navigate to Administration > Transfer Servers > Platform Server > Configure Platform
Server. Expand the Platform Server Settings windows for your MFT Platform server. Configure
the server as instructed in section Platform Server: Configure Platform Server in the MFT Internet
Server User Guide. The IP Port needs to match the Port Number used in the MFT Platform
Server transfer. This port is only used between MFT Internet Server and MFT Platform Server.

Step 2: Start the Platform Server

Navigate to Administration > Transfer Servers > Platform Server > Platform Server Status.
Click the Start Server button.

Step 3: Create an Upload and Download File Definition

Step 3.a Uploading a file from MFT Platform Server for Windows to MFT Internet Server:

In order for MFT to accept a file transfer from a MFT Platform Server, you need to create an
upload file definition. Navigate to Transfers > Add Transfer and fill in the Required Transfer
Information section with the information below:

1) Client File Name: This can be anything. Use a place holder (such as *). The file
selected by the client will replace the value specified here.

2) Server File Name: Set the path and file name for the files that will be written. We suggest
you add to your Server File Name path the date and time File tokens to your request.
This will help differentiate the files as they come in.

3) Directory Transfer: Select No. (Could be set to Yes, but our example sends a single
file.)

4) Description: Add a short description.

5) Authorized User Id: Choose the user id from the drop down lists that will be used to
make this file transfer.

6) Server Name: This can be set to any server. This is set to *LOCAL for this example.

7) Transfer Direction: Select Upload to Server.

8) Client Protocols Allowed: Set to Platform Server.

1) Department: If you have a department for this transfer to be assigned set it here if not
leave it blank.

2) Virtual Alias: Add the alias that the MFT Platform Server user will use for transfers.

3) When you are done click on the Add button.
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Example Upload File Definition

| Required Transfer Information |

Client File Mame: |CIientFiIeName |

Server File Nare: |c::\incumingk#(Lun:alUserld| File Tolen List

Directory Transfer: O ves ® No

Description: |F'Iatfurm Server to 15 |

&uthorized User Id: |tuerIIII1 b | (NOte." Select an authgr.l’zea‘
user id anddor authorzed

Authorized Group Id: | v|group i)

Server Mame: |*LDC#‘3\L V|

Transfer direction: ® upload to Server O Download to Client O Both

Client Protocols Allowed: |_ﬂa_tﬂ3r_rr15_ei\.f_eﬂ

Cepartment: St

Virtual Alias: |F'52|5 |

Step 3.b Downloading a file from MFT Internet Server to MFT Platform Server:

You can download files from MFT Internet Server with MFT Platform Server as well as upload
files. To do this you need to create a download file definition. For our example we will configure a
directory download from a LINUX server that has MFT Platform Server for UNIX installed to
download files using MFT Platform Server for Windows via MFT. Navigate to Transfers > Add
Transfer and fill in the Required Transfer Information section with the information below:

1)

2)

Client File Name: This can be anything. Use a place holder (such as *). The file
selected by the client will replace the value specified here.

Server File Name: Directory where all the files to be downloaded are located on the
server.

Directory Transfer: Select Yes.

Description: Add a short description.

Authorized User Id: Choose the user id from the drop down lists that will be used to
make this file transfer.

Server Name: Server containing the files that will be downloaded.

Transfer Direction: Select Download to Client.

Client Protocols Allowed: Set to Platform Server.

Department: If you have a department for this transfer to be assigned set it here if not
leave it blank.

10) Virtual Alias: Add the alias that the MFT Platform Server user will use for transfers.
11) When you are done click on the Add button.
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Example Download File Definition

| Required Transfer Information |

Client File Mame: ||::\inu:nming |

Server File Mame: |fﬁ|esfuutguingf | File Token List

Directary Transfer: ® ves O No

Description: |LINUX - 1 - Win |

Authorized User Id: |tLISI1:||:|1 V| {Note..' Select an authgr."zed
wser id andlor suthorized

authorized Group 1d: | - i groun id)

Server Mame: |LN148 V|

Transfer direction: O upload to Server ® Download to Client O Both

Client Protacals allowed: |ALL V|

Department:

Virtual Alias: LHX2IS2WIN |

Step 4: Configuring MFT Transfer Templates to upload and download files

Step 4.a MFT Platform Server for Windows Transfer template to upload files to MFT Internet
Server:

The MFT Platform Server user must configure a Transfer template in order to upload a file to MFT
Internet Server. Below is a screen shot of a Transfer template from MFT Platform Server for
Windows that coincides with our MFT Internet Sever file definition we configured above in Step
3.a, notice the key fields Destination (MFT Internet Server), User ID (MFT's User Id), and
Remote File Name (MFT’s Virtual Alias in Upload File Definition):
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Transfer Properties on server DLEZJB E|

Tranzfer l Schedue | Moty |

Destination [¥M4-575TEMT]

Remote |dentificatian

E xpiration ] Fozt Processing Action ] RocketStream ] TCR/P ]
Advanced Options ]

ﬂ Choosze Nadel

Local Identification

Usger 1D JtuerD'l

|DOMAINSohndoe

KM HERKE

Pazzword

Options

| Data Corversion

[ Convert CR/LF

[ Check Paint/Restart

* 1.5end 1 2 Receive

File Mamez

[ Compression
[ Encryption

File to File l File toJoh ] File: ta Print ] Remate Carnmand ]

Local |E:\Dutgning\abc.t:-:t

.

Remate |F'S2I ShiiLocalFilet ame)

File Atributes -

[~ MTFS Compressed

Uiz Permizssions Ir

- | .| _om
Create Option |Ereate Replace Mew j 2/05 .

[ System [ Hidden I Achive [~ ReadOnly

o |

Cancel

The user must make sure they have the port defined that MFT Platform Server is listening on the
one configure in Step 1. This would be located on the TCP/IP tab for the Transfer template:

Transfer Properties on server DLEYJB

Transfer ] Schedule ] Fatify ]

E spiration ] Pozt Processing Action

Port Mumber  [E1==318]

[~ Secure Communications [S5L]

Advanced Dptions ]

3

TCR/F

Once the Transfer panel is complete the user would click on the Ok button.

The information entered in the MFT Platform Server Transfer panel will go to MFT Internet Sever
(based on the Destination and Port Number) and pick up the file transfer definition based on the
Virtual Alias information used. Then the MFT Internet Server will send the transfer to the proper
remote system based on the Server Name defined. In our case we had the file upload to *LOCAL

which is the MFT Internet Server.
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Step 4.a MFT Platform Server for Windows Transfer template to download files from MFT:

Now the MFT Platform Server user must configure a Transfer template to download files that will
be coming from the remote LINUX server through MFT Internet Server. Below is a screen shot of
a Transfer template from MFT Platform Server for Windows that coincides with our MFT Internet
Server file definition we configured above in Step 3.b, notice the key fields Destination (MFT
Internet Server), User ID (MFT'’s User Id), Local File Names (use file name tokens), and
Remote File Name (MFT’s Virtual Alias in Upload File Definition):

Transfer Properties on server DLEY JB

E=piration ] Pozt Processing Action ] RocketStream ] TCRAP ]

Transfer l Schedule ] Matify l Advanced Options ]
Destination |¥M4-5GTEM31 | chaasewode]
Femote |dentification Local [dentification
User D [tusr001 |DOMAINohndoe

Passward [ g
Options

| DataConversion [ Compression

[~ Corwert CRALF [ Encruption

[ Check Point/Restart

File ta Fil= l File taJob | File ta Print | Remate Command |

" 1.5end ™ 2 Receive

File Mames
Local |c:'\incuming'~.$[HemateFieName] J

Remate [LNX2I5 2WIN

ACL Template | J DIR
Create Option |Ereate Replace Mew ﬂ z/05

File Attnbutes
[~ System | Hidden [ Archive [~ ReadOrly
[ NTFS Compressed

=

0K | Cancel

We suggest you add to your Local File Name path the date and time File Tokens for MFT
Platform Servers to your request. This will help differentiate the files as they come in.

Notice in the Remote File Name field we used the asterisk (*) wild card after the Virtual Alias
name that was defined in our download file definition we setup in Step 3b. This will allow all the
files contained in the Remote LINUX server’s directory to be sent to the MFT Platform Sever on
Windows.

A Back to Top
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7 Setting up PGP Transfers

Uploading a Single PGP Encrypted File to MFT

a0

Step 1: Add a PGP System Key to MFT

Before we can do anything we must first give MFT Internet Server a PGP System Key. You can
create a key pair through the MFT Internet Server or follow your PGP or GPG program
instructions to generate a set of keys and then put them in ASCII Armored format. The MFT PGP
System key will consist of both a PGP Secret key and a PGP Public Key. The Public Key will be
used by the users making the transfers. The secret key remains secret and is hot meant to be
shared. Note — The first PGP System Key created will be set as the Default Key.

Create a PGP key pair by navigating to Administration > Keys > PGP System Keys > Create
PGP Key and following the instructions below.

1) Fillin all the requested data.
2) Click on the Create Key button when you have finished entering the data.

Example of creating a PGP System Key pair:

PGP System Key

Field(s) with ™' are reguired for PGP System Keyp,

*Description: !_E'GF'SystemKey |

*Pass Phrase: |............ | *Confirm Pass Phrase: E-.....---.-.

—_—
*Expiration Date: iSeptemher V” 13 || 2015 Vi [ wey Mever Expives

ey Size: 1024 VJ

*Key Type! | DSA and ElGamal v |

Set as Default Key: [

PGP User Id:

*Rez! Mame: |.JOIeen Barker |

®Ernail Address: Eoleenb@mycompany. com%

Step 2: Configuring the User for PGP transfers.

Next the transfer user conducting the transfer requests must be configured in MFT. If you need
help creating a user id go to section Add User of the MFT Internet Server User Guide.

In order for the user to send a PGP encrypted file he/she will need the MFT PGP Public Key. This
is what you added in Step 1. This will allow the user to encrypt files that will be uploaded to the
MFT Internet Server. For the user to be able to get the MFT PGP Public Key the Admin has two
options. The Admin can simply e-mail the user the MFT PGP Public Key for the user to add to
his/her key ring or the user can log in to the file transfer Thin Client and click on the Keys icon
which will display the MFT PGP Public Key for them to cut and paste into a file in order for them
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to import the key into their key ring. (Please see your program instructions in order to import and
export PGP keys.) See example below:

PGP Key

PGP Public Key

CFI's public PGP key.

———BEGIN FGP PUBLIC KEY BELOCK---—-—
Version: GnuPG v1.2Z.Z [MinglW3z)

m0GiEEVeHGoREADKzdowlOAvHohf I76KFmEs/ x ASgWeBLECxplsed+iF joOwiTEE
SGE1mENF Iw95zY5HvsCodESB 1 pud yP+oF B 1NahQO0s06 QuYQRI 7 IS LinMSdS Adm
NOFr4FETr ILpBEuY4NDOkD4dI ¥+Dgh A2 VIdENINAG s levH+Z+pNyGylxrwlgs1dl
569nkNL1VEXVRETECS1GecD/ Ruc iml X ky TV INUMur e 6 MbMI 1 kM F aHUX 1 ZDRM
s/ vdrimFfh1 P/ 1g9v7ROPySnePGL+II0/ nOMycFeE8g8fVhil1c7o0l201m2d3BIGud
noBF 49 4+gVdl T i ITnve Ul 123 thed2e j7EEETyOs16+crul8 imZB7£K4LEoLZ 3
Lezéad/ dmyUov/ 1ikET0ylofNeb b TEef OMMPNFmAVETo/ CENUI4EYPaxuix IF£Hn
¥Ci/ 22 uOGVRIr < Zfm+y+Ul IcHFXTe YWAGF e MEF 2020 W/ gynuE j+5YUoP SuAgS AL S
weLF2TiA/ JZNouZD Im0ZeVip vRdElnvLtV4+axts/ OV I0OEPK/ u70z00ZJN1J0h0VE
cGlyZB3oTUFphiBLEZXkp IDx DRI VY VGOL T2 FONEBwemOnal51dC s jb20+iFsEEXEC

Step 3: Set up the file transfer definition

You now nheed to setup a transfer definition to upload a single file for the user by navigating to
Transfers > Add Transfer. Fill in the following fields as follows:

1)

2)

3)

4)
5)
6)
7
8)
9)

Client File Name: The path and file name of the PGP encrypted file that will be
uploaded.

Server File Name: Set the path and file name for the file that will be written. We suggest
you add to your Server File Name path the date and time File tokens to your request.
This will help differentiate the files as they come in.

Directory Transfer: Set to No. (This could be set to Yes, but our example is sending a
single file.)

Description: Add a short description users will see when they log into the Thin Client.
Authorized User Id: Set the user id that will be conducting this upload.

Server Name: Set this to *LOCAL for our example.

Transfer Direction: Select Upload to Server.

Client Protocols Allowed: Leave as ALL

Virtual Alias: If you will be using an FTP, SSH or MFT Platform Server Client to upload
this file add an Alias.

10) Open the PGP Information section of the file transfer definition page.
11) Select Decrypt (if you do not enable this, the file transferred will be sitting in an

4)

encrypted state on the MFT Internet Server).
Click on the Add button when you are done.

21
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Below is our example:

| Required Transfer Information |

Client File Mame: |c:\gnupg\F’GF‘FiIe.t}{t |

Server File Mame: |C:\incnming\F’GF’File\HLDJ File Token List

Cirectory Transfer: O Yes @ No

Description: PGP File Upload |

futhorized User Id: tus01 V| (NOte." Select a0 authr;_vr."zed
user id andior authorized

Authorized Group Id: | v|group i)

Server Name: |*LOCAL V|

Transfer direction: ® upload to Server O Download to Client O Both

Client Protocals allowed: L.ﬁli e

Departrent:

virtual Alias: PGRFileUpload |

Now user tusr001 can transfer his encrypted file to the MFT Internet Server, where it will be
decrypted by the MFT PGP Secret Key.

Note: If the user does not encrypt the file before transferring the following error will be reported in
the Audit records:

Exception: java.lang.Exception: Public PGP key for *LOCAL not found

Uploading a Text File to MFT Internet Server where it will be PGP Encrypted

FEIN

Step 1: Add a PGP Server

When you want to encrypt a plain text file while it is being transferred up to a server you must
configure a server to be a PGP server. Your server will have a PGP key pair. From that pair you
will need the PGP Public Key in Base64 format.

First Navigate to Servers > Add Server. Fill in the Required Server Information section and then
expand the PGP Server Information section. Here you will Select PGP Enabled. If this is box is
selected all files going to this server will be PGP encrypted. If you want the file to be signed and
left in an ASCII Armored format select these boxes as well. Click "add" when you are done. See
our example below:
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| E' PGP Information |

PGP Enabled:

Private Key: | Use Default V|
Encrypt

Sign: D ASCII Armor: D

Encryption Algorithm:
Hashing Algorithm:
Compression Algorithm:

Verify Signature; F Verify Server Signature: O

Step 2: Assign the PGP Server a PGP public Key to use

Now you have to assign a PGP Public Key to the PGP Server that you defined in Step 1.
Navigate to Administration > Keys > PGP Public Keys > Add PGP Key.

1) Select Server.

2) Choose the Server from the drop down list

3) Select Enabled.

4) Add the PGP Public Key you have for the server.

Add PGP Public Key
[poprpubberey — |

Apply key to: user © server ®
Select Server: *PGPLCLUD ¥
Status: Enabled ® Disabled O

Enter the PGP Public Key in the box below.

1
I
i

w
Il
(7]
H
=
Ll
I
o
m
w
=
g
[
o
I
W
B
o]
g
1
1
1
[
>

Version: GouPG vl1.2.2 (MingW32)

1QHRBENE+kEKRBACECOWYQKI8Y9okxVaasqh3 fwNfaMXvXjRin6E4kWDVIWiMiO3fi
QCwzL403JXDWI9xnIUAuEG6uMCayz7 lEgeyXZt T EQeqUxb3Inb6+EHrnHyirgs
Sgclue+0¥udDCyhmibZA0E4pmOVmEHxyCaXVyAVHbDPAJEUo3g8 Imo 7FewCgniEl
bOYX/iriXXd41X6ipHr6EZkD/RwiAvi40Y5wIpGsP1LNnBrbDpoJaNnEsog6tbox
r9PJHwe SxyIQQZHC3cZK3W6K2D4GUPwIvqgU4LS5F/NOTbOHZxMnsDHY 7rVosHS3JZ
DGZMe0Y11C/¥YxvanLng77zc9¥BpiclDHQcAmZ FenotcSum7ACEXvMPEWgT 72HPCP i
3WwITBACLT+opVe4N8TvOKYRPCHWUgaWgvVS2hkwOT faiVg4P4QoMEShtoaKP4qguis
N/ imEkCq6Hp/wg2il+30infnESS THEglwXMn Tqwh+I4cm3DsVaX i UgqwFQZmt KuZu
mvSTORZ S8GOHpUdpinLGEULARS 192 gQwo/ Z K2 L.AN50USNNG/ 4 DAwTuvuCOeZob
2GEJPUE4gM3LRWTOLscati5TaenCNreaz08 ToT ZAXRVAvI1BqvE3kL,/ sUYZDITwh
KDBhgLQsSkICb0VEcGlyZSho TWEpbiBLZXKp I Dxgb2 1 ZN51QHE vh2 dpbmV0 Lmiv
bT6IWWQTEQIAGWUICRYr65Q¥LCOgHAWIDFQIDAXYCAQTeAQTXgAAKCRAB4S0ZSYIC e

Step 3: Set up the file transfer definition

You now need to setup a transfer definition to upload the file. Navigate to Transfers > Add
Transfer. Fill in the following fields as follows:

1) Client File Name: The path and file name of the text file that will be uploaded.

2) Server File Name: Set the path and file name for the file that will be written. We suggest
you add to your Server File Name path the date and time File tokens to your request.
This will help differentiate the files as they come in.
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3) Directory Transfer: Set to No. (This could be set to Yes, but our example is sending a
single file.)

4) Description: Add a short description users will see when they log into the Thin Client.

5) Authorized User Id: Set the user id that will be conducting this upload.

6) Server Name: Set this to PGP Server you configured in Step 1.

7) Transfer Direction: Select Upload to Server.

8) Client Protocols Allowed: Leave as ALL

9) Virtual Alias: If you will be using an FTP, SSH or MFT Platform Server Client to upload
this file add an Alias.

10) Click on the Add button when you are done.

Below is our example:

Client File Marne: |c:\gnupg\F‘GPFiIe.t}{t |

Server File Mame: EC:\inCDming\F’G_F'FiIEW(Lm! File Token List

Directory Transfer: O ves® nNo

Description: |PGP File Uplaad |

Authorized User 1d: |1:LISFUU17V_: {Note: Select an .author."zed_user
—_— id and/or suthorized group id)

Authorized Group Id: | V

Server Mame: |*F'GF'|_CLUE V!

Transfer direction: @ upload to Server O Download to Client O Both

Client Protocols allowed: |;§1_-|: :::

Departrnent: l _V_I

Virtual Alias: |F'GF'FiIeEncrypted |

Now when the user assigned to this file definition uploads his text file to the server it will be
encrypted with the PGP Public key we defined in Step 2 to be decrypted at a later time.

Admin steps to follow when doing a proxy to a MFT Platform Server with a PGP
encrypted file:

For this example | upload a PGP encrypted file from my windows PC to a LINUX system via MFT
Internet Server which will decrypt the file on the LINUX system.

1) The Admin would have to add the LINUX Secret Key (this includes the Public Key as
well) to the PGP System keys and enabled it.

2) Then the Admin would navigate to Transfers > Add Transfer and configure the upload
to the LINUX server and in the PGP Information section configure the PGP Private Key to
be set to the LINUX servers Secret Key.

On the transfer users machine would be a file that he/she encrypted with the LINUX Public Key.
(The user would have had access to this public key prior to this in order to complete this step.)
The user would log into the Thin Client and proceed to upload the file.

The file is then decrypted when it hits the MFT Internet Server using the LINUX Secret key that
the Admin had configured earlier and then the file is sent to the LINUX system.

Admin steps to setup a single PGP encrypted file download:

1) Navigate to Administration > Keys > PGP Public Keys > Add PGP Key and add a
PGP Public Key for the user that will be performing this transfer request.
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2) Set up afile transfer definition to download a single file. (When setting up the Client File
Name in the file transfer definition we suggest using a file extension the PGP software is
familiar with to avoid errors. For example with GPG the software will be expecting an
encrypted file with the extension .gpg before it can decrypt it correctly. The alternative to
this is the user change the file name that is downloaded through the Thin Client.) In the
PGP Information section of the file transfer definition check off Encrypt and leave all other
settings to defaults.

The user would then log into the Thin Client and download the file(s). They will be sitting in the

directory in which it was downloaded to in an encrypted state for the user to decrypt at a later
time with his/her PGP secret key.

A Back to Top

25 Copyright © TIBCO Software Inc. 2003 — 2016. All Rights Reserved.



Internet Server Quick Start Guide Setting up SSH Server

8 Setting up MFT SSH Server

MFT Internet Server provides an internal SSH server that can be configured and used to perform
SSH transfers. Configuring this server allows MFT to become a host as opposed to adding an
SSH server to the server definitions where we are then the client.

Note: Some SSH clients do not support zero byte file transfers and will error out.
Step 1: Create an SSH System Key

All SSH servers have a Key/Certificate pair. MFT can create the key pair for you or you may
import existing keys. For our example we will generate a new key pair for our MFT SSH Server to
use as the default keys.

Navigate to Administration > Keys > SSH System Keys > Create SSH Key. Fill in the following
fields to create your key:

1) Description: Give the key a descriptive name using this field.

2) Password: Give this key a password/pass phrase and confirm it.

3) You can accept the default Expiration Date and Key Size or edit them if you wish.
4) Check on the Set as Default box.

5) Add a Common Name under the Distinguished Name section.

6) Fill in the rest of the Distinguished Name section if desired.

7) Click on the Create Key button when you are done.

Below is an example:
Create SSH System Key

Fiedd (s ) with ™" are requived for 55K Spstemn Key.

*Description: iSSHSystemKey !

|
*Password: CLIITITIT] | #Canfirm Password, |eeesssss

*Expiration Date: ESeptemher V||13 V||2015 Vl

*ley Size: i1D'21-1 Vi
Set as Default Key; [

Distingquished Name:

*Common Name:  |YM4-SYSTEMIT

Crganization Lnit: |Qua|ity Assurance

Organization: |MyCumpany

tocale:! |Garden City State: |N"|‘r | Country: |E|_|
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Step 2: MFT SSH Server Configurations

Navigate to Administration > Transfer Servers > SSH Server > Configure SSH Server.
Expand the SSH Server Settings windows for your MFT SSH server. Configure the following:

1) By default the server is not enabled. Change the Enabled field to read Yes.

2) By default the IP Port is set to 22, change this port if desired.

3) By default the SSH System key will be the SSH System you created in the first step. You
may enter more keys to the MFT System and you would choose the key pair you want to
use by clicking on the appropriate one from the drop down menu. For our example we
are using the default key.

4) (Optional) Add a Welcome Message that users can see when they connect to the server.

5) Click the Update button when you are done.

Below is an example:

Configure SSH Server

Haost Name VM4-DCSYSTEM178
Enabled [Yes ¥

|22 |

!Use Default V|

@ key Ocenificate O Key or Certificate
characters allowed)

Step 3: Start the MFT SSH Server

Now that we have created our SSH System Key and configured our SSH server’s settings we can
start the server. Navigate to Administration > Transfer Servers > SSH Server > SSH Server
Status. Click the Start Server button.

Step 4: Configure MFT SSH Server Authentication

By default MFT SSH Server is configured to perform Password Only authentication. Some
environments may want to change this to Key/Certificate Only authentication or use both.
Navigate to Administration > System Configurations and expand the Global SSH Settings
windows and you should see the following:
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[ Elsiobat sshsettiogs |

|Password Only v

Field

Description

SSH Client Authentication Method

Set the authentication method to be used for the MFT
SSH server. Values: Password Only, Key/Certificate
Only, Key/Certificate or Password, Key/Certificate and
Password. See SSH Key/Certificate Authentication for
more information on adding SSH public keys to the
MFT database.

Allow Users to Add SSH Keys

If you want to allow a user to add their own SSH
public keys to the MFT database set this to Yes.

Initial Status of SSH Keys Added by
Users

When a user add their own SSH public key do you
want that key to be enabled or disabled.

Email Recipients when User Adds
SSH Key

Enter the email address(es) to be used for an email to
be sent to when a user has added a new SSH Public
Key to the MFT database. Separate multiple email
addresses with a comma.

Email Template when User Adds SSH
Key

The email template that will be used when sending out
notification to the email recipient in the field above.
The default email template can be found in the
<WEB_Server>\cfcc\email-templates\email-ssh-key-
notification-template.xml

SSH Key/Certificate Authentication

Any SSH Client Authentication Method setting other then Password Only would require an SSH
public key/certificate to be setup for either a user (client) who has been added to the MFT
database or a particular server you may have defined in the server definitions configurations. In
the example below we will configure a MFT user to associate with a particular SSH public key:

Adding an SSH Public Key to MFT Internet Server

Navigate to Administration > Keys > SSH Public Keys > Add SSH Key

1) Select User.

2) Choose the user from the drop down list

3) Select Enabled.

4) Copy and paste the SSH Public Key into the provided text box.

5) Click on the Continue button
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Add SSH Public Key

[sswewpbierey |

Apply key to: User ® server O
Select User: tusr001 v
Status! Enabled @ Disabled O

Enter the 35H Public Key or X.509 Certificate in the box belaw.

1

1

1

I
y
]
ol
=
=
i
el
2]
=i
i
(5]

|

1

I

1
>

MIICrDCCARmgAWIBAGIQWCVovAvkQINLExheceUelkjAJEgUrDgMCHQUAMGexCz0J
BgNVBAYTAIVIMQ=wCQYDVOOIEWwJOWIEUMBIGRAIUEBXMLR2 FyZGVuIENpdHEkxCZAT
BgNVEBA=sTAlFEMQ4wDAYDVQOKEWVUSUJDT zEYMEYGAIUEA®MPVEQOOLURDU11TVEVN
MTc4MB4XDTERMDMwMT AOMDAWMEFoXDTE yMDMWwMT AOMDAWMFowE JEQMA4GRIUE M
dHVze AWM jCBnzANEBEgkghki GOwiBAQEFAACE j QAwgYkCgYEAYEvS4X 2 xtvmB2dNy
ZMDdRP3HI1wHWwobVEDWEYRZVauXFkOivC4NnWNoCn9iHgF 31 J+cvcA450Q9cotELy =
PE/ZglC3qUIl/65u4Z/gqv+InbsSoHGEypltirmRocPSMZgasMvOkPSTXOvTIr200
87 3k6dNZpIvixmdVnuiMwY xSl cCAWEARa OBt TCEBs JATEgNVHSUEDDAKBygrBEgEF
BRcDATCEngYDVROBBIGSMIGPgECEwL /dDYEArMjoag2 TnNo4oWkwZzELMAKGAITUE
BhMCVVM=CzAJEgNVEBAGTAK S ZMROWEGY DVROHEWwtHY X JkZW4gR210eTELMAKGAITUE
CxMCUUEXD] AMBgNVBLoTBVRIQENPMEQwEgYDVRODEWSNT TQLRENTWVNURUOXN=Z1iC
EJDRQgeeR=s6BRRaDbskm2 HMwC QY FEw4DAhOFARCEgQEvSNTIRG1ET=YFakLjOVvs
DnREgi=siQGDS2FMbx6RY T SAgT ydSVEGS54VHgENrugOXb+NCHZPo0dZUG00S2Hvr
QZFydE8v2WnpEGhb43uTTR=gWCE4uxMcMagYOJsFIEIFT7Fn3 jSR1xLxEoMTE=3X3nh w

6) Verify the key/certificate information and click on the Continue button again.

A Back to Top
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9 Example MFT FTP Server Transfer

These examples show the Client File Name, the Server File Name and the Virtual Alias
parameters that are set in a transfer definition from MFT Internet Server and how they are
resolved during an FTP transaction.

Let's assume that there is a directory called “c:\test1” (Client File Name) on the client’s side
containing files filel.txt and file2.txt. The client will perform an FTP Upload (put) and an FTP
Download (get) to and from the MFT FTP Server on 192.168.222.222. There is a directory called
“c:\test2” on the MFT Internet Server (Server File Name) that contains files file3.txt and file4.txt.
The transfer will be done using a userid of “userl”.

Two Transfer Definitions should be created for “userl” in order to perform these FTP
transactions, one for Upload and one for Download. As stated earlier, both files should point to
the same “c:\test2” directory on the Server side where the files will be transferred to and from.
Also, this directory must be assigned the same Virtual Alias parameter value in both the Upload
and the Download File Definitions. For this example, the Virtual Alias will be “/FtpFiles”.

Stepl.
User “userl” performs an FTP login from the client side “c:\test1” directory onto MFT FTP
Server on 192.168.222.222. He will see the “Welcome!” message configured on the MFT
Server.

C:\testl>ftp 192.168.222.222

Connected to 192.168.222.222.

220-TIBCl MFT FTP Server (v. 7.2.1)

220 This is the MFT Server 7.2.1 on 192.168.222.222 Welcome!
User (192.168.222.222:(none)): userl

331 Password required for userl

230 Logon OK. Proceed.

Step 2.
User “userl” is able to see the list of files available for the Upload and Download

transactions according to File Definitions:

ftp> dir

drwx------ userll userl 0 Oct 13 09:56 FtpFiles
d-wx------ userll wuserl 0 Oct 13 09:56 F41310000001
dr-x------ userll userl 0 Oct 13 09:56 F41310000002

“FTPFiles” directory is a Virtual Alias parameter value which corresponds to the “c:\test2”
Server directory.

Note: Files named F41380000001 and F41380000002 are examples of an error condition.
They are shown here as an example of what the user may see when no Virtual Alias
parameter is configured in the transfer defintion. They are the actual File IDs which user
“userl” will see if no Virtual Alias parameter was configured for Upload (F41380000001)
or Download (F41380000002) file definitions. We will use the correct configuration:
“FtpFiles” for our example of the FTP transaction flow.

Step 3.
User “userl” performs a listing of the /FtpFiles directory in order to see the files available

for transfer:

ftp> cd FtpFiles

ftp> dir
150 Opening data connection for file list.
—FWX-——-—-- userll userl 79005 Apr 15 14:25 file3.txt
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| -rwx--—---- userll userl 702188 Apr 15 14:42 file4.txt |

Step 4.
User “userl” performs an Upload (put) of the file filel.txt from his current c:\testl directory
on the client side to the /FtpFiles directory on the Server side and then checks that the file
was uploaded by listing the /FtpFile directory again:

ftp> put Filel. txt

200 PORT command successful.

150 Opening data connection for FtpFiles

226 Transfer successful. AuditlD=A41310000001

ftp: 40705 bytes sent in 0.00Seconds 40705000.00Kbytes/sec.

ftp> dir

—-rWX--——--— userll wuserl 40705 Apr 13 09:57 filel.txt
—-rWX-—-——-— userll userl 79005 Apr 15 14:25 file3.txt
—-rWX-—-——-— userll userl 702188 Apr 15 14:42 filed.txt

Step 5.
User “userl” performs Download (get) of the file3.txt down to the client side:

ftp> get File3.txt

150 Opening data connection for file file3.txt (79005)
226 Transfer successful. AuditlD=A41310000002

ftp: 79005 bytes received in 0.88Seconds 90.29Kbytes/sec.

A Back to Top
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10 Setting up MFT FTPS Transfers

MFT Internet Server provides an internal FTP server that can be configured and used to perform
FTPS transfers.

Step 1: Create an FTP System Key

All FTPS servers have a Key/Certificate pair. MFT can create the key pair for you or you may
import existing keys. For our example, we will generate a new key pair for our MFT FTP Server
to use as the default key pair.

Navigate to Administration > Keys > FTP System Keys > Create FTP Key. Fill in the following
fields to create your key:

1) Description: Give the key a descriptive name using this field.

2) Password: Give this key a password and confirm it.

3) You can accept the default Expiration Date and Key Size or edit them if you wish.
4) Check on the Set as Default box.

5) Add a Common Name under the Distinguished Name section.

6) Fill in the rest of the Distinguished Name section if desired.

7) Click on the Create Key button when you are done.

Create FTP System Key
Create Key |

FTP System Key

Aeddis) with "™ are required for FTE Sysiterm ey,

*Diescription: |

*Passwaord: | *Confirm Password:
*Expiration Date: Im IE Im

*Key Size: m

Signing &lgarithm: Im

Set as Default Key: [0

Distinguished Name:

* Carinon Narme: |

crganization Lt

|
Qrganization: |
Locabs: |

State: I Country: I
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Step 2: Configure the FTP Server

Now navigate to Administration > Transfer Servers > FTP Server > Configure FTP Server.
Expand the FTP Server Settings windows for your MFT FTP server.

Configure FTP Server

[ElRemote Server Settings - SYSTEM178

Yes v

21
990

ey Use Default v

#*#**Y¥our defined default connection Banner**=*

a
C

QB
®

Configure the following:

1) By default the server is not enabled. Change the Enabled field to read Yes.

2) By default the IP Port is set to 21, change this port if desired.

3) By default the SSL Port is disabled, change the port to 990 or desired port.

4) By default the FTP System key will be the FTP System Key you created in the first step.
You may enter more keys to the MFT System and you would choose the key pair you
want to use by clicking on the appropriate one from the drop down menu. For our
example we are using the default key.

5) (Optional) Add a Welcome Message that users can see when they connect to the server.

6) By default the Clear Command Channel is set to No. Set to Yes if required by the
network administrators.

7) By default, the FTP server will accept both FTP and FTPS connections. Set SSL Only
Connections to Yes if only FTPS connections should be accepted.

8) By default, the Use External IP Address is set to No. Set to Yes if required by the
network administrators.

9) Click the Update button when you are done.

Note: Any changes made to the FTP Server Configurations page requires a restart of the service.
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Step 3: Start the MFT FTP Server

Now that we have created our FTP System Key and configured our FTP server’s settings we can
start the server. Navigate to Administration > Transfer Servers > FTP Server > FTP Server

Status. Click the Start Server button.

Step 4: Configure Global FTP Server Settings

By default the FTPS server is configured to use any available high port. Network administrators
may require the FTPS server be restricted to a range of ports. Additionally, the MFT FTP Server
is configured to perform Password Only authentication. Some environments may want to change
this to Certificate Only authentication or use both. Navigate to Administration > System
Configuration and expand the Global FTP Settings windows to make any changes required for

your environment.

[=] Global FTP Settings

Lirnit Local Ports:

C ves @ o

Starting Port: W

Mumber of Ports to Use: 100

FTP Client Authentication Method: | Password Only =
Sllow Users to add FTR Keys: & e O po

Initial Status of FTP Keys Added by Users: & Epabled © Disabled

Ernail Recipients when User Adds FTP Key: |

Ernail Template when User Adds FTP Key: |

Update |

Field

Description

Limit Local Ports

If you want to restrict the FTPS server to a
range of high ports, set to Yes.

Starting Port

Set the starting port number range. E.g. 40000

Number of Ports to Use

Set the port range. E.g. Number Ports = 100,
sets the range 40000-40099.

FTP Client Authentication Method

Set the authentication method to be used for the
MFT FTP server. Values: Password Only,
Certificate Only, Certificate and Password.

Allow Users to Add FTP Keys

If you want to allow a user to add their own FTP
public keys to the MFT database set this to Yes.
(Users can add their FTP public keys through
the Thin Client.)

Initial Status of FTP Keys Added by Users

When a user adds their own FTP public key do
you want that key to be enabled or disabled

Email Recipients when User Adds FTP Key

Enter the email address(es) to be used for an
email to be sent to when a user has added a
new FTP Public Key to the MFT database.
Separate multiple email addresses with a
comma.
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Email Template when User Adds FTP Key The email template that will be used when
sending out notification to the email recipient in
the field above. The default email template can
be found in the <WEB_Server>\cfcc\email-
templates\email-ftp-key-notification-
template.xml

A Back to Top
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11 Using a Local Translation Table

By default MFT Internet Server comes with two internal tables to convert ASCII to EBCDIC
and vice versa. These two translation tables are used for transfers between a mainframe and
Windows or UNIX platforms. There are times when the default translation table is not exactly
what is needed. An administrator can define a new translation table to be used by the Local
MFT Internet Server install. A customized translation table can be used for these instances.

The example below will alter the text JSY contained in a file to read CAT on the remote z/OS
system.

Step 1 Create a Custom Translation Table

From the directory <MFTIS_Install>/server/webapps/<context>/translate make a copy of the
Comtblg.cp037 and paste into an empty directory on the MFT Internet Server web server
rename it to LTABLE.dat. This file contains the table below which converts data between the
ASCII and EBCDIC and EBCDIC to ASCII character sets:

000102033 72D2E2F16050A0B0CODOEQF —
1011121553C3D322616193F27221D351F

405A7F7ESEGCS07D4DEDSCAEGEGO4ER1

FOF1FZF3F4FS5F6F7FEFOTASE4CTEGEEGF

TCC1C2C3C4C5CECTCaCOD1D2D3D4DEDE

D7DEDOEZESE4ESESETESESEAEOEEEOGD

7O9515253848556578889919293949596 ASCILERCDIC
0705090A2Z A3 A4 AGAGATASAOCO4FDOALIOT notion of the

9F000000000000000000000000000000 translation table
00000000000000000000000000000000
41334AF100E2 6AE5EDE49ASASFCAAFEC
O08FEAFABEALOESE39DD ASESEETESED AR
465626663 672ERE 74717273 78757677
ACEOEDEEEEEFECEFSOFDFEFEFCADAESD
4445424543479C45545152 53558555657
SC49CDCECECFCCELTODDDEDEDCSDSEDF —
O0ZEZEZEZEZEZEZEZEZEOAZEZEODZEZE —
zEZEZEZFEZE0LZEZEZEZEZEZEZEZEZEZE
ZEZEZEZEZEZEZEZEZEZEZEZEZEZEZEZE
ZEZEZEZEZEZEZEZEZEZEZEZEZEZEZEZE
ZOADEZE4EQNE1ESESETF1AZ2E3CZ82ETC
Z6E9EAEBESEDEEEFECDFZ 1242 AZ93BAC
ZD2FC2C4COC1C3C5C7D1AGZC2E55F3ESF EBCDIC-ASCI
FBCOCACBCEBCDCECFCCA03AZ340273D22 portion of the

DE616Z63646566676869ABEEFOFDFEEL translation table
BOGAGEGCEDEESFTO7172Z AABAEGESCEED
BES7E737475767778727LL1EFDODDDELE
SEA3ASETADATESECEDEESESDAF ASE4DT
7E414243444546474549ADF4F6F2F3F5
7D4A4E4C4D4E4F505152E9FEFCFQFAFF
SCF75354555657558595AB2 D40 FDED5D5
30313233343536373839B3DEDCDODAZE —
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To make better sense of the table above we have placed it in an Excel Spreadsheet below

for demonstration purposes only:

01

2 3 4 5 6 7 8B 9 A B C D E F

oo o1
1011
40 54
FOF1
JCC1
D7 D
7981
97 98
9F 00
oo ao
41 Ah
90 8F
B4 65
AC B9
44 45

02 03
12 13
‘F7E
F2 F3
C2C3
D3 EZ
82 83
99 A2
0o oo
oo ao
44 Bl
Ei Fa
B2 BE
ED EE
42 46

a7 2D ZE
3acC 3D 32
5B BC 50
F4 FS Fe
C4 C5 Ck
E3 E4 EE
24 B85 86
43 A4 AL
0o oo oo oo
00 oo oo on
00 B2 g4 BS
BE A0 Bt B3
B3 67 9k B8
EE EF EC BF
43 47 9C 45

2F
2h
7D
F?
c7
E&
87
Y

16 05 04 OB
13 19 3F 27
4D 5D 5C 4E
Fg F9 74 5E
C8 C9 D1 D2
E? E8 E9 AD
88 89 91 32
A7 AR A9 CO
oo oo oo oo
00 oo oo oa
ED B4 24 34
9D D& 9B BE
471 72 73
80 FD FE FE
54 51 5&2 53

oc 0D 0OE OF
22 1D 35 1F
B 60 4B 61
4C 7E BE EF
D3 D4 DS De
E0 ED 5F &D
93 94 95 96
64 DO A1 07
oo oo oo oo
a0 oo oo oo
SF CA AF BC
B7? B8 B9 AB
28 7576 YV
FC AD AE 519
58 55 56 57

L T e O R A o T S S Y SOUY T O  S

SC49 CDCECECF CC E1 70 DD DE DE DC 58D 8E DF

Since we are going from an ASCII system (Windows) to an EBCDIC system (z/OS) you will
be looking up the EBCDIC character for each ASCII character and replacing it with the
EBCDIC character we want.

The ASCII value for J is 4A so you will go to the chart above and locate 4 going down and

slide your finger to the right until you are in the A column. You will see the EBCDIC value

D1 for J. We want this to translate to a C so you will replace the D1 with C3 which is the

EBCDIC value for C. Do the same to have S translate to A and Y to T. Then save this file.
Step 2 Create a text file.

Create a text file containing capital JSY on your windows platform and save it to be
transferred later.

Step 3 Create an Upload File Definition

Navigate to Transfers > Add Transfer and fill in the Required Transfer Information section
with the information below:

1) Client File Name: Type in the path of a file you created in Step 2.

2) Server File Name: Set the file name for the file that will be created on z/OS.

3) Directory Transfer: Select No.

4) Description: Add a short description.

5) Authorized User Id: Choose the user id from the drop down lists that will be used to
make this file transfer.

6) Server Name: This is set to T390 representing our z/OS system.

7) Transfer Direction: Select Upload to Server.

8) Client Protocols Allowed: Set to ALL. (Translation tables will only be used with HTTP
protocol.)

9) Department: If you have a department for this transfer to be assigned set it here if not
leave it blank.
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10) Expand the section named Additional Transfer Properties

11) Change Data Type to Text.

12) Type in the path to your translation table you created in Step 1.
13) When you are done click on the Add button.

Example Upload File Definition

| Required Transfer Information |

Client File Mame: |c:\uutgning\textﬂ|e.t}{t |

Server Fils Name: |Z0S FILE1.TEXTFILE | Fils Token List

Directory Transfer: O Yes @ No

Description: |Lucal Translation Test |

authorized User 1d: [(Mote! Select an authorized
user i andlor authorzed

Authorized Group Id: | ~ | groun id)

Server Name: ||39|:| V.|

Transfer direction; ® upload to Server O Download to Client O Both

Client Protocols Allowed:

Department:

Wirtual alias: | |

| [=] Additional Transfer Properties
Transfer description

Process Name:

|

User Data:

Data Properties

soe v Om

Write Mode:

Data Type: ® Text O Binary

CALF O ves @ o QO Line Fead Only

Remove Trailing Spaces: -
Local Translation Table:  |e\LocalTranslationTabl

Remote Translation
Table:

|

Now log in to the Thin Client with your MFT user id, in our case we used tusr001, and click
on the Upload button. Your file written to the mainframe should contain the letters CAT and
not JSY.

A Back to Top
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12 File Token Examples

MFT supports the use of file tokens in the MFT Internet Server transfer definition field
called Server File Name. When a token is used it is translated to generate a new file name
when it is written.

Below are examples of our most popular file tokens in use based on the following client file

name:

C:\dir1\dir2\dir3\clientfile.txt

Server File Name
C:\dird\#(ClientFileName)
C:\serverfile.#(Date)
C:\serverfile.#(Datel)
C:\serverfile.#(Date2)
C:\serverfile.#(Date3)
C:\#(D021)\serverfile.txt
C:\#(D02)\serverfile.txt
C:\#(DIR)\serverfile.txt
#(DRIVE):\dird\serverfile.txt
#(FILE)
C:\#(HDIR)\serverfile.txt
C:\dird\#(HLQ).doc
C:\serverfile.#(JDate)
C:\dird\serverfile. #(LLQ)
C:\#(LocalUserld)\serverfile.txt
W:\#(NODRIVE)
C:\#(NOHDIR)\serverfile.txt
C:\#(NOSDIR)\serverfile.txt
C:\#(Q01)\serverfile.txt
C:\#(Q02)\serverfile.txt
C:\#(RDIR)\#(ClientFileName).#(Time)
C:\#(RFILE)
C:\#(SDIR)\serverfile.txt
C:\serverfile #(Time)
C:\serverfile.#(Timel)
C:\serverfile.#(Time2)

C:\sales.#(TransactionNumber).txt

A Back to Top

Resolved Server File Name
C:\dir4\clientfile.txt
C:\serverfile.20081231
C:\serverfile.081231
C:\serverfile.123108
C:\serverfile.311208
C:\dirl\serverfile.txt
C:\dir2\serverfile.txt
C:\dir1\dir2\dir3\serverfile.txt
C:\dird\serverfile.txt
C:\dirl\dir2\dir3\clientfile.ext
C:\dirl\serverfile.txt
C:\dir4\clientfile.doc
C:\serverfile.2008182
C:\dird\serverfile.txt
C:\jdoe\serverfile.txt
W:\dirl\dir2\dir3\clientfile.txt
C:\dir2\dir3\serverfile.txt
C:\dirl\dir2\serverfile.txt
C:\dir3\serverfile.txt
C:\dir2\serverfile.txt
C:\dir5\success\clientfile.txt.245959999
C:\dir5\success\clientfile.txt
C:\dir3\serverfile.txt
C:\serverfile.245959999
C:\serverfile.245959
C:\serverfile.2459599
C:\sales.IA30800003.txt
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13 Using Post Processing to Delete/Rename
a file on an FTP/SSH Server

In the Add Transfer Definition section of this guide we discuss setting up a file transfer definition
to the system. In this example we take that further and show you how to add a Post Processing
Action (PPA) to either rename or delete a file when performing a proxy to an FTP/SSH server.

For this example, let's say you want to send a file to an FTP server and upon the transfer
completing you want to rename that file. We can do this by defining the following command in
the Post Processing Action section of the file transfer definition:

Flag: & suceess O Failure
Type: Ocaltegy @ commanc Qcatvce OsuemMiT
Data: Eﬁ_e_p_gme %LFILE /rpfarchive/%FILE. % GDATEC % TIME FPA Taken List

Note: You can find a list of the all the available local PPA tokens that MFT Internet Server

supports by clicking on the EPA Token List jink on the Add Transfer or Update Transfer pages
after expanding the Post Processing Actions window.

Along with the Rename command you can also perform a Delete using the following format:
Delete %LFILE

The PPA Data “Delete” and “Rename” commands can be used in the following formats:
Delete file

Rename filel file2

FUSUTIL D file

FUSUTIL Delete file

FUSUTIL R filel file2
FUSUTIL Rename filel file2

A Back to Top
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14 Sending Datato a JMS Queue

The following example demonstrates how to send data to a JMS Queue through Platform Server
Command Line Interface. It requires both MFT Command Center and MFT Internet Server to be
installed and sharing the same database and MFT Platform Server for Windows installed. It
assumes the JMS Service has been configured and started in MFT Command Center and a JMS
gueue named, MFT.Queuel, has been created on JMS.

Step 1: Add Server Definition of Server Type JMS
Navigate to Servers > Add Servers
Fill in the required fields as shown below:

1) Server Name: This can be any name

2) IP address: Type the address 127.0.0.1. Note: This is a required field but is ignored
for IMS since the JMS connectivity information is defined in the Configure JMS
Service web page.

3) Server Type: Set to IMS

Step 2: Add Server Definition of Server Type Internet Server
Navigate to Servers > Add Servers
Fill in the required fields as shown below:

1) Server Name: This can be any name

2) IP address: Type the address of the Internet Server.

3) IP Port: Type the port the Internet Server is listening on. This is typically secure port
443

4) Server Type: Set to Internet Server

Scroll Down and expand the Internet Server Options box and set the context name being
used by the Internet Server. If you are unsure this information can be found under the
System Configurations menu in the Remote Settings for the Internet Server installed.

Step 3: Add Transfer Definition

Navigate to Transfers > Add Transfers

Fill in the required fields in the sections as shown below:
Required Transfer Information

1) Client File Name: This can be anything.

2) Server File Name: Set this field to MFT.Queuel. Note: If you want to make this dynamic
you can use the #(FileName) token.

3) Directory Transfer: Select No.

4) Description: Add a short description.

5) Authorized User Id: Choose the user id from the drop down list that will be used to make
this file transfer. Note: The user must have TransferRight assigned to his user account.

6) Server Name: Select the JMS server defined in step 1.

7) Transfer Direction: Select Upload to Server.
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8) Client Protocols Allowed: Set to ALL

9) Department: If you have a department for this transfer to be assigned set it here if not
leave it blank.

10) Virtual Alias: Add the alias that the client will use for transfers. In this example use
JMSUP.

Additional Transfer Properties (expand this section)

11) Data Type: Set this value to Text. This tells the system to write Text data to JMS
(Queues used by the BW Interface require Text data). Binary tells the system to write
Byte data to JMS

12) CRLF: Tells the system how to handle record delimiter

No All data will be written to JMS as a single message.
Yes Data will be split into individual IMS Messages when CRLF is found
LF Data will be split into individual IMS Messages when LF is found

JMS Properties (expand this section)

13) Input Selector: Ignored for upload requests.

14) Output IMSType Property: Set to IMSUpload. Defines the JMS Type Output Property
that is written when the file is sent to the JMS queue.

15) Max Message Size: Specify a maximum message size. (1K-999K, 1M-10M: default=1M).
When a message exceeds this size it will be broken up into multiple messages.

16) When you are done click on the Add button.

Step 4: Send data from client to the JMS Queue

Open the Command Prompt and navigate to the Platform Server's Command Line Interface.
Below is a command using the settings above to send the file to JIMS:

ftmscmd /send ffile /destination:10.97.142.154 /port=46464 /remoteuserid=jmsuser
/remotepassword=pwd c:\outgoing\testfile.txt IMSUP/MFT.Queuel

Note: Due to the transfer definition parameter, Client Protocols Allowed, being set to ALL this

upload can also be performed by an FTP Client, an SSH Client, the Thin Client, and the Desktop
Client if configured.

A Back to Top
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15 Receiving Data from a JMS Queue

The following example demonstrates how to receive data from a JMS Queue. This
example assumes the JMS Service in Command Center has been configured and is started
(refer to the Command Center User Guide for more information). It also assumes a JMS
gueue named “MFT.Queuel has been created in JMS.

Note: Sending data to a JMS Queue requires both MFT Command Center and Internet
Server.

Step 1: Add Server Type JMS
Navigate to Servers > Add Servers
Fill in the required fields as shown below:

1) Server Name: This can be any name

2) IP address: This is a required field for Add Server. The field is ignored for JMS since
the JMS connectivity information is defined by the Command Center.

3) Server Type: Must be JIMS

Step 2: Add Transfer definition
Navigate to Transfers > Add Transfers
Fill in the required fields in the sections as shown below:
Required Transfer Information

1) Client File Name: This can be anything.

2) Server File Name: Set this field to the name of the queue you want to write. If you want
to make this dynamic you can use the #(FileName) token. In this example enter
MFT.Queuel.

3) Directory Transfer: Select No. Downloads require transfers to be file transfer not
directory.

4) Description: Add a short description.

5) Authorized User Id: Choose the user id from the drop down lists that will be used to
make this file transfer. The user must have transfer right.

6) Server Name: Select the JMS server defined in step 1.

7) Transfer Direction: Select Download to Client.

8) Client Protocols Allowed: Set to ALL

9) Department: If you have a department for this transfer to be assigned set it here if not
leave it blank.

10) Virtual Alias: Add the alias that the client will use for transfers. In this example use
JMSDOWN.

Additional Transfer Properties (expand this section)

11) Data Type: This field is ignored when reading from a JMS queue.
12) CRLF: Tells the system how to handle record delimiter

No All messages will be read from JMS and written as a single record
Yes CRLF delimiters will be added at the end of each JMS message read
LF LF delimiters will be added at the end of each JMS message read
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JMS Properties (expand this section)

13) Input Selector: Filters data when reading a JMS Queue. Default is to read all data in a
queue.

14) Output JIMSType Property: This parameter is ignored on download requests and can be
left blank.

15) Output Property: This parameter is ignored on download requests and can be left blank.

16) Max Message Size: This field is ignored on a download.

17) When you are done click on the Add button.

Step 3: Receive data from the JMS Queue to a client
Go to the client from which the data will be sent. The following example assumes a JMS
Queue “MFT.Queuel” has been defined in IMS. FTP Command Line is the client in this

example; however any client could be used.

FTP to the MFT Internet Server and authenticate with the JIMSuser credentials
get /JIMSDOWN/MFT.Queuel c:\test.txt

A Back to Top
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16 Installing the Internet Server’s Thin Client

MFT provides several mediums to conduct file transfers with. One of these is the Internet Server’s
web browser client called the Thin Client. The client allows you to transfer files through your
browser. The client requires Sun’s Java plug-in to be installed.

6.1 Sun Java Plug-in (required by Thin Client)

The Sun Java plug-in, version 1.6.0_xx, must be downloaded and installed for a Transfer User to
execute Internet Server Transfers. The Internet Server Transfer client is designed to download
the Sun Java plug-in the first time the end-user executes the screen.
Optionally:
The Java plug-in can be downloaded from the Sun web page (http://java.sun.com) and
select J2SE v 1.6.0_ xx. Make sure the client has authority to download and install the
Java plug-in.
Access the Java plug-in using the web page provided with MFT Command Center.
(https://[DNS_HostName]:[httpsPort]/cfcc/control?view=download/setup.jsp) Make sure
the client has authority to download and install the Java plug-in

6.2 Disable Caching

After downloading the Java plug-in, TIBCO suggests that you disable caching.
In Windows:

Go to the Control Panel and double click on the Java plug-in icon. Select the General tab and
click the Settings button in the Temporary Internet Files Frame. On the Temporary Files Settings
window, uncheck the Keep temporary files on my computer checkbox and click OK. Click OK
again to close the Java Control Panel.

Once you have the Java plug-in installed and disabled caching the following URL can be used to
login and use the Thin Client (to conduct transfers with this client a transfer definition needs to be
defined, see Section 5 for more details):

https://[[DNS_HostName]:[httpsPort]/cfcc/control?view=view/filetransfer/thin/start.jsp

A Back to Top
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17 Using the Thin Client

A user logs on to the Thin Client and a screen similar to the one below will be displayed. At the
top of the screen are icons labeled Transfers, History, Change Password, Keys and Help. The
Thin Client will display a list of the transfers for the logged on user by default.

Icons:
Transfers: refreshes the list of File Transfers that are ready for the user to execute.

History: displays the most recent file transfers that have been executed by this user.
Change Password: allows the user to change the MFT Command Center password.

Keys: displays the default PGP, SSH, and FTP system keys for MFT and allows users to add
their own keys.

Help: provides some general help information about the file transfer screens.
The “Refresh” button refreshes the data in the screen that you are in. If you are in the Transfers

screen, it will refresh the list of transfers. If you are in the History screen, it refreshes the list of
completed transfers.

Transfers ELITD

- Directaries/files need to be selected before the transfer can be completed.

- all files will be downloaded by default,

Srnall Fils to GFT [eactoutgaingtins ot | Disowse | I

Sl Fils to T390 [e:efoutgoingiis b | Diprowse | T |
Large File to T350 [ccoutgoingizsamsFile.exe | Cibrowse | [ |
CFI AS2 to nSoft |c:‘tcf0utg0ing1tips.bct || [y Browse | @ |
FGP Encrypted Small File Upload to *LOCAL  |c)gnupptPGPSingleFile. gpg | Diprowse | FIF |
Text Fils that is PGP encrypted To CFI [cagnupoisetuplog st | Disrowse | ¥ |
Large file from LINUX [eefincomingiLit 44LargeFile | Diprowse |

Dirsctory Upload to nsoft [Browse | slBrowse | FETTTT
I8 CFP b0 CFI [e:eroutgoingiios ot | Diprowse | R T
Dirsctory download from CFI [Browse | EBrowse |

Dirsctory Upload ta CFI [Browse | merowse | ERTTT

Description

Description Additional information about the transfer, defined by the MFT Command Center
Administrator.
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Field Description

Local File Upload:

Name Local File Name displayed should be the same as the file name and location on
your computer. If this is not correct, click Browse to search for the correct file to
upload.

Download:

Local File Name is the name that the file will have when it is downloaded and
saved to your computer.
0 The white file icon indicates you are to transfer a single file.

To upload a file, enter the file’s path and name, or click Browse to select the file
from the Network.
Press Upload under to begin transfer.

To Download a file, click Browse and choose the location to save the file, if
different from the path and file name displayed.

Press Download to begin transfer.

The red Folder icon indicates that you are able to transfer all files in a Directory.

Click Browse to search for Directories.

You may select a single file, or click on “Select All" to transfer all files in a
directory.

Press Upload to start file transfer.

To Download files from the source directory, click Browse. The left side displays
the directories available for download.

The right side of the panel shows the files available on the MFT Command Center
Server. Server file names cannot be changed. You may choose particular files or
click Select All button to select all the files listed.

Press Download under to start file transfer.

A green Browse folder icon indicates a directory Download that may have been
configured with a default download location where all available files will be
transferred. The default location is specified in the Local File Name column
located left of the Browse button. If you want to change the predefined location
simply click on the Browse button to select a new location or click inside the Local
File Name box and type in a location.

Click to Click to start file transfer. The button will show either Upload or Download.
Transfer Upload to send the file

Download to receive a file.
Execute all Click this button to process (upload/download) all Transfers displayed on the
Transfers screen
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History

7.1 History

Click on History to view a record of the most recent transfers processed under your account.

Field Description

Audit ID A unique identifier for this audit record generated by the MFT Command
Center system.

Status Transfer success or failure.

Local File Name The name of the file that was transferred.

Description Additional information about the transfer, defined by the MFT Command

Center Administrator.

Direction of Transfer

Upload or Download.

Transfer Date

Date of transfer.

Bytes Transferred

The number of bytes transferred.

7.2 Change Password

Click on Change Password to change your password, as warranted.
End-users can change only their own passwords.

7.3 Keys

Click on Keys to retrieve the system keys used for PGP, SSH and FTP. Users can also upload
their own keys that can be used for PGP encryption, and SSH and FTP authentication.

7.4 Help

Help provides some general help information about the file transfer screens.

A Back to Top
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18 Installing the Desktop Client

MFT Internet Server comes with the new MFT Desktop Client ClickOnce application. By utilizing
the Microsoft ClickOnce technology within our MFT Desktop Client it enables users to install,
update and run the MFT Desktop Client with minimal user interaction and no Administrator
requirements. The Desktop Client ClickOnce application requires some customization steps to be
performed before making it available to end users to download and install. Windows SDK is
required for the customization process. Please refer to the MFT Internet Server Installation Guide,
for detailed instructions to customize this application for you environment.

Once you have installed the customized Desktop Client it is ready for end users to connect to the
system and download it to install on their systems. There are two types of installations offered. The
first is a full install offered where the end user would install the Desktop Client program on to their
desktop. The other is a cached install where the Desktop Client would be initiated each time from the
end user’s browser. The end user must choose the one that will work best for their environment.

8.1 Desktop Client Program Install

To connect and have the MFT Desktop Client program installed on an end user’s desktop we have a
full URL as well as a shortcut that can be used. Below is the format of the full URL:

https://[[DNS_HostName]:[httpsPort]/[context]/client/install.html

The shortcut URL that an end user can use to connect and install the MFT Desktop Client is as
follows:

https://[[DNS_HostName]:[httpsPort]/desktop-install

Note: When using the shortcut URL and an Internet Explorer 7, 8, or 9 browsers the end user must
enable “Automatic prompting for file downloads” by opening the Internet Options window and clicking
on the Security tab. Click to highlight the Internet zone to edit. Then on the same panel click Custom
level button. The Security Settings — Internet Zone window will open. Scroll down until you see
“Automatic prompting for file downloads” and set it to Enable. Click the OK button. Then click the
Apply or OK button again and refresh your screen.

The following MFT Desktop Client install web page will be displayed:

TIBCO Software Inc.

MFT Desktop Client

VYersion: 7.1.1.38

To download and install the MFT Desktop Client click the Install button.

Install

Click on the Install button to have the MFT Desktop Client download and install on the end user’'s
desktop.

The TIBCO MFT Desktop Client License Agreement window will be displayed next. Click on the
Accept button.

When the download and install has completed the end user will be presented with the following
Welcome window to enter their userid and password to login with:
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Welcome to MFT NET Client

If wou are sesing this popup, a new Deskiop Client has been
installed for zending and receiving files. Pleasze enter pour
login credentialz in the fields below to complete the
installation.

User [D: !|

Pagsword !

QK I Cancel |

If the end user does not want to login at this time they can click on the Cancel button and try again
later by clicking on their Start menu and navigating to Start > Programs > MFT Desktop Client.

8.2 Browser Based Desktop Client Install

Just like the MFT Desktop Client program install the cached version of the MFT Desktop Client can be
installed by using either a full URL or a shortcut. Below is the format of the full URL:

https://[[DNS_HostName]:[httpsPort]/[context]/client/cache.html

The shortcut URL that an end user can use to connect and install the MFT Desktop Client is as
follows:

https://[[DNS_HostName]:[httpsPort]/desktop

Note: When using the shortcut URL and an Internet Explorer 7, 8, or 9 browsers the end user must
enable “Automatic prompting for file downloads” by opening the Internet Options window and clicking
on the Security tab. Click to highlight the Internet zone to edit. Then on the same panel click Custom
level button. The Security Settings — Internet Zone window will open. Scroll down until you see
“Automatic prompting for file downloads” and set it to Enable. Click the OK button. Then click the
Apply or OK button again and refresh your screen.

A Back to Top
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19 Setting up AS2 Connections with Trading
Partners

Step 1: MFT AS2 Server Configurations

Navigate to Management > System Servers > AS2 Server > Configure AS2 Server. Expand
the AS2 Server Settings windows for your MFT AS2 server. Configure the following:

1) By default the server is not enabled. Change the Enabled field to read Yes.

2) Both the Receive URL and Async Response URL need to be edited.

a. In both fields edit “yourserver” to read your server name.

b. Change “port” to your web server’'s non-ssl port number. Most commonly used
port numbers for this are 8080 for Tomcat, and 9080 for WebSphere. Your
environment may be configured differently. Check with your web administrator.

3) If your AS2 server protocol requires a Proxy server you will need to configure the Proxy
Information section. (This is rarely used.)

4) Define the Local AS2 ID. This will become your default AS2 ID. Note: You can define
another Local AS2 ID in the Server definition if needed. The Server definition will override
what is configured in this field.

5) Click on the Update button when you are finished to save the changes.

Step 2: Create an AS2 System Key

Navigate to Management > Keys > AS2 System Keys > Create AS2 Key. Fill in the following
fields to create your key:

1) Description: Give it a descriptive name using this field.

2) Password: give this key a password and confirm it.

3) You can accept the default Expiration Date and Key Size or edit them if you wish.
4) Check on the Set as Default box.

5) Add a Common Name under the Key Distinguished Name section.

6) Fill in the rest of the Key Distinguished Name section if desired.

7) Click on the Create Key button when you are done.

Below is an example:

AS2 System Key

Fields) with ™ are required for A52 System Key,

*Description: IMFTASZSystemKey |
*Passwoard: sssssene l *confirm Password: Er""""

*Expiration Date: | September v|[13 v|[2015 +/|
*Kay Size: I‘IDQA- \T!

Set as Default Key: []

Distinguished Name:

*Common tame: | WW4-5YSTEMZ1

Crganization Lnit : Hurnan Resources

Crganization: ITIBCO

State! l\l\f i Country: E_US__:

Locals: |Garden City
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Now Navigate to Management > Keys > AS2 System Keys > Manage AS2 Keys and click on
the one you created above to see the AS2 Public Certificate you will copy to send to your Trading
Partner in Step 4.

Step 3: Creating a MFT User ID for AS2 Incoming requests

Each Trading Partner can have an AS2 user id that will be associated with their AS2 incoming
requests.

Navigate to Users > Add User to create the new user. You must set this user’s Client Protocols
in the Optional User Properties section to AS2, (Setting the Client Protocols to All does NOT
include AS?2). If you need help creating a user id go to section Add User from the MET Command
Center User Guide. This user id will be used in Step 5 when you create an AS2 Server in this
example. If you don't create the user id now you will have an opportunity later in Step 5 using the
Create User for Incoming AS2 Requests link from the Server definition.

Step 4: Exchanging AS2 Server communications data with AS2 Trading Partners

Now you have to exchange information with your AS2 Trading Partner that you will be
communicating with. Below is both the information you need to obtain from your Trading Partner
and information that you will give to your Trading Partner:

Information you need from your Trading Partner:
1) Their Partner AS2 ID (AS2 Identifier)
2) Their AS2 URL.
3) Their Public Encryption Certificate and/or their Signing Certificate in a Base64 format. (In
most cases you only need the Encryption Public Certificate.)

Information you will give to your Trading Partner:

1) Your Local AS2 ID that you created in Step 1.

2) Your Receive URL you configured in Step 1.

3) Your AS2 Public Certificate that was created in Step 2.
Once you have all the information above you can move on to Step 5.

Step 5: Add a Server Definition for your Trading Partner to MFT Command Center

You need to add your Trading Partner to MFT Command Center. Navigate to Servers > Add
Server where you will see the following at the top of the web page:

Server Mame: | |

IP Mame: | | (For 452 Servers enter the 452 LEL)

IP Port: | | (Optional: fgnoved for AS2 Servers)
e

Server Type: | Platform Server |

Server Platformm: [Unspeciﬁed b

Fill in only the fields listed below. All other fields should not be changed:
1) Server Name: A descriptive name for this AS2 Server.
2) IP Name: Must contain the partners URL you requested from the Trading Partner in Step
4.
3) Server Type: Should be set to AS2.
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Then scroll down and expand the AS2 Options section. Most of the fields you can leave
configured with the default information which we will be doing for our example. Fill in the fields
listed below with the following information:

1) Partner AS2 ID: Place your Trading Partner’s Id you received in Step 3.

2) User ID: This is the MFT User that will be associated with all incoming AS2 requests from
the Trading Partner. This is the user id that was created in Step 3 of this example. If you
did not create a user id in Step 3 you may do so now by clicking the Create User for
Incoming AS2 Requests link. When you have finished you can click on the back button to
get back to this page and F5 to refresh.

3) Encryption Public Certificate in the Partner Public Certificate section you would place
the Base 64 certificate you would have received from your Trading Partner in Step 4. If
they sent you a Base 64 Signing Public Certificate you can add it in its appropriate
section as well.

4) Accept all other defaults and click on the Add button. You will see a successful message
along with a link for the next step.

5) Click on the Create Transfer Definition for Incoming AS2 Requests and continue to Step
6.

Step 6: Create AS2 transfer definitions

Step 6.a Receiving a file from your Trading Partner (Incoming Requests):

To allow the Trading Partner to send a file to MFT Internet Server you would need to setup an
upload file definition. By clicking on the link in the prior step you were brought to a transfer
definition template. You can also get to this web page by Navigating to Transfers > Internet
Transfer > Add Transfer. You will see the Required Transfer Information section open. Fill in the
information below in the following fields:

5) Client File Name: For AS2 incoming transfers we don’t use this field so we will place
Temp.

6) Server File Name: Set the path and file name for the files that will be written. We suggest
you add to your Server File Name path the date and time File tokens. This will ensure
that incoming files are unique.

7) Directory Transfer: Set to No. (This could be set to Yes, but our example is sending a
single file.)

8) Description: Add a short description users will see when they log into the Thin Client.

9) Authorized User Id: Must be changed to the AS2 user Id you created in Step 3.

10) Server Name: Choose the Server where you want the files sent. (In our example we will
be receiving files to the *LOCAL MFT server.)

11) Transfer Direction: Select Upload to Server.

12) Client Protocols Allowed: Leave as AS2.

13) Click the Add button to create the transfer definition.

Below is our example:
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| Required Transfer Information |

Client File Mame: iTemp |

Server File Marme: |c:\incnmingk#(analUserld| File Token List

Directory Transfer: O Yes @ Mo

Description: |MFT to Comapny =YL |

Authorized User Id: |A52Userld VI (Nots: Sefect an authorized
user id andlor autharzed

Authorized Sroup Id: | L | group id)

Server Mame: |*LOCAL V|

Transfer direction: ® upload to Server O Download to Client O Both

Client Protocols allowed: |A52 VI

Department:

Yirtual Alias: | |

Now when you're trading partner sends a file to you it will be written to the Local MFT server into
directory c:\MFTncoming\#(LocalUserld)#(Timel)#(ClientFileName).

Step 6.b Sending a file to your Trading Partner (Outgoing requests):

Now we will create an upload file definition for a user to send a file to your Trading Partner.
Navigate to Transfers > Internet Transfer > Add Transfer and fill in the Required Transfer
Information section with the information below:

Client File Name: Set the default client file name that will be seen by the end client.
Server File Name: Set the file name that will be passed to the AS2 file server.
Directory Transfer: Select No. (This could be set to Yes, but our example is sending a
single file.)

Description: Write a description for yourself that the user will see when he/she logs into
the Thin Client.

Authorized User Id or Group: Choose the user id or group from the drop down lists that
will be initiating this transfer.

Server Name: Choose the AS2 server where you want to send the AS2 request.
Transfer Direction: Select Upload to Server.

Client Protocols Allowed: Leave as ALL.

Department: If you have a department for this transfer to be assigned set it here if not
leave it blank.

10) Virtual Alias: If you will be using an SSH, FTP or MFT Platform Server Client to upload

this file add an Alias.

11) When you are done click on the Add button.

Copyright © TIBCO Software Inc. 2003 — 2016. All Rights Reserved.

54



Setting up AS2 Connections with Trading Partners

Internet Server Quick Start Guide

Below is our example:

| Required Transfer Information |

Client File Marme: |c:\incuming\testﬂ|e.txt |

|TempFiIeName

O Yes @ Mo
Sample AS2 Upload |

Server File Mame:

Directory Transfer:

Description:

Authorized User Id:

| File Token List

Authorized Group Id; |

W | grouo id)

| JCEWIN v|

Server Mame:

Transfer direction:
ALL b

Client Protocals Allowed:

Departrnent:

I

Virtual Alias:

® Upload to Server O pownload to Client ' Both

[Mote ! Select an authorized
user id andlor authorized

User tusr001 can now log on to MFT through the Thin Client and upload testfile.txt to your AS2

Trading Partner.

A Back to Top
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