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Important Information

SOME TIBCO SOFTWARE EMBEDS OR BUNDLES OTHER TIBCO SOFTWARE. USE OF SUCH EMBEDDED OR
BUNDLED TIBCO SOFTWARE IS SOLELY TO ENABLE THE FUNCTIONALITY (OR PROVIDE LIMITED ADD-ON
FUNCTIONALITY) OF THE LICENSED TIBCO SOFTWARE. THE EMBEDDED OR BUNDLED SOFTWARE IS NOT
LICENSED TO BE USED OR ACCESSED BY ANY OTHER TIBCO SOFTWARE OR FOR ANY OTHER PURPOSE.

USE OF TIBCO SOFTWARE AND THIS DOCUMENT IS SUBJECT TO THE TERMS AND CONDITIONS OF A LICENSE
AGREEMENT FOUND IN EITHER A SEPARATELY EXECUTED SOFTWARE LICENSE AGREEMENT, OR, IF THERE
IS NO SUCH SEPARATE AGREEMENT, THE CLICKWRAP END USER LICENSE AGREEMENT WHICH IS
DISPLAYED DURING DOWNLOAD OR INSTALLATION OF THE SOFTWARE OR IF THERE IS NO SUCH SOFTWARE
LICENSE AGREEMENT OR CLICKWRAP END USER LICENSE AGREEMENT, THE LICENSE(S) LOCATED IN THE
“LICENSE” FILE(S) OF THE SOFTWARE. USE OF THIS DOCUMENT IS SUBJECT TO THOSE TERMS AND
CONDITIONS, AND YOUR USE HEREOF SHALL CONSTITUTE ACCEPTANCE OF AND AN AGREEMENT TO BE
BOUND BY THE SAME.

This document contains confidential information that is subject to U.S. and international copyright laws and treaties. No part of
this document may be reproduced in any form without the written authorization of TIBCO Software Inc.
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THIS SOFTWARE MAY BE AVAILABLE ON MULTIPLE OPERATING SYSTEMS. HOWEVER, NOT ALL OPERATING
SYSTEM PLATFORMS FOR A SPECIFIC SOFTWARE VERSION ARE RELEASED AT THE SAME TIME.

THIS DOCUMENT IS PROVIDED “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT.

THIS DOCUMENT COULD INCLUDE TECHNICAL INACCURACIES OR TYPOGRAPHICAL ERRORS. CHANGES ARE
PERIODICALLY ADDED TO THE INFORMATION HEREIN; THESE CHANGES WILL BE INCORPORATED IN NEW
EDITIONS OF THIS DOCUMENT. TIBCO SOFTWARE INC. MAY MAKE IMPROVEMENTS AND/OR CHANGES IN
THE PRODUCT(S) AND/OR THE PROGRAM(S) DESCRIBED IN THIS DOCUMENT AT ANY TIME.

THE CONTENTS OF THIS DOCUMENT MAY BE MODIFIED AND/OR QUALIFIED, DIRECTLY OR INDIRECTLY, BY
OTHER DOCUMENTATION WHICH ACCOMPANIES THIS SOFTWARE, INCLUDING BUT NOT LIMITED TO ANY
RELEASE NOTES AND "READ ME" FILES.
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Preface

This User Guide explains how to use the various end user MFT Internet Server Browser clients
available for use to conduct file transfer requests.

Topics

e MFT Internet Transfer Thin Client
e MFT Internet Transfer Browser Client
e MFT Internet Transfer Java Client
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1 MFT Thin Client

This section explains how to use the Internet Transfer Thin Client.

If this is the first time you have used the product you must Disable Caching through your
browser:

1. Disable Caching
2. Transfers
a. Sending/Receiving Single Files
b. Sending/Receiving whole directories

3. History

4. Change Password

5. Keys
a. PGP Keys
b. SSH Keys
c. FTP Keys

6. Help

7. Refresh

8. Logout

Copyright © TIBCO Software Inc. 2003 — 2016. All Rights Reserved.
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1.1 Before you Begin
1.1.1 Disable Caching

It is suggested that you disable caching on your computer. In IE 9, 10, and 11:

1. Open your browser

2. Click on menu item Tools, then Internet Options

3. On the General tab under the section named, Browsing History, click on the Settings
button.

4. The window named, Temporary Internet Files and History Settings, will open.

5. Under the Temporary Internet Files look for Check for newer versions of stored
pages and set the option Every time | visit the webpage.

6. Click the OK button.

7. Click the OK button on the last window.

Warning: If you receive a message that a signed Applet is requesting additional privileges. Click
Accept.

A Back to Top
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1.2 Transfers

Transfer requests are setup by an Administrator for end users. Below is a screen shot of the
various types of transfer requests you may see after logging in:

Transfers

- Directories/files need to be selected before the transfer can be completed.

- Al files will be:downloaded by default,

Directory download |Setthe directory you want to put the files " [BS Browse |

Directary Upload |Elr0wse || [ Browse |

=ingle File download |c:‘tcﬂncoming18maIIFile.bct " D Browse |

Zingle File Upload |c:‘tcf0utg0ing1.tips.bct " D Browse |
Figure 1

We will be using the various transfer requests in Figure 1 to explain the Thin Client’s transfer
features below:

| first want to draw your attention to the Browse buttons. Notice they look different based on the
type of transfer request that has been set up for you.

A Back to Top
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1.3 Single File Downloads/Uploads
Let’s first look at the single file transfer requests:

Single File download |c:lcﬂncnming‘tSmallFiIe.bd

Single File Upload |c:lcf0utg0ingltips.bd

Figure 2

In the Single File download the Administrator has pre-configured under the Local File Name
column a location to place the file named SmallFile.txt when you click on the EEZEET putton. If
you want to change that files destination directory click on the [ Drowse | button and a windo

will open for you to change the location for that file to be placed when you click the EEEEEE
button. A File Transfer Progress window, similar to the one below, will open and notify you once
the transfer is complete:

f File Transfer in Progress

Transfer Complete!
| AuditID=ACO580000004

# Download iﬂ 8 |nf h 18 cocfincoming SmalFile tt

|
Figure 3

For the Single File Upload transfer request the Administrator has pre-configured under the

Local File Name column the path to a file for you to upload. When you click the ETT putton
your file will be sent to the destination pre-configured by the Administrator.

A Back to Top
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1.4 Directory Downloads/Uploads
Now we will look at directory transfer requests:

Directory download |Set the directory you want to put the files ” Browse |
Directory Upload |Eln:uwse ” (B8 Browse |
Figure 4

The directory downloads work similar to the single file transfer requests but you must always set
the directories you want to use.

For the Directory download example our Administrator has pre-configured under the Local File
Name column a message for you to set the directory you want multiple files to be placed in. You

must click on the button to set this directory. When you click on the button a window
similar to the one below will open:

Select files to download
Select local directory where files will be saved | Expand All | Collapse All | | Clear List | Select All |
| gDeslﬂop Select files to download files selected 4
¢ [ mIMy Computer [CDirectory download from MF
o= [] =My Network Places ¢ [] cDirectory1
&[] CIMy Documents ¢ [] =SubDirectory1
] [y SubDirFile1.txt
¥l [yFilettxt
¥l [File2:txt
¥l [yFile3:txt
¥l [yFiled.txt

Figure 5
Note: The Thin Client will limit the display to the first 5000 files contained in a directory.

On the right side of the panel are files available for you to receive. They are all selected by
default with a check mark. The left side of the panel is your directory structure for you to
navigate through to set the location you want the files on the right to be placed in. Once you

have chosen a location for the files click on the o | button. Now click on the EEEE2E00 putton
for all the files to transfer over to your machine.

For the Directory Upload example our Administrator has pre-configured a message under the
Local File Name column for you to browse your machine for the directory where you have files
you need to upload. Click on the button to open a window similar to the one in
Figure 3 however you will not see any file in the right side panel since this is an upload and not
a download. Navigate through the directories from the left hand panel to the one that contains
the files you want to send, put a check mark next to any file you want to transfer. When you are
done click the 2| button. Now click on the button for all the files you selected to be
uploaded to their final destination that the Administrator has pre-configured.

A Back to Top

Copyright © TIBCO Software Inc. 2003 — 2016. All Rights Reserved. 8



MFT Transfer Clients User Guide

MFT Browser Client

2 MFT Browser Client

This section explains how to use the Internet Transfer Browser Client.

rpwN

Transfers

a. Sending/Receiving Directories

History
Change Password

Keys
a. PGP Keys
b. SSH Keys

c. FTP Keys
el

Refresh
Logout

g
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2.1 Transfers

Transfer requests are setup by an Administrator for end users. Below is a screen shot of the
various types of transfer requests you may see after logging in:

Transfers
™

Action
]

Size

B I B
Figure 6

We will be using the various transfer requests in Figure 6 to explain the Browser Client’s
transfer features below:

For this client we will only discuss Directory downloads and Uploads as there is not any
difference between directory and single file downloads and uploads as with the other clients.

A Back to Top
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2.2 Directory Downloads/Uploads
Now we will look at directory transfer requests:

=) o Directory Upload

Figure 9

A Directory download is represented by a single folder icon to the left as seen in Figure 9. By
double clicking anywhere in the row you will be brought into the folder.

Java Mode

Transfers

Action Name Size
F= Sub Directory 1
e Sub Directory 2
@ ile.tx 1200000000
Lol
g S ile.tx 28 5-7-2013 50:10
Rl
“ zerobytefile.txt 0 5-6-2013 16:12:07
[}

Figure 10

Our folder contains sub directories as well as files that can be downloaded. When you click on
the download icon, # you will be prompted to either open or save the file.

A Directory Upload will allow one file upload at a time. When you click on the file upload icon,

1 you will be presented with the upload window. Browse to choose the file you would like to
upload and click on the Upload button and the transfer will begin as seen in our example below:

Uploading 54426564 of 1200000193
Toighile td - Upload ” Cancel ]

A Back to Top
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3 MFT Java Client

This section explains how to use the Internet Transfer Java Client.

If this is the first time you have used the product you must Disable Caching through your
browser:

Disable Caching
Transfers
a. Sending/Receiving Single Files
b. Sending/Receiving whole directories
3. History
4. Change Password
5. Keys
a. PGP Keys
b. SSH Keys
c. FTP Keys
Help
Refresh

Logout

e

© N
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3.1 Before you Begin
3.1.1 Disable Caching

It is suggested that you disable caching on your computer. In IE 9, 10 and 11:

8. Open your browser

9. Click on menu item Tools, then Internet Options

10. On the General tab under the section named, Browsing History, click on the Settings
button.

11. The window named, Temporary Internet Files and History Settings, will open.

12. Under the Temporary Internet Files look for Check for newer versions of stored
pages and set the option Every time | visit the webpage.

13. Click the OK button.

14. Click the OK button on the last window.

Warning: If you receive a message that a signed Applet is requesting additional privileges. Click
Accept.

A Back to Top
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3.2 Transfers

Transfer requests are setup by an Administrator for end users. Below is a screen shot of the
various types of transfer requests you may see after logging in through the Java Client:

HTML Mode
Transfers
Directory Upload | WSE | Upload
Single File Download | ncomingiSinglerile txt | _
Single File Upload  |c \outgoing\MyFile txt | Upload
Figure 11

We will be using the various transfer requests in Figure 11 to explain the Java Client’s transfer
features below:

| want to draw your attention to the first column shown in Figure 11. Notice the icons displayed
look different based on if the type of transfer request that has been set up. The folder icons
represent directory transfers and the single page represents a single file transfer.

A Back to Top
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3.3 Single File Downloads/Uploads
Let’s first look at the single file transfer requests:

Single File Upload ‘ 0 gy File txt | Upload

Figure 12

In the Single File download the Administrator has pre-configured under the Local File Name
column a default location to place the file named SingleFile.txt. When you click on the
s button you can change the files destination directory in the window that opens and
then click the Open button. The File Transfer List window will open, similar to the one below.
Click on the Download button to run your transfer request.

Single File Download =* c:lincoming\SingleFile.txt

Files Selected: 1 Successful Transfers: 0  Failed Transfers: 0 Pending Transfers: 1
‘ File Name | Byte Count File Date Transfer Status Restart
B3 ciincomingiSingleFile bt Unknown Unknown Transfer Pending
Figure 13

For the Single File Upload transfer request the Administrator has pre-configured under the
Local File Name column the path to a file for you to upload. When you click the Upload

button you can change the file to be sent from the window that opens. When you have selected
the file then click the Open button. The File Transfer List window will open, similar to the one
below. Click on the Download button to run your transfer request.

Single File Upload

Upload Files Selected: 1  Successful Transfers: 0 Failed Transfers: 0 Pending Transfers: 1
‘ File Name | Byte Count File Date Transfer Status Restart
Ed coutgoingiyFile.sd 3,163 07/30/2012 Transfer Pending
A Back to Top
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3.4 Directory Downloads/Uploads
Now we will look at directory transfer requests:

Directory Download i t 4 ik +h ot . " it s | i

Directory Upload | ¢ .- _ _: Upload
Figure 14

The directory downloads work similar to the single file transfer requests but you must always
sethe directories you want to use.

For the Directory download example our Administrator has pre-configured under the Local File
Name column a message for you to set the directory you want multiple files to be placed in. You
must click on the & “ button to set the directory you want the file(s) that will be
downloaded. When you click on the button a window similar to the one below will open:

Select files to download
Select local directory where files will be saved | Expand All | Collapse All | | Clear List | Select All |
| gbesktop Select files to download files selected 4
2 H [CIMy Computer Cpirectory download from MF
o [] = IMy Network Places ¢ [] Epirectory1
o [] =IMy Documents ¢ [] Z9SubDirectory1
] [y SubbirFile1.txt
¥ [yFilet.txt
¥l [CyFile2:txt
¥l [(yFile3:xt
¥l [yFiledtxt

Figure 15
Note: The Java Client will limit the display to the first 5000 files contained in a directory.

On the right side of the panel are files available for you to receive. They are all selected by
default with a check mark. The left side of the panel is your directory structure for you to
navigate through to set the location you want the files on the right to be placed in. Once you

have chosen a location for the files click on the Lo ] button. The File Transfer Window will
open. Click on the | Download_| b ytton to run your transfer request.

For the Directory Upload example our Administrator has pre-configured a message under the
Local File Name column for you to browse your machine for the directory where you have files
you need to upload. Click on the Upload button to open a window similar to the one in
Figure 15 however you will not see any file in the right side panel since this is an upload and not
a download. Navigate through the directories from the left hand panel to the one that contains
the file(s) you want to send, put a check mark next to any file you want to transfer. When you

are done click the L2 button. The File Transfer Window will open. Click on the | Upload_|
button to run your transfer request.

A Back to Top
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4 History

By clicking on the History icon you will be able to view a record of all files processed under your
account. Below is a simple example of what you would see after successfully downloading our
Single File download in Figure 2:

2 Refresh

History

Status | Local File Name Description Direction of Transfer Date RACH
Transfer Transferred

cihefincoming =ingle File DOWNLOAD 12/05/2008

ACOSE0000004 Success “SmallFile. txt download 11:07:44

Figure 16

5 Change Password

When it is necessary for you to change your password and you click on the Change Password
icon you will be prompted for the following information:

Change Password
Old Password ||

Mew Password |

Confirm New Passwurdi |

Change Password I [ Reset ] [ Cancel I

Figure 17
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6 Keys

In order to further secure data some businesses will use encryption keys and certificates (a form
of key). If the company uses either PGP encryption to encrypt their data or requires certificates
for either an FTP or SSH transfer. This is the location you will either upload your public keys or
download the servers FTP, PGP or SSH public keys.

6.1 PGP Keys

Internet Server has the ability to encrypt and decrypt PGP encrypted files. In order to do this the
users and the server must exchange their PGP Public keys for them to encrypt and decrypt
data. If the company is using this technology you should see something similar to the following:

Keys

PGP: Display Public Key

Figure 18

6.1.1 Uploading your PGP Public Key

If your company has given you the authority to upload your PGP Public Key to their system in
order to encrypt file being sent to you. By expanding the PGP Public Key window you will be
given the opportunity to copy and paste an exported base64 formatted PGP key into the box
provided. (Consult your PGP software documentation on exporting public keys.) The key MUST
contain the entire text entry from the BEGIN and END statements. Below is an example:

FE— BEGIN PGP PUBLIC EEV BLOCE--—--- 1
|Wersion: BCPG w1.38

|\ mGiEERSVoARBACE 9= z9r AgmeEGIT1rCdxxLOEVeQETep/ SvEQGEnVOE 13+ 1 M ve
5aQ&CITZl/955HdHZVDDcF/};EE+th?gHEHnyGOdOaSQVJ2DbzeyTDervazPE
i5zJIDceJICszB1anUj5DZpTU4ycichcV+/lxlaiJLjXXSthbHNq%RQngme
fEGXGERCsz1rT2AyQpGDUdcykaDAgD+Qlc6XYz?jUUQJuNZCYQDDDvO?SbDHSTu
|09/ ZvEil3 6 THgIwI 3 EdeyUw I TEPE4 £ 4 Aoy 10/ MR v 14LGE30rreEmiase 3 iEELy
| T1usITnELI Tokrb6xWEsebxaWluw¥shvlDSQ0A i feazgjGpTxWYkaxhSWGebuddbhzs
| sDYglgGALME ATFuSsTSFO+Sah3df A0 p IvlaZoun lUEE TwoNoD I8wvOL Y G M7 Crn
|sXwg lue¥ 530/ H+H41PrV7 1L HEUw+Xduth+pPnFre 105unUx Itk YOO gadDiviuc
|(meoI3MEvE AN eMEAL 187 JHmhm IOOfg8 J 2GE 11eWyeCzdSwNBgHEVC/ €]
| faklupvELMLiGvne 0aXJ e AXGnCUEDOuhISrEORCOG, FEQICWF y5iIi Wl
| gnEESswVEQu TeO0k4y3 ARPOUOZ03 A5y 0 ILPef8FA+1ChjyetexypJELZ inwF
|GBECACEFAKKSVooFCQlopHAHCwkIBwIDEAMWAOIFFOIBAWTChAR ACykQEsNCeLRT
i/JJqUwCeJEsgSXKNDENQBsBQDCQjfZSAQDcAnSlRINprXlPlEHYIQESj/USDaSQ
|=0TAn

Figure 19

Click the button to have the key uploaded to the Server for future use.

6.1.2 Downloading Internet Server’s PGP Public Key

In order for you to PGP encrypt files that will be sent out to the Internet Server you need to get
the Internet Server’s public PGP key. By clicking on the PEE: Display Public Ke¥ geen in Figure
8, the base64 formatted Internet Server PGP public key will be displayed for you to copy and
paste in a text file to be imported into your PGP program of choice. Consult your PGP software
documentation on importing public keys.

Copyright © TIBCO Software Inc. 2003 — 2016. All Rights Reserved. 18
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6.2 SSH Keys

Many times the same files that can be downloaded and uploaded through the Thin Client can
also be done through SSH. An Administrator may require a certificate to be used for
authentication purposes when using SSH clients to transfer files. You will see the following on
the Keys web page for SSH Keys:

S5H: Display Public Key

[¥]55H Public kKey

Figure 20

6.2.1 Uploading your SSH Public Key

By expanding the SSH Public Key box you will be given an empty text box in order to copy and
paste your base64 formatted SSH public certificate someone would need to communicate with
you. Paste your entire SSH public certificate (key) in the text box as you would do if this were a

PGP key as displayed in Figure 9. Then click _ to complete the upload of your key.

6.2.2 Downloading SSH Public Key

Most SSH clients have the ability to download the SSH Public certificates on their own. If you
cannot do this you can retrieve the SSH Public key (certificate) to authenticate with the Server
through the thin client. By clicking on the S5H: Display Public Ke¥ geen jn Figure 10, the base64
formatted SSH Public Key will be displayed for you to copy and paste in a text file to be
imported into your SSH program of choice. Consult your SSH software documentation on
importing SSH certificates.

6.3 FTP Keys

Many times the same files that can be downloaded and uploaded through the Thin Client can
also be done through FTPS. An Administrator may require a certificate to be used for
authentication purposes when using FTP clients to transfer files. You will see the following on
the Keys web page for FTP keys:

ETP: Display System Public Key

[*]1 FTP Public kKey

Figure 21

6.3.1 Uploading your FTP Public Key

By expanding the FTP Public Key box you will be given an empty text box in order to copy and
paste your base64 formatted FTP Public certificate someone would need to communicate with
you. Paste your entire FTP Public certificate (key) in the text box as you would do if this were a

PGP key as displayed in Figure 9. Then click _ to complete the upload of your key.

6.3.2 Downloading FTP Public Key

Most FTP clients that support FTP certificates have the ability to download the FTP Public
certificate on their own. If you cannot do this you can retrieve the FTP Public key (certificate) to
authenticate with the Server through the thin client. By clicking on the

ETP: Display System Public Key geen in Figure 11, the base64 formatted FTP Public Key will be
displayed for you to copy and paste in a text file to be imported into your FTP program of
choice. Consult your FTP software documentation on importing FTP certificates.

19 Copyright © TIBCO Software Inc. 2003 — 2016. All Rights Reserved.
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7 Help

When you click on the Help icon you can view this help guide.

8 Refresh

When you click on the button displayed on the Transfers web page the list of transfers
will refresh.

9 Logout

To end your session click on the link and close the browser.

20 Copyright © TIBCO Software Inc. 2003 — 2016. All Rights Reserved.
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