([ ([ @ ™
Information o
Builders

ibi™ Open Data Hub for Mainframe
Connectors

Installation and User Guide

Version 1.0.7 | November 2024

@ cloud’ | Copyright © 2021-2024. Cloud Software Group, Inc. All Rights Reserved.



2 | Contents

Contents
Contents . 2
Introducing ibi Open Data Hub for Mainframe ... .. . ... ... ... 8
Open Data Hub for Mainframe Benefits ... 9
Open Data Hub for Mainframe Components ... 11
Open Data Hub for Mainframe Users ... 12
Open Data Hub for Mainframe ODBC Connector ... 13
What Is Open Database Connectivity? ... ... .. 14
What Is an ODBC Driver? 15
ODBC Application Components ... 16
Open Data Hub for Mainframe ODBC Connector Components ... 17

Installing the Open Data Hub for Mainframe ODBC Connector on Windows 18

Installing and Configuring the Open Data Hub for Mainframe ODBC
Connector on Windows .. .. 19

Install and Configure the Open Data Hub for Mainframe ODBC Connector

on WindoWS ... 20
Add Data Sources on Windows ... ... 24
Remove Data Sources on Windows ... 28
Configure Data Sources on Windows ... ... 29

ibi™ Open Data Hub for Mainframe Connectors Installation and User Guide



3| Contents

Test the ODBC Driver With Microsoft Excel ... 31
Set Advanced Options for Data Sources ... ... 33
Installation for z/OS . ... 36
Information You Need Prior to Installation on z/OS ... 36
z/0OS Installation Requirements ... . 37
JVM Requirements for Java Services (Server Installations Only) ... 38
Installation for ZFS and PDS ... . 39
Choosing How to Deploy ... . 39
File LOCations ... . 42
Supplied Files Location (EDAHOME) ... . . 43
Configuration Files Location (EDACONF) ... 44
Profile Files Location ... ... 45
Administration Files Location ... . 45
Application Files Location (APPROOT) ... 46
Step-By-Step Installation Overview ... . 48
ZFS/USS Deployment Installation Details ... 49
Installing New on ZFS 49
Set Up UsSer DS 50
Collect Required Information for Adapters ... .. ... 64
Download and Process the Distribution File from eDelivery ... 68
Run isetup to Install and Configure a New Server ... 69
Run isetup to Add an Additional Configuration Instance ... 72
Run isetup to Upgrade an Existing Installation to a Newer Release ... T7
Testing the New or Upgraded Installation/Configuration ... 81
Configure SECUTItY ... 82
Starting and Stopping the ibi WebFOCUS Reporting Server for ZFS ... .. 91
Starting and Stopping the ibi WebFOCUS Reporting Server Using a Batch Job ...... 91
Starting and Stopping the ibi WebFOCUS Reporting Server Using a Started Task .92
Sample IWAYS Started Task ... . 92
Sample IWAYP Started Task ... 93

ibi™ Open Data Hub for Mainframe Connectors Installation and User Guide



4| Contents

ibi WebFOCUS Reporting Server Operations Using MVS Operator Commands ........ 94
Enabling HTTPS Security on the HTTP Listener for ZFS ... ... 94
Defining the ICSF Dataset Key Label for ZFS to Use Pervasive Encryption ... 97
Db2 Security Exit Configuration for ZFS ... . . 100
Changing DSN3SATH for RACF and eTrust CA-Top Secret Sites ... 100
Changing DSN3SATH for eTrust CA-ACF2 Sites ... 102
Modifying the Link JCL for DSN3SATH ... 103
Upgrading From a Release Prior to 8207.27 to Release 8207.27 or Higher ............ 105
Reconfigure Security ... ..l 106
Preventing Unsecured Starts After Upgrades ... 107
Reconfigure Adaplers ... 108
Accounting for ZFS - SMF Records ... ... 108
Enable ACCOUNTINg .. 109
Set the Accounting Field ... .. . 110
Report From SMF Data ... . 110
SMFE RECTY PES 111
SMF Record Format for RECTYPES land 4 ... .. ... ... ... 112
SMF Record Format for RECTYPES 2 and 5 ... ... 114
Accounting for Db2 in an ibi WebFOCUS Reporting Server Task ... 118
Enabling Use of the zIIP Specialty Engine ... ... 118
What Is a zIIP Specialty Engine? ... . 119
Steps to zIIP Enablement ... 119
Activating a zIIP Environment or Projecting zIIP Usage ... 120
Activate the zIIP Enablement Feature ... ... . 120
How the ibi WebFOCUS Reporting Server Takes Advantage of the zIIP Processor 123
Evaluating zIIP Usage ... . 124
Performance Considerations for ZFS ... ... 125

Running the ibi WebFOCUS Reporting Server in a Non-Swappable Address Space ...125

Workload Manager ... .. 126
Troubleshooting for ZFS .. 129
Problem: The ibi WebFOCUS Reporting Server Abends With a U4039 Code ............ .. 129

ibi™ Open Data Hub for Mainframe Connectors Installation and User Guide



5 | Contents

Problem: INSUFFICIENT AUTHORITY TO GETPSENT messages in JESLOG ................ 130
Problem: Request fails, and JVM not found messages written to edaprint.log .......... 130
Secured ibi WebFOCUS Reporting Server Starts Unsecured or Does not Start After
U Brade o 131
Generate @ TraCe ...l 131
Generate a System DUMID .. 132
Add JCL Allocations to a Running ibi WebFOCUS Reporting Server ... 133
Allocate a Data set From the z/OS System Console ... 133
Free Data sets Allocated to the ibi WebFOCUS Reporting Server ... 134
Free a Data set From the MVS System Console ... 134
Freeing an Allocated Data Set ... 135
PDS Deployment 135
Installation Requirements for PDS ... .. 135
Installing New 0N PDS . 141
Starting and Stopping the ibi WebFOCUS Reporting Server for PDS ... 161
Enabling HTTPS Security on the HTTP Listener for PDS ... 163
Defining the ICSF Dataset Key Label for PDS to Use Pervasive Encryption ... 165
Db2 Security Exit Configuration for PDS ... 168
MSODDX: DDNAME Translation for User Subroutines ... 172
Overriding the Time Zone Setting ... .. .. . 172
Adding a Configuration Instance for PDS ... . .. . . 172
Upgrading the Release of your PDS-Deployed ibi WebFOCUS Reporting Server ........ 179
Accounting for PDS - SMF Records ... 181
Enabling Use of the zIIP Specialty Engine ... ... 191
Performance Considerations for PDS ... .. . .. 198
General Information for a z/OS PDS Installation ... 205
Third-Party Software and LiCENSES .. ... 208
Troubleshooting for PDS . .. 208
SecUrity ProVIders . 221
Using Applications ... 222
Using the Open Data Hub for Mainframe ODBC Connector ... 223

ibi™ Open Data Hub for Mainframe Connectors Installation and User Guide



6 | Contents

Open Data Hub for Mainframe ODBC Connector from Microsoft Excel ....... 224
Use the ODBC Connector from Microsoft Excel ... 225

Open Data Hub for Mainframe ODBC Connector from Microsoft Power Bl 229

Use the ODBC Connector from Microsoft Power Bl Import ... 230
Use the ODBC Connector from Microsoft Power Bl Direct Query ... 231
Open Data Hub for Mainframe ODBC Connector from Tableau ... 233
Use the ODBC Connector from Tableau ... 234
Using ODBC Escape Clauses ... 235
Using ODBC Escape Clauses to Run Remote Procedures ... 236
Invoking Remote Procedures Using Shorthand Syntax ... .. 237
Using ODBC Escape Clauses for Dates, Times, and Timestamps ... .. 238
Issuing Your Own SQL Statement ... ... 239
Open Data Hub for Mainframe JDBC Connector ... 241
Using the Open Data Hub for Mainframe JDBC Connector ... 242
Use the Open Data Hub for Mainframe JDBC Connector With sqlline .......... 243
ConnecttoaServerUsinga URL ... .. ... .. ... 244

Use the Open Data Hub for Mainframe JDBC Connector With SQuirrel

SO 246
Create an Alias ...l 251
ibi Documentation and Support Services ... 257

ibi™ Open Data Hub for Mainframe Connectors Installation and User Guide



7 | Contents

Legal and Third-Party Notices ... 258

ibi™ Open Data Hub for Mainframe Connectors Installation and User Guide



8 | Introducing ibi Open Data Hub for Mainframe

Introducing ibi Open Data Hub for
Mainframe

ibi™ Open Data Hub for Mainframe is a data virtualization solution that easily connects
your existing Bl platform to virtually any database, file format, application, or web service
in your Enterprise. In addition, these connections are made in a curated, secure, real-time,
trusted manner.

The ibi Open Data Hub for Mainframe environment is shown in the following image.
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Open Data Hub for Mainframe Benefits

The benefits of Open Data Hub for Mainframe include the following:

» Install once and configure at scale. Install and configure multiple data connections
on one central server with little data preparation effort.

° Access to almost any data source. Our data adapters use native database
APIs, whenever possible, and ODBC and JDBC when required, as well as
providing access to flat, delimited files, XML or JSON documents, and RESTful
Web Services.

» Easily establish secure data management and architecture standards. Take
control of your data without undertaking a large data mastering project.

° Robust metadata. Create a single, robust metadata layer for database tables
and file sources.

[¢]

Folder functionality. Classify metadata into folders to group related sources
together.

° User authorization for security. Categorize users with permission levels for
data access.

°  Control data access. Administrator can control access to individual columns
by user or data values.

° Usage reports. Access reports that show what data assets are being used and
who is using them.

» Power up your dashboards with integrated data. Cross-database joins allow you
to query and treat multiple data sources as one.

° Data federation. Make all data sources, regardless of source, appear as one.
The server queries the underlying data sources and returns a single answer set.

° Virtualization abilities. Gain access to virtually any database, column store,
file format, or web service, without the requirement to copy or prepare the
data.

° Data preparation features. Simplify or augment data, all built into the
product.
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° Resource usage reports. See which users accessed which data sources.

» Make it easy for end users. Provide a native and single connection to trusted data
with real-time access.

o JDBC and ODBC Connectors. Connectors installed on each user machine to
connect to an Open Data Hub for Mainframe Server natively within your Bl
platform.

o Direct pipes. Direct connection to enterprise data sources ensures real-time
access and no latency for users.

°© Ready made and trusted data. Since all data is curated within Open Data
Hub for Mainframe, users can use the data as-is within their Bl tool.
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Open Data Hub for Mainframe Components

The following are the components of Open Data Hub for Mainframe:
e ODBC and JDBC Connectors to provide access to data from any visualization tool.

» Open Data Hub for Mainframe Server to provide web configuration for data
virtualization, data preparation, usage reporting, and optimized SQL generation.

e Adapters to data sources to provide access to almost any database, column store,
file, and web service.

The Open Data Hub for Mainframe architecture is shown in the following image.
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Open Data Hub for Mainframe Users

The following are user types for Open Data Hub for Mainframe:

e Business Analyst. Uses an analytics or visualization tool, such as IBM® Cognos®,
Qlik®, Tableau™, Microsoft Excel, and Microsoft Power Bl. The ODBC and JDBC
Connectors provide access to curated data sources.

o Data Administrator. Uses Open Data Hub for Mainframe to configure Adapters and
connections to data sources. Creates metadata for tables and other data so they can
be used by the Business Analyst. May also classify, augment, and secure data.
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Open Data Hub for Mainframe ODBC
Connector

The Open Data Hub for Mainframe ODBC Connector provides ODBC-enabled applications
with transparent access to local and remote data sources.
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What Is Open Database Connectivity?

Open Database Connectivity (ODBC) is the database access component of the Windows
Open System Architecture (WOSA). It is a remote database specification based on the SQL
Access Group (SAG) and the X/Open Call Level Interface specification.

The specification attempts to define all calls required for application interaction with a
data source. The format of the call and expected data return for connect, query, define,
and data manipulation are standardized. This enables front-end applications to access
multiple, heterogeneous relational and non-relational DBMSs, while eliminating the need to
develop a specific interface for each one.
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What Is an ODBC Driver?

An ODBC driver represents the layer of software that maps the ODBC specification to
proprietary API specification of the DBMS. These drivers are recognized and managed by
the ODBC Driver Manager. Applications make database access calls to the Driver Manager,
and the Driver Manager calls the appropriate ODBC driver.

To call the Driver Manager and to use the ODBC calls for the connection and retrieval of
data, an application must be ODBC-compliant. Also, the ODBC drivers must conform to
these calls. The drivers must return data and messages to the application, according to the
ODBC specification.
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ODBC Application Components

The following components are used when an ODBC application queries a data source:

» ODBC API. An open API designed to provide a standard set of calls that multiple
applications can use to access remote data sources.

* ODBC-enabled application. An application that uses the ODBC API to access remote
data. For example, Microsoft applications, such as Excel, or visualization tools, such
as Cognos, Qlik, and Tableau.

e ODBC Driver Manager. Stores information on the installed ODBC drivers and the
associated data source names. An ODBC-enabled application can request a list of
drivers and available data sources from the Driver Manager. Once a connect request
is made for a data source, the Driver Manager loads the relevant driver and passes
the ODBC requests from the application to that driver. The ODBC Administration
utilities are used to record information about drivers, data sources, and data source
configurations. These utilities are also used to add new data sources.

Note: While Windows includes an ODBC Driver Manager, other operating systems
require that you install one.
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Open Data Hub for Mainframe ODBC
Connector Components

The Open Data Hub for Mainframe ODBC Connector is an ODBC driver that provides access
to a server. This driver receives incoming ODBC calls (requests) from an ODBC application
through the Driver Manager. It converts the calls into the appropriate APl commands. The
SQL statement is sent to the server in the form passed from the application.
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Installing the Open Data Hub for Mainframe
ODBC Connector on Windows

The following procedures describe how to install and configure the Open Data Hub for
Mainframe ODBC Connector on Windows platforms.
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Installing and Configuring the Open Data
Hub for Mainframe ODBC Connector on

Windows

The following procedures describe how to install, configure, test, and enable traces for the
Open Data Hub ODBC Connector on Windows.
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Install and Configure the Open Data Hub for
Mainframe ODBC Connector on Windows

Procedure
1. Exit all programs before continuing.

2. Execute the following executable from the location in which you extracted the
software (IBI_odh-mf-cnct_1.x.x_windows.zip):

setup_odbc_client.exe

o Note: If a User Access Control (UAC) security prompt appears, click yes.

The Choose Setup Language window opens.

3. Select the language to be used during installation and click Next.

The License Agreement window opens.

4. Read the License Agreement and click Yes to accept the terms.

If a prior installation was found, the Prior Installs Found: Choose an Action window
opens.

You can choose to upgrade a selected installation or to create a new installation.

If you choose to create a new installation/configuration, choose between a new
installation or adding a configuration. If add configuration is chosen, the software is
not installed, but the highlighted entry from the prior screen is used as a base for
adding an additional configuration. Choosing a new installation gives a separate
complete new installation and initial configuration, but in this instance, and when
adding a new configuration, it is appropriate to not use the default installation paths
and server name to avoid overwriting a prior installation or configuration location.

5. Click Next.

The Select Initial Settings dialog box opens, as shown in the following image.
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Select the Program Folder

Setup will add program icons to the selected Program Folder

Program Folder: ODH 92 ODBC Client

Select the Installation Root directory

Please select a drive and directory name for a local install or network share and directory name for a network install,

Setup will use Installation Root as a parent directory for the .. lodh_client9 directory structure

Installation Root. [o} Browse

Customize default directory locations

< Back Next > Cancel

6. You can accept the default values or edit the following settings.
e Program Folder. By default, this is named ODH 92 ODBC Client.

 Installation Root. By default, this is C:\. You can browse to or type another
location.

» Customize default directory locations. Select this check box if you want to
customize the directory locations. For example, if you are configuring an
additional instance of the server, some of the locations, such as EDAHOME and
EDACONF, must be customized. One way to customize the directories is to just
use a different installation root and keep the default location names under that
root.

7. Click Next.

If you selected this checkbox to customize the default directories, the Select
Directories dialog opens, as shown in the following image.
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Select Directories X

Select the product installation directory
Itis the root directory for the product directory structure

Select the product configuration directory

Clibivodh_client92\cin Browse

Free space information

Disk:

Minimum space reguired to continue
2 MB on the G disk (Temparary Space)
601 MB on the selected disk
Actual space after the setup is completed might be less

< Back Cancel

8. Specify the following locations, or accept the default values:

a. Product installation directory. This contains the executable files. This location
is referred to as EDAHOME. It must conform to the pattern:

C:\ibi\client9x\home

If you are performing a new installation, accept the default directory, or specify
a different directory. The new software will be placed in this directory.

If you are configuring an additional instance, using your existing software,
accept the default EDAHOME directory. If several 9x installation directories
exist, select the one that corresponds to the software home directory for which
you are configuring a new instance.

b. Product configuration directory. This contains configuration information for
the instance. This location is referred to as EDACONF.

If you changed the EDAHOME value, the default EDACONF value changes to
conform to EDAHOME.

For example:

C:\ibi\client9x\cln
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Accept the default value, or click Browse, or type a name to specify a different

directory.

9. Click Next.

The review selected Configuration parameters dialog box opens showing all of the
selections you have made, as shown in the following image.

Review Selected Product Parameters

Mew Configuration
Product: ODH ODBC Client
Prograrm Folder: ODH 92 ODBC Client

Security and Comrmunications
Register ODBC Driver: Yes

Corfiguration Directories
EDAHOME  Chibhclient92ihome
EDACONF  Clibhodh_client92icin

Disk Space Information
Required 601 MB
Available 372926 MB

Please review selected Configuration parameters before continuing.

< Back Continue > Cancel

On the Review Selected Product Parameters dialog box, ensure that the Register
ODBC Driver parameter is set to Yes.

10. Click Continue.

11. When the setup is complete, click Finish.
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Add Data Sources on Windows

You can add data sources from the Connector after installation is completed.

Procedure
1. From the Start menu, type ODBC in the search box.

2. Select ODBC Data Sources (64-bit).
The ODBC Data Source Administrator (64-bit) dialog opens.

3. Select the System DSN tab.
4. From the System DSN tab, click Add, as shown in the following image.

; ODBC Data Source Administrator (64-bit) X
User DSN  System DSN  File DSN  Drivers Tracing Connection Pooling  About

System Data Sources:

Name Platform Driver Add... E

meeting 32-bit Microsoft Access Driver (" mdb)

Remove

Configure...

; An ODBC System data source stores information about how to connect to the indicated data provider.
m; A System data source is visible to all users of this computer, including NT services.

oo | [ [ el

The Create New Data Source dialog opens, as shown in the following image.
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Create New Data Source X

Select a driver for which you want to set up a data source.

Name Version
ODH 92 ODBC Client Driver 5200.2759.64.00

T e

5. Select ODH 92 ODBC Client Driver and click Finish.

The ibi ODBC Driver Configuration dialog opens, as shown in the following image.
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ibi™ ODBC Driver Configuration X

ODBC Connector

Connection Parameters

Data Source Name: l ‘

Description: ‘ ‘

TCP/IP Server: ‘ ‘ Port: l:l

Security: | Explict v Test

User: ‘ ‘

Password: ‘ ‘

Advanced >> II' Cancel

6. Enter the following information:

Data Source Name. Type a name for the server. The default value is IBISERVE.
Description. Type a description for the server.

TCP/IP Server. Type the host name for the Open Data Hub for Mainframe Server.
This can be a name on your system, a fully-qualified domain name, or an IPv4
address.

Port. Type the TCP Port Number. This number is one less than the port number used
to connect to the server from a web browser. The default value is 8120, other
common values are 8100 and 8116. It must be the port number that the Open Data
Hub for Mainframe Server is listening on. Contact your server administrator if you do
not know this number.

Security. Select Explicit to indicate that the user ID and password are explicitly
specified for each connection to the Open Data Hub for Mainframe Server at
connection time, for authentication. Select Kerberos to indicate that the Kerberos
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security protocol authenticates the service requests between two or more trusted
hosts across an untrusted network.

User and Password. Optionally, type a user ID and Password to connect to the
server. Some ODBC Client tools may use these credentials to connect to the server.

Note: The ODBC Driver Manager stores credentials in the Windows Registry in plain
text, so do not enter a password if your PC is not secured.

7. Optionally, you can test your connection by clicking Test. You should receive a
"Connection Succeeded" message. If not, correct your entries and try again.

8. Click OK to save your connection.

Note: You can click Advanced to specify advanced settings for the connection. For more
information, see Set Advanced Options for Data Sources.
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Remove Data Sources on Windows

You can remove data sources from the Connector after installation is completed.

Procedure
1. From the Start menu, type ODBC in the search box.

2. Select ODBC Data Sources (64-bit).
The ODBC Data Source Administrator (64-bit) dialog opens.
3. Select the System DSN tab.

4. From the System DSN tab, select the System data source to which you want to add a
data source and click Remove, as shown in the following image.

; ODBC Data Source Administrator (64-bit) x

User DSN  System DSN  File DSN  Drivers Tracing Connection Pooling  About

User Data Sources:

Name Platform  Driver Add...
DATA 64-bit ODH 92 ODBC Client Driver

dBASE Files N/A Microsoft Access dBASE Driver (*.dbf, *ndx, “m Remove :
Excel Files N/A Microsoft Excel Driver (" xls, *xdsx, “xlsm, *xisb)

MS Access Database N/A Microsoft Access Driver (".mdb. “.accdb) Configure....

< >

An ODBC User data source stores information about how to connect to the indicated data provider. A
User data source is only visible to you and can only be used on this computer.

e | [ | e
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Configure Data Sources on Windows

You can configure data sources from the Connector, if you need to change any of the
parameters.

Procedure
1. From the Start menu, type ODBC in the search box.

2. Select ODBC Data Sources (64-bit).
The ODBC Data Source Administrator (64-bit) dialog opens.

3. Select the System DSN tab.

4. From the System DSN tab, select the System data source to which you want to add a
data source and click Configure, as shown in the following image.

; ODBC Data Source Administrator (64-bit) X

User DSN  System DSN  File DSN  Drivers Tracing Connection Pooling  About

User Data Sources:

Name Platform  Driver Add...
DATA 64-bit ODH 92 ODBC Client Driver

dBASE Files N/A Microsoft Access dBASE Driver (*.dbf, “ndx, “m Remove
Excel Files N/A Microsoft Excel Driver ("xds, *xdsx, “xlsm, "xsb)

MS Access Database N/A Microsoft Access Driver (" mdb, *.accdb) Configure.... [

An ODBC User data source stores information about how to connect to the indicated data provider. A
User data source is only visible to you and can only be used on this computer.

Cancel Apply Help

The ibi ODBC Driver Configuration dialog opens, as shown in the following image.
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ibi™ ODBC Driver Configuration X

ODBC Connector

Connection Parameters

Data Source Name: ‘ DATA ‘

Description: ‘ ibi ODBC Driver ‘

TCP/IP Server: ‘MVSIH ‘ Port: | 8120

Security: |Expicit v | Test

User: ‘ srvadmin ‘

Password: | oooooooo| |

Advanced >> [k ] coel

5. Make any necessary changes or add new information as needed, and then click OK.
For more information, see Add Data Sources on Windows.
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Test the ODBC Driver With Microsoft Excel

If you have Microsoft Excel installed on your Windows PC, you can also test the ODBC
Driver using the following procedure.

Procedure
1. Create a text file with a .dqy extension. Include your DATASOURCE, USER, and PASS
values, in addition to your SQL request, as shown in the following image.

.‘ test.dqy - Notepad

File Edit Format View Help

XLODBC

|

den=DATASOURCE; uld=USER; pwd=PASS
SELECT COUNTRY FEOM CAR

Note: Replace the SELECT COUNTRY FROM CAR statement with a SELECT
statement for a table that exists on your server.

2. Save the file.
3. Double-click the file to run.

4. On the Security Notice dialog, click Enable, as shown in the following image.

x
@ Microsaft Office has identified a potential security concern.

File Path: | c\Users\ scott'\Desktop'test.dqy

Data connections have been blocked. i you choose to enable data
connections, your computer may no longér be secure. Do not enable
this content unless you trust the source of this file,

Enable Disable

5. If the server has security enabled, type the user ID and password to connect and
click OK.
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The values from the SQL request display, as shown in the following image.

H
File Home | Insert | Page Layout | Formules  Data | Review | View W Tell me
I . [iF] Summarize with Piv [==! === I LT =l
Tabile Marrse: ¥ Sumenarize otlable [ | l‘l'I: s £
Tabde_test B! Remeone Duplicates — e &
: o Insert | Expont Refresh Table Shyde | Cuick
£ Resize Table | 3 Convert to Range Shesr 2 - €2 | Optiors= | Seese
Properties Tools Extemnal Table Data Takde Styles A
Al bl & w
| & B C D E F G H 1 J K —
il couny B
i ENGLAND
3 FRAMCE
4 ITALY
+ JAPAN
& W GERMAMNY,
? -
test * | '
B M M - [ - 0%
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Set Advanced Options for Data Sources

The ODBC Connector environment can be configured from the ODBC Administrator on the

Advanced panel.

Procedure
1. To access the advanced settings, click Advanced, as shown in the following image.

ibi™ ODBC Driver Configuration X

ODBC Connector

Connection Parameters

Data Source Name: | |

Description:

Port:

TCP/IP Server:

Security: | Explicit v Test

User:

Password:

Advanced > :L\ﬁ II' Cancel

The Data source and Global settings options appear, as shown in the following

image.
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Data source

Service:

Schemas: v

Cluster connection |:| Cluster Name (optional):

Global
Enable tracing

I Advanced << I OK Cancel

2. In the Data source settings section:

» Service. Type the Service name of a configured service on your reporting
server, which may be the server included in Open Data Hub for Mainframe or
an ibi™ WebFOCUS® Reporting Server. When multiple services are configured on
your reporting server, you can specify the server to connect to for each DSN.

o Note: Service names are case sensitive.

e Schemas. From the drop-down menu, select Folders to indicate that the
application folder names on the server should be used or select EDADBA to
indicate that the name EDADBA should be used.

» Cluster connection. Select this check box to access data from multiple Open
Data Hub for Mainframe Servers combined in clusters using the ODBC or JDBC
connection.

e Cluster Name (optional). Type the name of the cluster on the Open Data Hub
for Mainframe Server. In this case, the Data Source Name on the Configuration
screen should be a node name of a cluster from the odin.cfg CLM to which
you are connecting.

Note: By default, for Microsoft Excel, Microsoft Power BI, and Tableau, the
default application folder names on the server are used. For other
applications, the name EDADBA is used.
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3. In the Global settings section, which applies to all connections, select the Enable
tracing checkbox if you want to enable tracing. When enabled, trace files are written
to the user's ¥TEMP% directory, as shown in the following image.

Home Share View

U o Cut x @ F7 New item = 1 Open ~ FH selectall
) ) W Copy path « ﬂ Easy access ™ : Edit 1 Select none
Pnat(o(i;uck Copy  Paste lﬂ P l\f;)\ie Ctzpvy Delvete Rename fI:EZr Propvertles 2 History E‘E‘Invert selection
Clipboard Organize New Open Select
5 .
<« v P > This PC » Windows (C) » Users » gweinhei > AppData » local » Temp v D
v
temp ~ Name Date madified ~
test #4 edaod3x_H000001ESD6F1C1B0_P00023420_TO0000001784.trc 7/3/2023 9:39 AM
THC 4 edaod3x_HO00001EEEE20BB70_P00023836_TO0000025516.trc 7/3/2023 9:37 AM
§2 edaod3x_H000002147E2E21D0_P00024912_TO0000005900.trc 7/3/2023 9:37 AM
#9 edaod3x_H000001C7C8337320_PO0016932_TO0000012980.trc 7/3/2023 9:37 AM
§4 edaod3x_HO00001F87F730180_P00022376_T0O0000024980.trc 7/3/2023 9:37 AM
#4 edaod3x_H000001BB819F3300_P00023476_TO0000014416.trc 7/3/2023 9:37 AM
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Installation for z/OS

The unified software for z/OS provides a choice of deployment environments, either:

e z/0OS Distributed File Service zSeries File System (ZFS) files on UNIX System Services.
» Partitioned data set (PDS) libraries.

To compare their benefits, see Choosing How to Deploy.

Information You Need Prior to Installation on
z/0S

The Open Data Hub for Mainframe server is installed by downloading the installation file
from the eDelivery site at:

https://edelivery.tibco.com/storefront/index.ep

Once the desired file is downloaded, and if necessary, transferred to the actual machine
where the installation will occur and into a temporary working directory, untar the .tar file.

More specifically, change directory (cd) to the temporary directory and issue the following
command, where the actual .tar file name is the full file name that was downloaded.

tar -xvf IBI_wf-rs_x.tar

After extraction, proceed with the instructions in the following topics.

The process for a full download is similar. A main directory is created on the desktop with
multiple directories and subdirectories. Simply find the applicable IBI_wf-rs_*.* file from
the download, transfer, and extract, as previously noted.

You need a server administrator user ID, referred to as iadmin in the remainder of this
chapter.

* The operating system ID you use when installing the server owns the server files and
is the default server administrator for OPSYS mode. You can create a new operating
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system ID to run and own the server files, or use any ordinary (non-superuser) ID.
However, you should not install the server as root.

The server has an email notification feature that requires SMTP mail server information.
You can enter these parameters either during installation, or later using the WebFOCUS®
Reporting Server browser interface Administration tool.

z/0S Installation Requirements

Before you install, review the following requirements.

Type Description

Operating z/0OS 2.1 or higher

System
y The ibi™ Release Notes maintains a current list of supported operating systems

and levels.

Disk Space For USS Deployment, approximately 6 GB, however, about double the space is
needed during installation.

For PDS Deployment, approximately 1555 cylinders of 3390 disk for HOME
data sets.

IP Ports Up to six consecutive IP ports (two in reserve for typical extra features).

Additional Java Listeners (post-installation option) require additional ports
(beyond basic reserve).

Java Java JRE or Java SDK (also known as JDK) 8 or higher.

Used for Java-based adapters, server-side graphics, XBRL, or user-written
CALLJAVA applications. For additional information, see JVM Requirements for
Java Services (Server Installations Only).

Note: Java 8 and Java 11 are explicitly tested and certified to be compatible
with Open Data Hub for Mainframe. Other Java releases may be compatible
with the Open Data Hub for Mainframe. If you use an untested Java release,
you must self-certify its compatibility with the Open Data Hub for Mainframe
and accept responsibility for using an untested release.
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Type Description

Memory Per Agent 20 MB

Common Common Framework 500 MB
framework

plus per

agent

memory.

Web Needed for using the WebFOCUS Reporting Server browser interface.
Browser .

Microsoft Edge

Mozilla Firefox® 59 or higher.

Google Chrome® 65 or higher.

JVM Requirements for Java Services (Server
Installations Only)

The minimum Java JVM release level is 8 or higher, due to required internal components of
the server. As already noted, only Java release 8 and release 11 are explicitly tested, and
use of any other release must be self-certified by the customer if they choose to not use
release 8 or release 11. The Java Listener will not start properly (and will show errors in the
edaprint.log file) if 8 (or higher) is not in use.

When a server starts, it adds search directories based on JDK_HOME or JAVA_HOME
variables. If JVM is found with the correct bit size and level (8+), the Java Listener will start,
send a start message to the edaprint.log file, and no further configuration is needed.

If JVM loading fails, the server will start, but should be corrected by setting JDK_HOME or
JAVA_HOME to a respective home directory for a Java that matches the required bit size
and release level. If both values are declared, JDK_HOME will be used. Set the environment
variable in the server EDAENV environment file.

For example:

JDK_HOME=/usr/java/64/jdk1.8.0_381
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Installation for ZFS and PDS

Before installing, read the topics in this section for:
e Guidance on choosing how to deploy on ZFS in UNIX System Services or PDS.

» Configuration information common to both deployments, such as the location of
different types of server files.

* An overview of which steps you will need to perform to install your server.

Choosing How to Deploy

z/0OS provides you with the following deployment environment: a choice of deployment
environments. You can deploy using either:

e The z/OS File System (ZFS) on UNIX System Services (USS). The ZFS-deployed
software stores executable code and user data on the ZFS. Security is provided by
UNIX file security and by your z/OS security package, such as RACF, eTrust CA-Top
Secret®, or eTrust CA-ACF2°®. You install from ISPF and start it using JCL. All other
processes occur under USS.

» Partitioned data sets (PDS) which deploys software in partitioned data sets. The
PDS-deployed software provides most features of the ZFS-deployed software, but
removes the requirement for interaction with UNIX System Services at installation
time and run time. Administration of the software, from a systems perspective, has
been streamlined to match that of the classic MVS version of the server (also known
as the SSCTL server).

The PDS deployment environment is designed to support legacy applications and
features. New server features that require some ZFS footprint, such as .xlsx support,
file uploads, and the stress tool on the WebFOCUS Reporting Server browser
interface, will not be available.

To take advantage of these features, you can either deploy the ZFS version or,
alternatively, have a mixed environment, where you create a PDS instance for your
legacy applications, and have a small ZFS instance just for the administrator to
access the WebFOCUS Reporting Server browser interface features missing in PDS.
Both server instances can have a shared mapped application to exchange data
seamlessly.

The following table compares the benefits of each way of deploying on z/0S.
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Feature ZFS [ USS
File In the UNIX ZFS file system.
Management:

Server run-time

and

configuration

files

File In the UNIX ZFS and, optionally,

Management: in a PDS.

User data,

metadata, and

procedures

Security Standard security packages are
supported (RACF, eTrust, CA-
ACF2®, and eTrust CA-Top
Secret).
All directories and files must
have their user/group/world
attributes correctly set.
A user ID with a UID of 0 (that is,
a superuser) is required when
running the server with security
set to OPSYS or a special
UNIXPRIV user ID can be used.

User IDs A UID of 0 (that is, a superuser)

can install, but not administer or

connect to, the server.

Each user ID that will install,
administer, or connect to the
server requires a ZFS segment
with sufficient space and
appropriate file permissions for

PDS

In partitioned data sets (PDSs).

In a PDS and, optionally, in the UNIX
ZFS.

Standard security packages are
supported (RACF, eTrust CA-ACF2, and
eTrust CA-Top Secret). No additional
security is required.

Any user ID can install, administer, and
connect to the server.
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Feature

Adapters

Traces and
Server Log

WebFOCUS
Reporting
Server browser
interface Stress
Tool

Format XLSX
and PPTX

Adobe Flex

RACF TEMPDSN
class

DFM reports
stored in

approot app

Native ! (bang)

ZFS [ USS

the tasks that the ID will
perform.

Use a mixture of USS-based and
MVS-based libraries/APls.

Accessible from the WebFOCUS
Reporting Server browser
interface.

Available from the WebFOCUS

Reporting Server browser
interface.

Supported

Supported

Supported

Supported

Supported

PDS

Use MVS-based libraries/APIs.

The exception is DBMSs that support
only USS-based libraries/APls, such as
Db2 CLI and Java-based adapters,
such as Microsoft SQL Server, which
use vendor libraries/APIs residing in
the hierarchical file system.

These are available on the JES output
of the server job.

Feature not available.

Not Supported

Note: As a workaround, you can SET
EXCELSERVURL to point to a ibi™
WebFOCUS® apps context root.

Not Supported

Supported, except for the FOCCACHE
app.

Not Supported

Use standard DFM data sets instead.

Not Supported
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Feature ZFS [ USS PDS

USS Operating
System
commands in
applications

Adapter Flat Supported Not Supported
File via FTP
Server

WebFOCUS Supported Not Supported
Reporting

Server browser

interface

Upload file tool

PDS deployment also requires each user of the server to be identified to USS by means of a

default segment definition. For more information, see Security Providers.

File Locations

The software includes several groups of files used for installation, configuration, and
administration. These groups are implemented differently in USS and PDS deployments:

» Supplied files (EDAHOME), which contains programs and related files. For more
information, see Supplied Files Location (EDAHOME).

e Configuration (EDACONF), which contains the files that control the behavior of each

configured instance. For more information, see Configuration Files Location
(EDACONF).

» Applications (APPROOT), which is the default location for storing applications. For

more information, see Application Files Location (APPROOT).

 Profiles, which contains user and group profiles. For more information, see Profile
Files Location.

e Administration, which includes a file that specifies server administrators. For more

information, see Administration Files Location.
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Supplied Files Location (EDAHOME)

The programs and related files are stored in a location referred to as EDAHOME. The
installation process copies the software into EDAHOME.

e In USS deployment, EDAHOME defaults to the following directory and several
subdirectories:

ibi/srv/home

* In PDS deployment, EDAHOME defaults to the following partitioned data sets:

high_level_qualifier.P.HOME.WFS

where:

high_level_qualifier

Is the high-level qualifier for HOME.DATA and for all other data sets that the
installation procedure allocates. We recommend that the high-level qualifier
reflect the release of the software (for example, IADMIN. SRV). However, you can
use any site-specific value.

component_type

Designates the type of server component. The values are:

Type of Component Description

Script and text files.

ETC

Binary-based obiject files.
BIN

Server Access Files.
ACX
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Type of Component

MAS

FEX

ERR

LOAD

Description

Server Master Files.

Server procedure (FOCEXEC) files.

Error files.

Load library.

Configuration Files Location (EDACONF)

The configuration files are stored in a location referred to as EDACONF. Each configured
instance has its own EDACONF, which controls the behavior of that instance.

* In USS deployment, EDACONF defaults to the following directory and several
subdirectories:

ibi/srv/wfs

* In PDS deployment, EDACONF defaults to the following partitioned data sets:

high_level_qualifier.wFS.CONF.config_type

where:

high_level_qualifier

Is the high-level qualifier for HOME.DATA and for all other data sets that the
installation procedure allocates. We recommend that the high-level qualifier
reflect the release of the software (for example, IADMIN.SRV). However, you can
use any site-specific value.

config_type
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Designates the type of configuration file.
The primary configuration file is CFG.

The WebFOCUS Reporting Server deferred execution configuration files are DEL,
RPE, RPF, RPO, RQD, RQF, RQO, and RQP.

Profile Files Location

Server profiles are stored in the following location:

e In USS deployment, the location is specified in the environment variable EDAPRFU,
and defaults to the following directory:

ibi\profiles

* In PDS deployment, the location is the following partitioned data set

high_level_qualifier.WFS.CONF.PRF

where:

high_level_qualifier

Is the high-level qualifier for HOME.DATA and for all other data sets that the
installation procedure allocates. We recommend that the high-level qualifier
reflect the release of the software (for example, IADMIN.SRV92). However, you can
use any site-specific value.

This PDS is allocated in ddname EDAPROF in the server JCL.

Administration Files Location

The file that specifies server administrators is located in:

* In USS deployment, the location is specified in the environment variable EDAPRFU,
and defaults to the following directory:

ibi\profiles
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* In PDS deployment, the location is member ADMIN of the following partitioned data
set

high_level_qualifier.WFS.CONF.CFG

where:

high_level_qualifier

Is the high-level qualifier for HOME.DATA and for all other data sets that the
installation procedure allocates. We recommend that the high-level qualifier
reflect the release of the software (for example, IADMIN.SRV92). However, you can
use any site-specific value.

This PDS is allocated to ddname EDACFG in the server JCL.

Application Files Location (APPROOT)

The server application files are stored in a location referred to as APPROOT. APPROOT may
be shared by multiple applications.

* In USS deployment, APROOT defaults to the following directory:

ibi/apps

* In PDS deployment, APPROOT defaults to the following partitioned data sets:

approot.appname.type.DATA

where:
approot
Designates the root qualifier for the server applications.

appname

Designates the name of the application. There will be one appname qualifier for
each application.

type

Designates the type of application component. The values are:
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Type Description

Access Files.
ACCESS

ibi™ Data Migrator flow information.

ETG

Procedure files.
FOCEXEC
FTM Temporary files.

Image files (both GIF and JPG).
GIF

HTML files.
HTML

Maintain files.
MAINTAIN

Master Files.
MASTER

Forms.
WINFORMS

XML DTD files.
DTD
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Type Description
FOCCOMP files.
FOCCOMP
Stylesheet files.
FOCSTYLE
sqL SQL files.
XML files.
XML
XML XSD files.
XSD
ibi™ FOCUS® data files.
FOCUS

Two applications are generated automatically during installation: IBISAMP and BASEAPP, a
default application space.

Step-By-Step Installation Overview

The installation process differs somewhat, depending on how you are deploying the
software for z/0OS. To deploy using:

» ZFS/USS:
1. Installation Requirements for HFS
2. Installing New on HFS
3. Starting and Stopping a Server for HFS
4. DB2 Security Exit Configuration for HFS
5. MSODDX for DD Translation for User Subroutines
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10.
11.

e PDS:

> W

b

10.
11.

Overriding the Time Zone Setting

Adding a Configuration Instance for HFS
Upgrading Your Server Release for HFS
Performance Considerations for HFS

General Information for a z/OS HFS Installation

Troubleshooting for HFS

Installation Requirements for PDS

Installing a New Server for PDS

Starting and Stopping a Server for PDS

DB2 Security Exit Configuration for PDS

MSODDX: DDNAME Translation for User Subroutines
Overriding the Time Zone Setting

Adding a Configuration Instance for PDS

Upgrading Your Server Release for PDS
Performance Considerations for PDS

General Information for a z/OS PDS Installation

Troubleshooting for PDS

ZFS/USS Deployment Installation Details

The topics in this section describe how to install your software in a ZFS environment on
UNIX System Services.

Installing New on ZFS

To install on z/OS deployed using the ZFS File System and UNIX System Services (USS),
perform the following steps.
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Set Up User IDs

To install and run the software, the following types of user IDs are required:
¢ Server installation ID (iinstal).
e OPSYS server administrator ID (iadmin).
e PTH administrator ID (srvadmin).
e Server system ID (iserver).

» General IDs (for connecting users).

The number of IDs and their names depend on the needs and configuration of your site.

Software Installation ID (iinstal)

An ID is required to unload the software installation from tape and to create PDSs and ZFS
directories. Many sites already have a suitable ID that they use for installing vendor
software.

The sample ID name iinstal is used throughout the installation procedure to refer to this ID,
but you can choose any name. (We have omitted the second "l" from "install" due to a
seven-character length restriction in some RACF and eTrust CA-Top Secret® environments.)
To define iinstal, see Define the Software Installation ID.

OPSYS Server Administrator ID (iadmin)

An ID is required to administer the server. It owns and ha full access to server files installed
in the ZFS directory that you specify during installation. This ID should be available only to
users who require administrative server privileges such as :

e Starting and stopping the server
» Adding adapters
e Changing run-time parameters

The sample ID name iadmin and group isrvgrp are used throughout the installation
procedure to refer to this ID, but you can choose any names.

To define iadmin, if you are using:
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e RACF, see Define the OPSYS Administrator ID With RACF.
e CA-ACF2, see Define the OPSYS Administrator ID With CA-ACF2.

e CA-Top Secret, see Define the OPSYS Administrator ID With CA-Top Secret.

PTH Administrator ID

An ID is required to administer the server immediately after initial installation. This ID is
defined and maintained solely in the realm of the server.

For more information about running the server in secure mode, see Configure Security.

ibi WebFOCUS Reporting Server System ID (iserver)

If you plan to run the server with security provider OPSYS, you must create a user ID for
internal use by the server. The server will use this server system ID when it needs superuser
privileges. For example, it will use it to impersonate a connected user when the server
agent is created.

This ID does not need TSO logon privileges. All IDs require an OMVS segment. Be sure never
to delete this ID. Doing so would cause server administration problems.

The sample ID name iserver is used throughout the installation procedure to refer to this
ID, but you can choose any name.

You can define this server system ID as either:

» A superuser ID. This is an ID whose security definition specifies UID(0), authorizing it
to perform all z/OS UNIX functions without restriction.

To define iserver using a superuser ID, if you are using:

RACF, see Define the System User ID With RACF.

CA-ACF2, see Define the System User ID With CA-ACF2.

CA-Top Secret, see Define the System User ID With CA-Top Secret.

* An ID employing profiles with UNIXPRIV for authorization, which is necessary for
certain superuser privileges.

By granting limited superuser privileges with a high degree of granularity to an ID
that does not have superuser authority, you minimize the number of assignments of
superuser authority at your installation and reduce your security risk.
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This is supported for sites using RACF, eTrust CA-ACF2®, and eTrust CA-Top Secret.
Note that global access checking is not used for authorization checking to UNIXPRIV
resources.

To define the iserver using UNIXPRIV profiles, see Define the System User ID With
UNIXPRIV Profiles.

General IDs (for Connecting Users)

Any user requiring access to the server must have a non-superuser ID (that is, it must have
a unique UID other than 0) and have an OMVS segment. For information about this, see
Add the OMVS Segment to General User IDs.

User ID Installation Scenarios

There are two user ID installation scenarios:

¢ Installation and administrator IDs are the same.

The user ID must have a unique non-zero UID. It cannot be a superuser. For this
scenario, logon to TSO with this ID and do not change the default administrator ID
that is presented on the first full panel of the ISETUP installation process.

¢ Installation and administrator IDs are different.

The installation ID can be a superuser or non-superuser, and must have authority
over the administrator ID so that it can change ownership of the server directory
structure from the installation ID to the administrator ID. The command issued
during the installation process to change ownership is shown.

The administrator ID must have a unique non-0 UID. It cannot be a superuser.

Define the Software Installation ID

When defining the software installation ID:
e The installation ID requires read access to the BPX.FILEATTR.APF facility class.
e The installation ID requires an OMVS segment.

» The installation ID can be any existing user ID. If it is the same as the administrator ID
(iadmin), see one of the following topics for a sample definition. If you are using:
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° RACF, see Define the OPSYS Administrator ID With RACF.
°© CA-ACF2, see Define the OPSYS Administrator ID With CA-ACF2.

° CA-Top Secret, see Define the OPSYS Administrator ID With CA-Top Secret.

Define the OPSYS Administrator ID With RACF

The server administrator ID requires an OMVS segment.

To define the server administrator ID with RACF:
1. Have the Security Administrator issue the following RACF commands:
ADDUSER iadmin PASSW(xXxXxXx)
DFLTGRP (ISRVGRP)
OMVS (UID(8) HOME('/u/iadmin') PROGRAM('/bin/sh)")

TSO(ACCTNUM(12345) PROC(PROCO1))

2. Verify that the ADDUSER command completed successfully by issuing the following
command, and be sure that the command is available to the iadmin ID:

[TSO] LISTUSER +dadmin OMVS NORACF

You should receive the following response:
USER=17admin
OMVS INFORMATION
UID=0000000008
HOME=/u/iadmin
PROGRAM=/bin/sh

3. A Security Administrator must update the Facility classes of RACF, using the following
commands issued with ISPF Option 6:

ibi™ Open Data Hub for Mainframe Connectors Installation and User Guide



54 | Installation for z/OS

RDEFINE FACILITY BPX.FILEATTR.APF UACC(NONE)

PERMIT BPX.FILEATTR.APF CL(FACILITY) ID(iadmin) ACCESS(READ)

4. Refresh the RACF Facility class so that these commands will take effect.

SETROPTS RACLIST(FACILITY) REFRESH

5. Continue by verifying the server administrator ID, as described in Verify the OPSYS
Administrator ID.

Define the OPSYS Administrator ID With CA-ACF2

The server administrator ID requires an OMVS segment.

To define the server administrator ID with eTrust CA-ACF2:
1. To define the ID that will administer the server, issue the following commands:

SET LID
INSERT +dadmin GROUP(admin) PASSWORD(pass) STC
SET PROFILE(USER) DIV (OMVS)

INSERT +dadmin UID(n) HOME(/) OMVSPGM(/bin/sh)

where:
iadmin
Is the ID you are creating to administer the server.
admin
Is the group in which iadmin will reside.
pass

Is the password for iadmin.
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Is the UID.

2. Continue by verifying the server administrator ID, as described in Verify the OPSYS
Administrator ID.

Define the OPSYS Administrator ID With CA-Top Secret

The server administrator ID requires an OMVS segment.

To define the server administrator ID with eTrust CA-Top Secret:

1. Create a department ID for everyone defined to eTrust CA-Top Secret who will be
using the server, by issuing the command

TSS CRE(dept) TYPE(DEPT) NAME('formal department name')

where:
dept
Is the name of the department you are creating.

formal department name
Is the label you want to associate with the new department.

2. For users within the department you just created for the server, you can define
resource access within a group. To define an ID for that group, issue the following
command

TSS CRE(deptgrp) NAME('dept group') DEPT(dept) TYPE(GROUP) GID(n)

where:
deptgrp
Is the name of the group you are creating.
dept group
Is the label you want to associate with the new group.

dept

ibi™ Open Data Hub for Mainframe Connectors Installation and User Guide



56 | Installation for z/OS

Is the name of the department you created.

Is the number you want to assign to the new group.

3. Create the iadmin ID and attach it to the new department by issuing the following
commands:

TSS CRE(iadmin) NAME('iadmin 1id')
TYPE (USER) DEPT(dept) PASSWORD(pass)

GROUP (deptgrp) DFLTGRP (deptgrp)

where:
iadmin

Is the ID you are creating to administer the server.
iadmin id

Is the label you want to associate with the new ID.
dept

Is the name of the department that you created.
pass

Is the password for the ID you are creating.
deptgrp

Is the group you created.

4. Issue the following command to define the user's USS shell program (using
OMVSPGM), facility access (using FAC), and, optionally, the initial directory (using
HOME).

The OMVS segment of the ACID defines the ACID's UID, the user's home directory, and
the initial program that the user will run. The initial program is generally the shell
program that the user invokes.

TSS ADD(iadmin) UID(n) [HOME(/u/dir)] OMVSPGM(/bin/sh) FAC
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(BATCH, TSO)

where:
iadmin

Is the ID you created to administer the server.

Is the UID. It cannot be 0 (zero).
HOME

Defines the initial directory path name. If it is omitted, USS sets the user's initial
directory to the root directory.

dir
Is the ID home directory.

5. Issue the following command

TSS PER(jadmin) IBMFAC(BPX.FILEATTR.APF) ACC(READ)

where:
iadmin
Is the ID you created to administer the server.

6. Continue by verifying the server administrator ID, as described in Verify the OPSYS
Administrator ID.

Verify the OPSYS Administrator ID

To verify the server administrator ID:

Procedure

1. Verify that the home directory of the server administrator ID is correct by logging on
to the server administrator ID (if not already logged on) and issuing the following
command from ISPF option 6:

ibi™ Open Data Hub for Mainframe Connectors Installation and User Guide



58 | Installation for z/OS

OSHELL pwd
You should receive the following response:
/u/iadmin

This directory should be the home directory specified in the UID definition for iadmin.

2. For a second confirmation, issue the following command:

OSHELL echo $HOME
You should receive the following response:
/u/iadmin

3. Verify that the server administrator ID has a unique UID and the correct GID defined
by issuing the following command and pressing Enter:

OSHELL 1d
You should receive the following response:
uid=8 (IADMIN) gid=50(ISRVGRP)

This UID and GID should match what is defined in the OMVS segment.

Define the System User ID With RACF

The RACF commands in this procedure must be issued by the Security Administrator. The
server system user ID does not require logon authority.

To define the server system user ID with RACF:

1. Issue the following RACF command

ADDUSER diserver DFLTGRP(OMVSGRP) OMVS(UID(®)) NOPASSWORD

where:
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iserver
Is the account you use for the system server ID.

2. Verify that the above ADDUSER command completed successfully by issuing the
following command:

[TSO] LISTUSER 1iserver OMVS NORACF

You should receive the following output:

USER=1iserver
OMVS INFORMATION
UID=0000000000
HOME=/u/iserver

PROGRAM=/b1in/sh

Define the System User ID With CA-ACF2

To define the server system user ID with eTrust CA-ACF2, issue the following commands:

SET LID

INSERT qiserver NAME(iserverID) GROUP(pgm)

SET PROFILE(USER) DIV (omvs)

INSERT qdserver UID(®) HOME(/) PROGRAM(/bin/sh)
SET PROFILE(GROUP) DIV (omvs)

INSERT pgm GID(n)

where:

iserver

Is the ID you are defining for the server system ID.
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iserverlD

Is the description you want to associate with the system server ID.
pgm

Is the ID group.
omvs

Is the name of your OMVS division.

Is the group ID.

Define the System User ID With CA-Top Secret

To define the server system user ID with eTrust CA-Top Secret:

1. Issue the following commands:

TSS CRE(iserver) TYPE(USER) NAME('server system ID')

DEPT (dept) PASS(pass,0) SOURCE (INTRDR)

where:

iserver
Is the name you wish to assign to the server system ID you are defining.
dept
Is the name of the department you created in step 2b.
server system ID
Is the label you want to associate with the new ID.
pass

Is the ID password.
This password never expires.

Note that the SOURCE(INTRDR) setting prevents this ACID from logging on.
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2. Define the required access for the server system ID by issuing the following command

TSS ADD(iserver) UID(®) HOME(/) OMVSPGM(/bin/sh) GROUP(deptgrp)
DFLTGRP (deptgrp)

where:

iserver
Is the server system ID.
deptgrp
Is the name of the group you created in step 2b.

3. You can choose to audit the server system ID. Each time the ACID is used, an audit
record will be written to the eTrust CA-Top Secret audit tracking file. To set this
option, issue the following command

TSS ADD(iserver) AUDIT

where:

iserver

Is the server system ID.

Define the System User ID With UNIXPRIV Profiles

Resource names in the UNIXPRIV class are associated with z/OS UNIX privileges. In order to
use authorization to grant z/OS UNIX privileges, you must define profiles in the UNIXPRIV
class protecting these resources. The UNIXPRIV class must be active. If you are using RACF,
SETROPTS RACLIST must be in effect for the UNIXPRIV class.

To use profiles in the UNIXPRIV class to grant authorization for superuser privileges to a
server system ID that does not have superuser authority (UID=0), you must assign:

READ access for SUPERUSER. FILESYS.CHOWN

CONTROL access for SUPERUSER.FILESYS
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Note:
It is strongly recommended that you do not assign TSO privileges to the
UNIXPRIV user ID. This can be done by adding the keyword NOPASSWORD
to the RACF command ADDUSER.

e The installation routine ISETUP will ask for the server system ID (default
ISERVER). It checks if the supplied userid has a UID of 0. If it does not,
UNIXPRIV authorization is assumed. This results in an entry in the
ibi/srv93/WFS/bin/edaserve.cfg file as follows:

server_system_id = ISERVR3/PRIV
rather than
server_system_id = ISERVER

If you installed the software with the server system ID pointing to a superuser ID (UID=0),
and then decide to use the UNIXPRIV user ID, the value in the edaserve.cfg file must reflect
the /PRIV syntax. Edit the file manually or by using the WebFOCUS Reporting Server
browser interface, click Workspace, Configuration/Monitor. Open the Configuration Files
folder, double-click Workspace, and change the server_system_id value before starting
the server.

For more information about UNIXPRIV authorization, for:
e RACF, see the IBM Security Server RACF Security Administrator's Guide.
e ACF2, see the eTrust CA-ACF2 Security Cookbook.

e Top Secret, see the eTrust CA-Top Secret Security Cookbook.

System User ID With UNIXPRIV

The server system ID requires different authorities in order to be used with UNIXPRIV. The
following RACF example lists the authorities for a system server ID with UNIXPRIV
authorization, named ISERVR3. Authorizations for your site may differ.

Occurrences of ISERVR3

In standard access list of general resource profile UNIXMAP U100122
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In

In

In

In

In

standard access

standard access

standard access

standard access

list of general resource profile TSOAUTH RECOVER
list of general resource profile TSOAUTH JCL
list of general resource profile ACCTNUM EDA

list of general resource profile UNIXPRIV

SUPERUSER.FILESYS.CHOWN

standard access

list of general resource profile UNIXPRIV

SUPERUSER.FILESYS

Owner of profile ISERVR3.* (G)

First qualifier of profile ISERVR3.*x (G)

In access list of group EDA

User entry exists

Add the OMVS Segment to General User IDs

To add the OMVS segment to general user IDs:

1. For all users connecting to servers, ensure that each user ID has an OMVS segment
(or is set up to use a default user ID as documented in the IBM manual UNIX System

Services Planning).

For example, to modify an existing RACF TSO user ID profile, from ISPF Option 6,
issue the following command

ALTUSER user_ID OMVS(UID(nnn) HOME('/u/user_ID') PROGRAM

("/bin/sh'))

where:

user_ID

Is the user ID you are modifying.
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Collect Required Information for Adapters

For current information about which adapters are supported, see the ibi™ WebFOCUS®
Adapter Administration manual.

You must provide information to configure the adapters that you want to install. The
installation procedure automatically prompts you for this information. When you are
prompted for an optional steplib, ddname, or environment variable, the installation
procedure will indicate this with an OPT> prompt.

If you are using non-APF-authorized DBMS libraries, you must allocate the libraries to the
ddname TASKLIB in IRUNJCL. The installation routine collects the information and
allocates the required libraries in STEPLIB.

After you have installed and configured the server, you will be able to further configure
your adapters using a web-based server configuration tool called the WebFOCUS Reporting
Server browser interface.

The following table describes what information you need to provide for each adapter that
you have. (If an adapter is not listed, no information needs to be provided for it.) Note that
the table refers to:

e EDAENV.This file contains environment variables and values set at server startup

e IRUNJCL. This procedure starts the server.

Both files are members of the edaconflib PDS. You will be prompted for the name of
this PDS at installation time.

Adapter Information you must provide

Adabas Provide the data set name for the following STEPLIB allocation:
e load library

This is required only for the synonym creation process. For example, in a
production environment in which all synonyms already exist, you can omit
this.

When you configure the adapter, you will need to provide the name of the
Adabas source library and the associated data set name.

CA- Provide the data set names for the following STEPLIB allocations:
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Adapter Information you must provide

DATACOM CUSLIB load library

CAILIB load library

e utility library

e URT library
CA- IDMS Provide the data set names for the following STEPLIB allocations:
(both DB and e load library
SQL) e DBA load library

Provide the data set names to which the following ddnames are allocated:
» SYSIDMS. Check with your CA-IDMS DBA regarding this ddname.

e SYSCTL. Is the library corresponding to the central version you want to
use.

Call Java You must have the JDK installed.
Provide a value for the following environment variables:

e CLASSPATH. Provide the paths of the .jar files that you want to access.
These paths will be appended to CLASSPATH.

 This adapter requires configuration of the JSCOM3 listener. The path
to JVM must be provided using either JDK_HOME or JAVA_HOME. The
installation will prompt for it.

CICS Provide the data set name for the following STEPLIB allocation:

Transacti
ransaction « CICS EXCI load library

Db2 CAF Provide the data set names for the following STEPLIB allocations:
e SDSNLOAD load library
For security information, see Db2 Security Exit Configuration for ZFS.

o SDSNEXIT load library (optional)

Db2 CLI Provide the data set names for the following STEPLIB allocations:
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Adapter

Information you must provide

e SDSNLOAD load library
For security information, see Db2 Security Exit Configuration for ZFS.
e SDSNLOD?2 load library

o SDSNEXIT load library (optional; this is needed only for an explicit
connection).

Provide a value for the following environment variable:

e DSNAOINI, which contains the full path and file name of the Db2 CLI
.ini file.

EJB

You must have the JDK installed.
Provide a value for the following environment variables:

e CLASSPATH. Provide the paths of the .jar files that you want to access.
These paths will be appended to CLASSPATH.

If you are deploying the adapter to access an EJB on a:

° WebLogic server, specify the following path:

/pathspec/weblogic.jar

° WebSphere server, specify the following paths:

/pathspec/websphere.jar

/pathspec/ejbcontainer.jar

(one for each EJB container)

e This adapter requires configuration of the JSCOM3 listener. The path
to JVM must be provided using either JDK_HOME or JAVA_HOME. The
installation will prompt for it.

IMS

Provide the data set names for the following STEPLIB allocations:

» DFSPZP load library (optional; not needed if PZP modules are stored
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Adapter Information you must provide

in the DFSRESLB library)
e DFSRESLB load library

JDBC You must have the JDK installed.
Provide a value for the following environment variables:

e CLASSPATH. Provide the paths of the .jar files that you want to access.
These paths will be appended to CLASSPATH.

e This adapter requires configuration of the JSCOM3 listener. The path
to JVM must be provided using either JDK_HOME or JAVA_HOME. The
installation prompts for it.

Microsoft SQL | Select the Call Java adapter, in addition to the Microsoft SQL Server adapter.

Server . . . .
Provide a value for the following environment variables:

e CLASSPATH. Provide the paths to the following files. These paths will
be appended to CLASSPATH.

° msbase.jar
° mssqlserver.jar
° msutil.jar

e This adapter requires configuration of the JSCOM3 listener. The path
to JVM must be provided using either JDK_HOME or JAVA_HOME. The
installation prompts for it.

Millennium Provide the data set name for the following STEPLIB allocation:

e load library

Model 204 Provide the data set name for the following STEPLIB allocation:

e load library

MQSeries Provide the data set names for the following STEPLIB allocations:

e SCSQLOAD load library
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Adapter Information you must provide
e SCSQAUTH load library
NATURAL Provide the data set name for the following STEPLIB allocation:
Batch
e NATURAL load library
SAP (SQL) Provide values for the following environment variables:
e LIBPATH, which contains the path to SAP RFC SDK.
e SAP_CODEPAGE=0126, or the correct SAP code page for your language
environment.
SAP BW Provide values for the following environment variables:
e LIBPATH, which contains the path to SAP RFC SDK.SAP_
CODEPAGE=0126, or the correct SAP code page for your language
environment.
Supra Provide the data set name for the following STEPLIB allocations:

e LINKLIB load library.
e INTERFLM load library.
e ENVLIB load library.

Download and Process the Distribution File from

eDelivery

1. Download the *zos_zseries.run file for the selected release from
eDelivery.tibco.com.

o  w BN

Upload the file, binary, to a USS directory on your z/0OS system.
Log in to USS using the fadmin user-id.
Change to the directory containing the uploaded xzos_zseries.run file.

Run the run file by using the following command:
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sh *xzos_zseries. fun

This extracts all files to a 'temp' subdirectory under your current directory.

Run isetup to Install and Configure a New Server

Follow the steps mentioned below to run isetup to Install and Configure a New Server.

1. Log in to USS by using the iadmin user ID.
2. Change to the temp directory created when you processed the run file.

3. Run the isetup program. Enter 1 on the Welcome screen.

4. Provide the full path name of the media for the product or press Enter to accept the
default.

Please enter the full path name of the media for the product
(Default=/u/ppgmlaw/temp/iserver . .tar)

Please supply media or <Enter> : |}

5. Enter the z/OS Userid for Server administration or press Enter to accept the default.
For more information, see OPSYS Server Administrator ID (iadmin).

Enter z/05 Userid for Server administration, or hit ENTER to accept the default
(Default=PGMLAKY - |§
6. Enter the Server Administration ID and password. The password, which does not

display, is stored in encrypted form. For more information, see PTH Administrator ID.
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7. Enter the Server System Support userid or press Enter to accept the default. For
more information, see ibi WebFOCUS Reporting Server System ID (iserver).

8. You are now shown the default values of the server environment variables and port
number.

9. If you do not want to accept the default values, skip to the next step. If you do
accept the default values, you still have to respond to two more prompts:

a. If you are unsure where your 1ibjvm.so is installed, contact your System
Administrator.

b. Contact ibi Customer Support to receive your site's Customer ID.

Now proceed to step 11.

10. Select N to change any properties that you wish.
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Name

EDAHOME PDS
name

EDAHOME unit

EDAHOME
volume

EDAHOME SMS
rule

CICSLIB PDS
name

EDACONF PDS
name

EDAPRFU path

APPROOT path

HOMEAPPS path

JDK_HOME path

Customer ID

Description

Fully qualified name of a PDS that contains executable modules
necessary for running the WebFOCUS Reporting Server.

UNIT value for EDAHOME PDS.

VOLUME value for EDAHOME PDS.

SMS allocation rule for EDAHOME PDS.

Fully qualified name of a PDS that contains executable modules
necessary for running the CICS adapter.

Fully qualified name of a PDS that contains configuration data files.
The location on the disk where the product looks for the user
profiles and the admin.cfg file.

The location on the disk where the product looks for applications.

The location on the disk where the product looks for the use of
home applications.

Full USS path name to your Java installation. This variable and value
is stored in edaenv.cfg. Server startup logic looks for
lib/server/libjvm.so under this directory. If it is not found, the
Server's jscom listener does not start, and certain java-based
adapters do not run.

Note: If you do not know this location, contact your system
administrator.

The customer ID provided with your WebFOCUS software.
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Name Description

HTTP Listener The HTTP Listener port.

port
Default: 8101.

This is the second of the seven consecutive port numbers that must
be open and available for the server's IP based services.

11. All installation and configuration options are displayed. One last prompt asks you to
Accept and Proceed, Start Over, or Quit.

12. After a successful installation, you receive this last prompt:

Hould you like to start the Server Horkspace (V/N Default=Y37 : |}

You can start the Server, for initial testing purposes, by responding Y, but for production
Servers, it is recommended that you start via submitting istart from your EDACONF PDS.

Run isetup to Add an Additional Configuration
Instance

Follow the steps mentioned below to run isetup to add an Additional Configuration
Instance.

1. Log in to USS by using the iadmin user ID.
2. Change to the temp directory created when you processed the run file.

3. Run the isetup program. Select option 2 on the initial screen:
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or hit ENT

4. Enter z/OS Userid for Server administration, PTH Administrator ID, and password.
Press Enter to accept the defaults. For more information, see OPSYS Server
Administrator ID (iadmin).

or hit ENTER

5. Enter, or accept the default value for the z/OS Server System Support ID. For more
information, see ibi WebFOCUS Reporting Server System ID (iserver).

6. You are presented with the default settings and asked whether to proceed. Type N.
Specify values for EDACONF, EDACONFLIB and HTTP_BASE_PORT that do not conflict
with your existing configuration.
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8. Provide a new EDACONF location. Typically this location simply adds a suffix to the
existing EDACONF, such as ../wfs_test.

9. In the next prompts for EDACONFLIB and EDAPFRU, the proposed value uses the
same suffix. Accept it or edit as appropriate.
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11.

12.

duct will 1lc for 1il

and is required for Java

Enter the Customer ID. It is provided with your WebFOCUS software.

Please supply Customer ID : CEEE] |

At the HTTP Listener Port prompt, enter a new value. If you accept the default value,
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you cannot run your old and new configurations at the same time. Also enter the
SMTP Mail Server if required.

14. You are prompted to review the selections and accept and proceed, start over, or
quit. Type Y to accept and proceed.

15. After a successful creation of a new configuration, you receive this last prompt:
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ISETUP:

For initital testing purpose, you can start the Server by entering Y. However, for production
Servers, it is recommended that you start by submitting istart from your new EDACONF
PDS.

Run isetup to Upgrade an Existing Installation to a
Newer Release

Use this option to upgrade a server to a new maintenance level within the same major
release. A major release is indicated by the first two digits of the release number.

Server upgrade consists of a series of ISPF panels, which gather information for the
upgrade. After the panel dialog is complete, JCL is created and submitted (if required) to
upgrade the server on z/OS. This JCL job retrieves the remainder of the MVS libraries and
ZFS files from the media.

A Caution: Ensure that all server processes are stopped before you upgrade.

Follow the below mentioned steps to run isetup to Upgrade an Existing Installation to a
Newer Release.

1. Log in to USS by using the iadmin user ID.
2. Change to the temp directory created when you processed the run file

3. Run the isetup program. Select option 3 on the initial screen:
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4. Enter the default value for the path of the media file or press Enter to accept the
default.

path name of the media for the pr

7. Enter the default fully qualified name for EDAHOME PDS or press Enter to accept the
default.
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8. One at a time, enter the UNIT value, VOLUME for EDAHOME PDS or press enter to
accept the default.

10. One by one enter the full path to each configuration to be modified and press Enter.
Or if your list is complete, type C to continue.

11. A summary of selection you made is displayed. Enter Y to proceed. Your old
EDAHOME locations on both USS and PDS are removed and replaced with the new
release.
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12. After a successful refresh installation, "Installation step completed" message is
displayed.

13. You are prompted to start the Server Workspace. For initial testing purposes, you can
start the server by responding Y, but for production servers, it is recommended that
you start via submitting istart from your EDACONF PDS.

N Default=Y)?

o Note: To upgrade from a release prior to 8207.27 to Release 8207.27 or higher,
see Upgrading From a Release Prior to 8207.27 to Release 8207.27 or Higher.
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Testing the New or Upgraded
Installation/Configuration

Procedure

1. Login to TSO as iadmin.

2. Submit the ISTART JCL from the appropriate configuration dataset. This executes the
IRUNJCL proc.

3. Check the job output for errors. Look for the EDAPRINT message:

(EDA13023) ALL INITIAL SERVERS STARTED

4. Start the WebFOCUS Reporting Server browser interface by opening a browser

pointed at the listener port of the server. The URL format is
http://host:port
where:
host
Is the name of the machine on which the server is installed.
port
Is the http port number specified during installation.
The WebFOCUS Reporting Server browser interface opens.

5. If the WebFOCUS Reporting Server browser interface opens and displays application
tree folders in the left pane, the server is working because it uses its own underlying
data access and reporting technologies to visualize the application tree. The server
may be further data tested (if desired).

6. Continue with adapter configuration, as described in the ibi™ WebFOCUS® Adapter
Administration manual.

Result

When you are finished using the server, you can use the WebFOCUS Reporting Server
browser interface to stop the server by going to the WebFOCUS Reporting Server browser
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interface menu bar, selecting Workspace, and then Stop.

If you experience problems at start-up, examine the job output for more information.

Configure Security

If you will be configuring your server with an OPSYS security provider, you must perform
the instructions in the following topics. (For PTH, DBMS, and LDAP security providers, skip
these topics.)

e Configure Security With All Security Products, regardless of which security product
you use.

e Configure Security With eTrust CA-ACF2 if you use eTrust CA-ACF2.

e Configure Security With eTrust CA-Top Secret if you use eTrust CA-Top Secret.

You can see a full description of all server security providers in the WebFOCUS Reporting
Server browser interface help, and also in the WebFOCUS Reporting Server Administration
manual. To see it in the WebFOCUS Reporting Server browser interface:

1. From the WebFOCUS Reporting Server browser interface menu bar, select Help, then
Contents and Search.

The WebFOCUS Reporting Server browser interface Help window opens.

2. In the left pane, expand Server Administration.

Security Providers

The default security provider for a new installation is the internal security provider, PTH.
The PTH provider implements security using user IDs, passwords, and group memberships
stored in the admin.cfg configuration file.

After the initial installation, the Server Administrator that was configured during the
installation can start the server and use the Reporting Server browser interface to further
customize security settings, for example, to configure alternate or additional security
providers, create additional PTH IDs, and register groups and users in a security role. For
more information about security providers, see the Server Security chapter in the ibi™
WebFOCUS® Reporting Server Administration guide.
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Satisfy Security Provider OPSYS Requirements

To run a server with security provider OPSYS, you must perform the following steps. You
must do this once after installing and after each refresh of the server with fixes.

Set up tscom300.out as a root-owned SUID program:

Procedure
1. If the server is running, bring it down.
2. Log on to the system as root, or issue the su root command.
3. Change your current directory to the bin directory of the home directory created
during the installation procedure.
For example, type the following command:
cd /home/iadmin/ibi/srv93/home/bin
4. Change file ownership and permissions by typing the following commands:
chown root tscom300.out
chmod 4555 tscom300.out
5. Verify your changes by issuing the following command:
1ls -1 tscom300.out
The output should be similar to the following:
-r-sr-xr-x 1 root iadmin 123503 Aug 23 04:45 tscom300.out
Note the permissions and ownerships.
Result

When you start the server, it will now run with security provider OPSYS.

The chmod and chown steps will need to be repeated after any server upgrade since the
tscom300.out file is replaced during an upgrade and the attributes are lost.
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o Note: The server issues RACROUTE REQUEST=VERIFY calls to authenticate users,
so all users must have access to APPL MSO, which identifies our server.

o Note:

If this Security Provider OPSYS step has been configured and the site later
decides to switch to Security OFF, special steps must be taken to ensure the
mode remains after a full server shutdown (where edastart -start is used to
restart the server). The steps are:

1. After the server recycles from the change to OFF, use the WebFOCUS
Reporting Server browser interface to open the environment configuration
file of the server by clicking Workspace and expanding the Configuration
Files folder, followed by the Miscellaneous folder.

2. Double-click Environment - edaenv.cfg to edit the file and add the
EDAEXTSEC=OFF variable.

3. Save your work.

After the next full server shutdown, be sure to do an edastart -cleardir before restarting the
server. This will clear any root-owned files that would prevent a security OFF server from
starting.

Preventing Unsecured Starts After Upgrades

If the server cannot impersonate users because it lacks platform-specific authorization
steps, the server start aborts and error messages are written to the edaprint log.

This feature prevents an unsecured starting of the server after a software upgrade if any of
the required post-upgrade reauthorization steps are missed on a UNIX, IBM i, or z/OS ZFS
deployment. This is not applicable to other platforms. The setting may be placed in any
normal server start-up shell or profile that a site is using or in the server edaenv.cfg
environment configuration file. The messages vary slightly by platform.

The edaprint messages are:

Configured security is 'ON' as set by EDAEXTSEC variable.

Server has no root privilege.
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Workspace initialization aborted.

(EDA13171) UNABLE TO START SERVER

Configure Security With All Security Products

To configure server security with RACF, eTrust CA-ACF2, or eTrust CA-Top Secret:

Procedure
1. Logon to TSO using an ID with read access to the BPX.FILEATTR.APF facility class.

2. Using the name of the actual EDAHOME directory, change file attributes by entering
the following TSO commands in ISPF Command Shell (option 6):

OSHELL extattr +a /u/iadmin/ibi/srv93/home/bin/tscom300.out

OSHELL extattr +a /u/iadmin/ibi/srv93/home/bin/tsqprx.out

3. Verify your changes by issuing the following commands:

OSHELL 1s -E /u/iadmin/ibi/srv93/home/bin/tscom300.out

OSHELL 1s -E /u/diadmin/ibi/srv93/home/bin/tsqprx.out

The extended attributes portion of the output should be a-s-.

4. The libraries allocated to STEPLIB in IRUNJCL must be APF-authorized. Any non-APF-
authorized libraries must be allocated to the TASKLIB DDNAME.

5. Test server security by repeating the process described in Testing the New or
Upgraded Installation/Configuration.

Configure Security With eTrust CA-ACF2

If you are installing the server to run with eTrust CA-ACF2 security package, you may have
to apply fix number Q071149 for eTrust CA-ACF2 6.4 or Q051462 for eTrust CA-ACF2 6.5. If
you are installing the server under z/OS 2.1 or higher to run with eTrust CA-ACF2 14.0, PTF
R0O24848 may have to be applied if server USS user IDs are to be defined using the USS
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default segment. For more information about these fixes, contact Computer Associates.

The MVS address space must have access to those system resources that are required by
each user. eTrust CA-ACF2 will check for job-level access as well as user-level access.
Therefore, the job-level user ID must have access to all data sets. For example, this can be
done by setting the MAINT attribute on the eTrust CA-ACF2 record for the job-level user ID.
Refer to eTrust CA-ACF2 technical reference guides for further information.

The job-level user ID of the server should have the Multiple User, Single Address Space
(MUSSAS) attribute set to on. If the server is run as a started task, you must enable the
started task attribute for the job-level user ID. You must also use the Reporting Server
browser interface to define this user ID with OPER authority. For more information, see the
ibi™ WebFOCUS® Reporting Server Administration manual.

Each user ID must be defined to eTrust CA-ACF2.

To create the necessary logon IDs and profile records, issue the following commands:

ACF

SET LID

INSERT OMVS GROUP (OMVSGRP) STC UID(0)

INSERT INETD GROUP(OMVSGRP) STC UID(O) HOME(/) OMVSPGM(/bin/sh)
INSERT TCPIP GROUP(OMVSGRP) STC UID(0)

For more information, see the following sections in the Computer Associates eTrust CA-
ACF2 Security for z/0S and 0S/390 Cookbook:

» Defining USS Users

e Superusers

e HTTP Server

e Installation Steps

Configure Security With eTrust CA-Top Secret

If you use Computer Associates eTrust CA-Top Secret, follow these guidelines and refer to
the security vendor manual for implementing user-level security.

The TSS PERMIT command for BPX.FILEATTR.APF facility class access is:

TSS PER(user_acid) IBMFAC(BPX.FILEATTR.APF) ACC(READ)
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This allows users to turn on the APF-authorized attribute for a ZFS file. Refer to z/0S UNIX
System Services Support in the eTrust CA-Top Secret Security Cookbook for more
information.

To use eTrust CA-Top Secret, perform the following steps:

1. Create an eTrust CA-Top Secret facility entry for the server security module,
*PATHNAM.

This is an example of a facility entry defining the server to eTrust CA-Top Secret:
FACILITY DISPLAY
PGM=xPATHNAM ID=9 TYPE=26
ATTRIBUTES=IN-USE,ACTIVE,SHRPRF,ASUBM,TENV,NOABEND,MULTIUSER,NOXDEF
ATTRIBUTES=LUMSG,STMSG,SIGN (M) ,NOPSEUDO,INSTDATA,NORNDPW,AUTHINIT
ATTRIBUTES=NOPROMPT ,MENU,NOAUDIT,RES,NOMRO,WARNPW,NOTSOC
ATTRIBUTES=NOTRACE ,NOLAB,NODORMPW ,NONPWR ,NOIMSXTND
MODE=IMPL
LOGGING=ACCESS,INIT,SMF,MSG,SECO
UIDACID=8 LOCKTIME=000 DEFACID=*NONEx KEY=8

For more information, see How to Define z/OS UNIX System Services Users in the

Computer Associates eTrust CA-Top Secret Security for 0S/390 and z/0OS Cookbook.

2. Within this entry, include eTrust CA-Top Secret parameters to establish the proper
operating characteristics.

The ISERVER and IADMIN ACIDs must have authority to the facility you have defined
for the server and to the resources within the facility:

TSS ADD(region_acid) MASTFAC(facility) <- defines the facility to CA-Top Secret
TSS ADD(user_acid) FAC(facility) <- adds it to users requiring server access

3. Each user of the server must be defined to eTrust CA-Top Secret and given access to
the appropriate system resources, including the facility you have defined for the
server.

Each user requires an OMVS segment and ZFS directories.
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4. If you are operating with eTrust CA-Top Secret HFSSEC=0ON, continue with Step 5.
Otherwise, skip to Step 7.

5. In the definitions for IADMIN and ISERVER ACIDs (shown in the previous examples),
set up the following security authorization:

XA HFSSEC = /U.IADMIN
ACCESS = ALL

6. eTrust CA-Top Secret provides superuser granularity with separate definitions for the
following resource names:

SUPERUSER.FILESYS.FILE (CONTROL access)
SUPERUSER.FILESYS.CHOWN
SUPERUSER.FILESYS.MOUNT
SUPERUSER.FILESYS.PFSCTL
SUPERUSER.FILESYS.VREGISTER
SUPERUSER.IPC.RMID
SUPERUSER.PROCESS.GETPSENT
SUPERUSER.PROCESS.KILL
SUPERUSER.PROCESS.PTRACE

SUPERUSER.SETPRIORITY

Ensure that the server system ID, ISERVER, which has UID=0, is granted full access to
all these resources. Grant access to the superuser-listed resources by means of the
UNIXPRIV resource class. For example:

TSS ADD(owning_acid) UNIXPRIV(SUPERUSE)

TSS PER(acid) UNIXPRIV(SUPERUSER.FILESYS.FILE) ACC(CONTROL)

For details see the Superuser Granularity topic in the Computer Associates eTrust CA-
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Top Secret Security for 0S/390 and z/0OS Cookbook.

7. After you create a new user ID or change a user UID or GID, you must issue the
following command to reflect the updates in Top Secret's in-storage tables:

TSS MOD(OMVSTABS)

The following commands can also be used to list all UIDs, GIDs and their owners:

TSS WHOOWNS UID (*)

TSS WHOOWNS GID(*)

This information can be used for diagnostic purposes.

For more information, see the Computer Associates eTrust CA-Top Secret Security for
0S5/390 and z/0S Cookbook.

Facility Entry Defining the Server to CA-Top Secret

The following is an example of a facility entry that defines the server to eTrust CA-Top
Secret:

FACILITY DISPLAY
PGM=xPATHNAM ID=9 TYPE=26
ATTRIBUTES=IN-USE,ACTIVE,SHRPRF,ASUBM,TENV,NOABEND,MULTIUSER,NOXDEF
ATTRIBUTES=LUMSG,STMSG,SIGN (M) ,NOPSEUDO, INSTDATA ,NORNDPW, AUTHINIT
ATTRIBUTES=NOPROMPT ,MENU,NOAUDIT,RES,NOMRO,WARNPW,NOTSOC
ATTRIBUTES=NOTRACE ,NOLAB,NODORMPW , NONPWR , NOIMSXTND

MODE=IMPL

LOGGING=ACCESS,INIT,SMF,MSG,SEC9

UIDACID=8 LOCKTIME=000 DEFACID=*NONEx KEY=8
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ISERVER ACID Definition for CA-Top Secret

The following is an example of an ISERVER ACID definition for eTrust CA-Top Secret. Note
that:

e UID is zero.
e The facility of the server is set to IWAY as an example; it can differ at your site.

» The SOURCE = INTRDR setting prevents this ACID from logging in.

TSS LIST(ISERVER) DATA(ALL,PROFILE)

ACCESSORID = ISERVER NAME = IWAY ID
TYPE = USER SIZE = 512 BYTES
SOURCE = INTRDR

DEPT ACID = IWAY DEPARTMENT = IWAY DEPT
DIV ACID = IWAYDIV DIVISION = IWAYDIV
GROUPS = IWAYGRP

DFLTGRP = IWAYGRP

——————————— SEGMENT OMVS

HOME = /

OMVSPGM = /bin/sh

UID = 0000000000

IADMIN ACID Definition for CA-Top Secret

The following is an example of an IADMIN ACID definition for eTrust CA-Top Secret. Note
that the UID is not zero.

TSS LIST(IADMIN) DATA(ALL,PROFILE)

ACCESSORID = IADMIN NAME = IWAY ADMIN ID
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TYPE = USER SIZE = 512 BYTES
FACILITY = TSO

FACILITY = BATCH

DEPT ACID = IWAY DEPARTMENT = IWAY DEPT
DIV ACID = IWAYDIV DIVISION = IWAY DIVISION
GROUPS = IWAYGRP

DFLTGRP = IWAYGRP

——————————— SEGMENT OMVS

HOME = /u/iadmin

OMVSPGM = /bin/sh

UID = 0000000008

Starting and Stopping the ibi WebFOCUS
Reporting Server for ZFS

This section provides information on the operation and use of the server. Additional
information on the server and how to configure adapters is available in the WebFOCUS
Reporting Server browser interface help. The WebFOCUS Reporting Server browser
interface help is also available in the ibi™ WebFOCUS® Reporting Server Administration
manual.

Starting and Stopping the ibi WebFOCUS
Reporting Server Using a Batch Job

To start the server, submit the ISTART member of the MVS configuration library (high_level_
qualifier WFS.DATA).
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To stop a server, submit the ISTOP member of the MVS configuration library or use the
WebFOCUS Reporting Server browser interface. For information about using the WebFOCUS
Reporting Server browser interface, see the ibi™ WebFOCUS® Reporting Server Administration
manual.

Starting and Stopping the ibi WebFOCUS
Reporting Server Using a Started Task

ISETUP creates a started task JCL to start and stop the server. These started task members
of the MVS configuration library are:

¢ IWAYS, which starts the server.
e IWAYP, which stops the server.
In order to execute the started tasks, you must:
e Copy them into SYS1.PROCLIB or any other JES2 Proclib data set.

o Satisfy security requirements. All external security-related permissions must exist
for both the data sets and the started tasks. In order to issue the started tasks, the
user must satisfy both of the following requirements:

° Have at least OPERATOR authority defined within the WebFOCUS Reporting
Server browser interface.

° Be in the same security group, or associated with the same security group, as
the owner of the server directory structure (for example, as iadmin).

To submit the started tasks from the MVS console, issue the following command:

S IWAYS

S IWAYP

You can add the started tasks to any automation product that you run.

Sample IWAYS Started Task

This is an example of IWAYS, the started task that starts the server:
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//IWAYS PROC

//TSCOM300 EXEC PGM=TSCOM300,

// PARM="ENVAR("_EDC_UMASK_DFLT=0022") /"
//STEPLIB DD  DSN=IADMIN.SRV93.HOME.LOAD,DISP=SHR
//EDAPRINT DD  SYSOUT=A

//SYSPRINT DD SYSOUT=A

//SYSOUT DD SYSOUT=A
/ /EDAPARM DD DUMMY
/ /EDAENV DD DSN=IADMIN.SRV93.WFS.DATA(EDAENV) ,DISP=SHR

Sample IWAYP Started Task

This following is an example of IWAYP, the started task that stops the server.

//IWAYP PROC

//TSCOM300 EXEC PGM=TSCOM300

//STEPLIB DD  DSN=IADMIN.SRV93.HOME.LOAD,DISP=SHR
//EDAPRINT DD  SYSOUT=A

//SYSPRINT DD SYSOUT=A

//SYSOUT DD  SYSOUT=A
/ /EDAPARM DD  DSN=IADMIN.SRV93.WFS.DATA(EDAPRMP),DISP=SHR
/ /EDAENV DD  DSN=IADMIN.SRV93.WFS.DATA(EDAENV),DISP=SHR
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ibi WebFOCUS Reporting Server Operations
Using MVS Operator Commands

On MVS, you can issue operator MODIFY commands against the server job from either the
MVS Console or SDSF. You can use MODIFY commands to pass options to an already
running job:

Use MVS Operator MODIFY commands in the following format:

F jobname, parameters

For instance:

F IWAY93,-SHOW

o Note: If the server job is canceled or it abends, submit the ICLEAR job in the
configuration data set before restarting the server.

Enabling HTTPS Security on the HTTP Listener
for ZFS

If you are using RACF, a private key must be generated together with the certificate. The
generated key must be type RSA. The supported private key size is up to 4096 bits.

Generating the Certificate and Key

» Generating the Certificate. You can generate the certificate using the TSO
RACDCERT command with options GENCERT (generate certificate) or GENREQ
(generate certificate request). For example:

RACDCERT GENCERT SUBJECTSDN(CN('Workspace Manager') -

ou('IOD') -
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O('IBI') -

C('us')) -

SIZE(2048) -

NOTAFTER(DATE (2026-12-01)) -
ID(ISERVER) -

RSA -

WITHLABEL ('IBIcert')

SETROPTS RACLIST(DIGTCERT) REFRESH

» Creating the Key Ring. You can create the key ring using the RACDCERT ADDRING
command. For example:

RACDCERT ADDRING(IBIringl) ID(ISERVER)

e Connecting the Certificate to the Key Ring. You can connect the certificate to a
ring using the RACDCERT CONNECT command. For example:

RACDCERT CONNECT(LABEL('IBIcert') DEFAULT RING(IBIringl)) -

ID(ISERVER)

The ID owner of all objects is the same. It must be ISERVER.

The following JCL shows how to run the RACDCERT command in a batch:
//***% JOB CARD ****kkkkkkk*x*
//*******************k*k*****k*k******************************
//STEP1 EXEC PGM=IKJEFTO1l
//SYSTSPRT DD SYSOUT=x%

//SYSTSIN DD =
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RACDCERT LIST ID(ISERVER)

For detailed information and options of the RACDCERT command, see the IBM document
z/0S Security Server RACF Command Language Reference.

TLS 1.3 SSL Protocol Requirements

The TLS 1.3 protocol requires additional RACF permissions be given to users and/or groups
connecting to the WebFOCUS Reporting Server. READ permission must be given to CSFOWH
CL(CSFSERV).

If you do not plan to use the default of TLS 1.3, you can force the WebFOCUS Reporting
Server to use TLS 1.2 by adding the following parameter to the edaserve.cfg file:

ssl_protocol = tls_1_2

Enabling HTTPS

After the key ring and label are created, to enable HTTPS:

1. Go to the WebFOCUS Reporting Server browser interface Workspace page.
2. Expand Special Services and Listeners.

3. Right-click TCP/HTTP and click Properties of HTTP.

The Listener Configuration page opens.
4. Expand the Security section.

5. In the Enable HTTPS drop-down list, select Yes.

Additional fields open in which you can enter the certificate label and keyring values
you defined using the RACDCERT commands.

SSL_CERTIFICATE = keyring

SSL_LABEL = certificate

6. Click Save and Restart Server.
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Defining the ICSF Dataset Key Label for ZFS to
Use Pervasive Encryption

In the following sample JCL, values are shown for clarity. These are the current IBM
defaults.

SYMEXPORTABLE (BYANY) and ASYMUSAGE (HANDSHAKE SECUREEXPORT)

In the following sample PERMIT statement, ID contains only group names, not user ID
names. During installation, you can choose which name to use or to use a combination of
both.

Note: PGMYMG, PGM, QCS, EDA, and CSD in the sample code are arbitrary users
and groups.

//TSOBATCH EXEC PGM=IKJEFTO1

//SYSTSPRT DD SYSOUT=x*

//SYSTSIN DD =*

RDEF CSFKEYS DATASET.PGMYMG.ENCRYPTKEY.001 OWNER(SYS1) UACC(NONE) -
ICSF(SYMCPACFWRAP (YES) SYMCPACFRET (YES)-

SYMEXPORTABLE (BYANY) ASYMUSAGE (HANDSHAKE SECUREEXPORT))

PERMIT DATASET.PGMYMG.ENCRYPTKEY.001 CLASS(CSFKEYS) ACCESS(READ) -
ID(PGM QCS EDA CSD)

SETROPTS RACLIST(CSFKEYS) REFRESH

/*

/1

ICSF Panels

1. Select option 5, UTILITY, as shown in the following image, and press Enter.
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HCR77D0O® Integrated Cryptographic Service Facility
OPTION i

System Name: IBI1 Crypto Domain:
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3. Select option 7, Generate AES DATA keys, as shown in the following image, and
press Enter.

ICSF - CKDS KEYS

CKDS: IBI1.CSF.SCSFCKDS

number

ARCHIVED)

Full or partial

Tt lTabel may contain up to seven wild

Number of labels to display =—=> g num 1900)

ENTER
END

4. Type the CKDS record label for the new key and select the AES key bit length, as
shown in the following image, and press Enter.
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COMMAND ———=>

Active CKDS: IBI1.CSF.SCSFCKDS

Enter the CKDS record label for the new AES DATA
——-

If the operation was successful, Key Generated is returned at the upper-right corner
of the screen, as shown in the following image.

KEY GENERATED |
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Db2 Security Exit Configuration for ZFS

Customize the Db2 security exit to allow the Adapter for Db2 to run with user-level security enabled. If you do so, users will connect to Db2 with the authorization of the user ID with which they logged on
to the server. The server must also be running with security turned on.

If you do not customize the Db2 security exit, all users will be assigned the connection ID to Db2 that is associated with the region, job submitter, or started task.
For the Adapter for Db2 CLI, the connection to Db2 must be configured as trusted for the exit to be invoked.
The changes that must be made to the IBM Db2 sign-on exit, DSN3SATH, differ for RACF and eTrust CA-Top Secret sites and eTrust CA-ACF2 sites.

The following sections show an example for each security package.

The highlighted text and comments shown in the examples indicate the lines containing the recommended modification of DSN3SATH, which calls the module FOCDSN3 the supplied exit.

After you finish the edits, assemble the exit into an object file. This object file is input to the link JCL found in one of the examples that follow.

o Note:

» The positioning of these lines is approximate, assuming that no other changes or additions have already been made to DSN3SATH. If any changes have been made, you should decide on
the most appropriate location for this call to FOCDSN3.

e FOCDSNS3 is used to set the proper primary (individual user ID) authorization.

» Another program, FOCDSN4, is used to set the proper secondary (group ID) authorization for RACF and eTrust CA-Top Secret. FOCDSN4 is not needed with eTrust CA-ACF2; the secondary
authorization ID(s) will be set correctly without it.

Changing DSN3SATH for RACF and eTrust CA-Top Secret Sites

1. Search for the SATHO001 label - add two lines (FOCDSN3):

A Caution: Code snippets in the PDF can have undesired line breaks because of space constraints. Before directly copying and running them in your program, they must be verified.

SATHOO1 DS OH
USING WORKAREA,R11 ESTABLISH DATA AREA ADDRESSABILITY

ST R2, FREMFLAG SAVE FREEMAIN INDICATOR
XC SAVEAREA (72) ,SAVEAREA CLEAR REGISTER SAVE AREA

*xxxx%xx*SECTION 1: DETERMINE THE PRIMARY AUTHORIZATION ID  *kkxkkkkkkk*
* *

* IF THE INPUT AUTHID IS NULL OR BLANKS, CHANGE IT TO THE AUTHID *
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IN EITHER THE JCT OR THE FIELD POINTED TO BY ASCBJBNS.

THE CODE IN THIS SECTION IS AN ASSEMBLER LANGUAGE VERSION OF
THE DEFAULT IDENTIFY AUTHORIZATION EXIT. IT IS EXECUTED ONLY
IF THE FIELD ASXBUSER IS NULL UPON RETURN FROM THE RACROUTE
SERVICE. FOR EXAMPLE, IT DETERMINES THE PRIMARY AUTH ID FOR
ENVIRONMENTS WITH NO SECURITY SYSTEM INSTALLED AND ACTIVE.

S S
S T

R T R R R R R R R R R R R R R R R R T T R L S R
SPACE

LA R1,AIDLPRIM LOAD PARM REG1 <--ADD

CALL FOCDSN3 GO GET THE IBI EXIT <--ADD

CLI AIDLPRIM,BLANK IS THE INPUT PRIMARY AUTHID NULL

BH SATHO20 SKIP IF A PRIMARY AUTH ID EXISTS

g

Search for the SATH020 label - add a comment box, add one line, and comment out four lines:

SATHG20 DS OH BRANCH TO HERE IF PRIMARY EXISTS
**x%%**OPTIONAL CHANGE @CHAR7: FALLBACK TO SEVEN CHAR PRIMARY AUTHID**%

IF YOUR INSTALLATION REQUIRES ONLY SEVEN CHARACTER PRIMARY
AUTHORIZATION IDS (POSSIBLY TRUNCATED) DUE TO DB2 PRIVILEGES
GRANTED TO TRUNCATED AUTHORIZATION IDS, THEN YOU MUST BLANK OUT
COLUMN 1 OF THE ASSEMBLER STATEMENT IMMEDIATELY FOLLOWING THIS
BLOCK COMMENT. THEN ASSEMBLE THIS PROGRAM AND LINK-EDIT IT INTO
THE APPROPRIATE DB2 LOAD LIBRARY AS EXPLAINED IN AN APPENDIX

OF "THE DB2 ADMINISTRATION GUIDE".

X% % X X % X X X% %

OTHERWISE, YOU NEED DO NOTHING.

X% X X % X X % X X X

@KYDO271x*
KKk ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok

* MVI AIDLPRIM+7,BLANK BLANK OUT EIGHTH CHARACTER
SPACE

* RACF IS ACTIVE ON THIS MVS

AAKAA AR Ak Ak Ak hhkhkh kA Ak A A A A Ak kkkhkkhhhkhhkhkhhkhkhkrkkkkkkhkkhkkhkkhkkkhkkhkhkhkhkkxkxxkxkkkk*x*x <=—ADD

* * <--ADD
* The logic was modified because in DB2 V8 AIDLACEE +is always not* <--ADD
* NULL. We used to honor AIDLACEE first, FOCDSN4 second and then * <--ADD
* AS ACEE. Now we honor FOCDSN4 first, AIDLACEE second and then * <--ADD
* AS ACEE. * <-—-ADD
* * <--ADD
x 03/11/05  ASKO * <-—-ADD
KAk kA hkhkhkhkhkhkhkkhkhkhkkhkhkhkkhkhkhkhkkhkhkhkhkkhkhkkhkhkhkhkkhkhkhkkkhkhkhkkhkkhkkkhkkhkkkkkkkhkkkkhkkkkxkxkx <=—=ADD
USING ACEE,R6 ESTABLISH BASE FOR ACEE @KYLO108
L R6,AIDLACEE Get => caller ACEE 4if any <--ADD
* ICM R6,B'1111"',AIDLACEE CALLER PASSED ACEE ADDRESS? @KYL0108 <-COMMENT
* BZ SATHO24 NO, USE ADDRESS SPACE ACEE @KYL0O108 <-COMMENT
* CLC ACEEACEE,EYEACEE IS IT REALLY AN ACEE? @KYLO1608 <-COMMENT

ibi™ Open Data Hub for Mainframe Connectors Installation and User Guide



102 | Installation for z/OS

* BE SATHO27 YES, PROCEED NORMALLY @KYLO108 <-COMMENT
SPACE 1
SATHO24 DS OH USE ADDRESS SPACE ACEE @KYLO1068

3. Search for the SATHO025 label - replace sath025 and add sath026 (FOCDSN4):

SATHO25 DS OH

CALL FOCDSN4 GO GET THE IBI EXIT (4=GROUP AUTH) <--ADD
LTR R6,R6 DOES AN ACEE EXIST? 1IF NOT, <--ADD
BZ SATHO26 CHECK ACEE IN ADDRESS SPACE <--ADD
CLC ACEEACEE,EYEACEE DOES IT LOOK LIKE AN ACEE? <--ADD
BE SATHO27 YES, GO DO GROUPS <--ADD
SATHO26 DS OH <--ADD
SATHO27 DS OH CHECK LIST OF GROUPS OPTION
™ RCVTOPTX,RCVTLGRP IS LIST OF GROUPS CHECKING ACTIVE
BZ SATHO40 SKIP TO SINGLE GROUP COPY IF NOT
DROP R7 DROP RCVT BASE REG
SPACE 1
* RACF LIST OF GROUPS OPTION IS ACTIVE
EJECT

Changing DSN3SATH for eTrust CA-ACF2 Sites

*DSN3SATH source is provided by ACF2.

1. Search for PRIMARY AUTHORIZATION ID - add two lines (FOCDSN3):

A Caution: Code snippets in the PDF can have undesired line breaks because of space constraints. Before directly copying and running them in your program, they must be verified.

R R R R T R R R L R T R L R L L S R LR R S L L T T
* *
* PRIMARY AUTHORIZATION ID *
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* *
Khkkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkhkkhkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkhkkkhkkhkkkk

IF THE PRIMARY AUTHORIZATION ID IS NULL OR BLANKS
IF CA-ACF2 IS AVAILABLE

SET PRIMARY ID FROM ACFASVT (ASVLID)

ELSE

IF TSO FOREGROUND USER

SET PRIMARY ID FROM TSO LOGON ID (ASCBIJBNS)

ELSE

SET PRIMARY ID FROM JOB USER (JCTUSER)

X% % X X% % X X % %
b S R S D P S S

Khkkkhkkkhkkhkkhkkhkkhkkhkkhkhkkhkhkkhkhkkhkhkkhkhkhkhkkhkhkhkhkkhkhkkhkhkkhkhkkhkhkkhkhkkhkhkkhkhkkhkkhkkhkhkkhkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkhkkkkkhkkk

SPACE 2 04260000
LA R1,AIDLPRIM LOAD PARM REG1 <--ADD
CALL FOCDSN3 GO GET THE IBI EXIT <--ADD
CLI AIDLPRIM,C' ' PRIMARY AUTHID THERE ? 04270000
BH PRIMWTO ..YES, EVERYTHINGS OK HERE 04280000
L R3,PSAAOLD-PSA(®) CURRENT ASCB ADDRESS 04290000
USING ASCB,R3 ASCB ADDRESSABILITY 04300000
SPACE 2 04310000

Modifying the Link JCL for DSN3SATH

This is a sample link JCL for the IBM exit DSN3SATH. Modify the JCL to link the modules into the Db2 security exit as follows.

//LKED EXEC PGM=IEWL,PARM='LIST,XREF,LET,RENT,AMODE=31"
//OBJECT DD DSN=db2pref.SDSNSAMP.0OBJ,DISP=SHR <--OUTPUT OF ASSEMBLE
STEP
/ /EDAMOD DD DSN=high_level_qualifier.HOME.LOAD,DISP=SHR
//SYSLMOD DD DSN=db2pref.DSNEXIT,DISP=SHR
//SYSPRINT DD SYSOUT=x
//SYSUT1 DD UNIT=SYSDA,SPACE=(100, (50,50))
//SYSLIN DD *
INCLUDE EDAMOD (FOCDSN3)
AR KA AR A A AR A A A A A A A A A A A A A A A A A kA A A kA kA A Ak Ak hk Ak Ak Ak hk kA hkkhkhkhkhkhkhkkhkkhkhkhkhkhkkhkhkkkkx
*x*x*% Omit the following line for eTrust CA-ACF2
Ak khkhkkhkhkhkkhkkhkkhkhkkhkhkhkkhkhkkhkhkkhkhkhkhkhkkhkhkkhkhkkhkhkhkkhkhkkhkhkkhkhkkhkhkhkkhkhkkhkhkkhkhkhkhkhkkhkhkkhkhkkhkhkhkkhkhkkhkhkkhkkkkhkkkkk
INCLUDE EDAMOD (FOCDSN4)
ENTRY DSN3@ATH
NAME DSN3@ATH (R)

/*

where:
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db2pref

Is the prefix for the Db2 data sets.
high_level_qualifier

Is the high-level qualifier for the data sets.

Once this job finishes successfully, you must recycle the Db2 subsystem in order for the changes to take effect.
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Upgrading From a Release Prior to 8207.27 to
Release 8207.27 or Higher

If you are upgrading from a release that did not support the Golden Key (in which you
needed to supply a license key in order to install the server) to a release that supports the
Golden Key (in which you do not need a license key in order to install the server), you may
need to perform a one-time prerequisite step.

In Release 8207.27 and higher, the only type of server that can be installed is a WebFOCUS
Reporting Server. This server provides all of the functionality that was available in prior
releases for a Full Function Server or ibi Data Migrator Server. A WebFOCUS Reporting
Server requires a configuration directory named wfs directly under the server installation
root directory.

If you install an ibi Data Migrator Server, you have a directory named dm instead of wfs. If
you installed a Full Function Server, you have a directory named ffs instead of wfs.

1. In TSO, edit member EDAENV that is in your current configuration directory (either ffs
or dm), for example:

srvhlqg.FFS.DATA(EDAENV)

or

srvhlq.DM.DATA (EDAENV)

where:

srvhlq

Is the high-level qualifier for your server installation directory, for example,
IBI.SERVER.SRV93.

Change the configuration directory path. For example, assume your EDAENV member
has the following entry

EDACONF=/1ibi/server/srv93/ffs
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or

EDACONF=/1ib1i/server/srv93/dm

Change ffs or dm to wfs and save the file.

EDACONF=/1ibi/server/srv93/wfs

2. Exit TSO, and go to your server installation directory under USS. You can issue the
OMVS command to enter the USS environment.

For example, if your server installation directory is /ibi/server/srv93, issue the
following command:

cd /ibi/server/srv93

3. Copy your existing configuration directory to a new configuration directory named
wfs, using the following command.

For a Full Function Server:

cp -R ffs wfs

For an ibi Data Migrator Server:

cp -R dm wfs

After you have completed and tested the upgrade, you can delete the original ffs or dm
directory.

Reconfigure Security

For information about configuring server security, see Configure Security.
To reconfigure server security to OPSYS provider only:

1. Logon to TSO using an ID with read access to the BPX.FILEATTR.APF facility class.

2. Using the name of the actual EDAHOME directory, change file attributes by entering
the following TSO commands in ISPF Command Shell (option 6):
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OSHELL extattr +a /u/iadmin/ibi/srv93/home/bin/tscom300.out

OSHELL extattr +a /u/iadmin/ibi/srv93/home/bin/tsqprx.out

3. Verify your changes by issuing the following commands:

OSHELL 1s -E /u/iadmin/ibi/srv93/home/bin/tscom300.out

OSHELL 1s -E /u/dadmin/ibi/srv93/home/bin/tsqprx.out

The extended attributes portion of the output should be a-s-.

4. The libraries allocated to STEPLIB in IRUNJCL must be APF-authorized. Any non-APF-
authorized libraries must be allocated the TASKLIB DDNAME.

5. Test server security by repeating the process described in Test the Installation.

This step will need to be repeated after any server upgrade since these files are replaced
during an upgrade.

Preventing Unsecured Starts After Upgrades

If the security provider is set to OPSYS in the configuration file and, additionally, the
explicit environment variable EDAEXTSEC is set to OPSYS (or ON), and the server cannot
impersonate users because it lacks platform-specific authorization steps, the server start
aborts and error messages are written to the edaprint log.

This feature prevents an unsecured server start after a software upgrade if any of the
required post-upgrade reauthorization steps are missed on a UNIX, IBM i, or z/OS USS
deployment. This is not applicable to other platforms. The setting may be placed in any
normal server start-up shell or profile that a site is using or in the server edaenv.cfg
configuration file. The messages vary slightly by platform.

The edaprint messages are:

I Configured primary security is 'OPSYS' as set in configuration file

E Server security explicitly set to OPSYS, but lacks authority!
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Workspace initialization aborted.

(EDA13171) UNABLE TO START SERVER

Reconfigure Adapters

While most adapters do not require additional steps after updating binary files, the
following table notes the adapters that do require some consideration.

Adapter Steps After Updating Binaries

Adabas ¢ Re-enable the module containing SVC using the WebFOCUS Reporting
Server browser interface adapter configuration page.

e Test the adapter from the adapter page before running your applications.

Db2 CAF e Rebind the Db2 plan using the WebFOCUS Reporting Server browser
interface adapter configuration page.

e Test the adapter from the adapter page before running your applications.

Accounting for ZFS - SMF Records

The server provides an optional facility to use for accounting purposes that enables you to
log resource utilization on a per-user basis. This facility enables the server to generate SMF
records for query-level and user-level accounting.

Server accounting requires that the server STEPLIB data sets be APF-authorized. When SMF
records are generated, they contain:

e The logon ID and security ID of the user.
e The CPU time and EXCPs consumed.

» Data based on the type of record written.

You can process the SMF records using the accounting programs that exist at your site.
Examples of SMF records are provided in SMF Record Format for RECTYPES 1 and 4.
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In order to write SMF records, the server must be running APF authorized.

Two sample Master Files (SMFVSAM and SMFFIX) are provided for accessing accounting
statistics. They reside under the catalog subdirectory in the EDAHOME location. Their
difference is that SMFVSAM can be used to report directly from the system-live SYS1.MANx
records, while SMFFIX can be used to report from a sequential file produced from running
the SMFDUMP utility. These Master Files enable you to interpret the SMF records generated
by the accounting facility using reporting requests or store procedures. Both Master Files
are for logoff records only, as indicated by ALIAS=2 on the RECTYPE field entry.

A sample procedure report to query the SMF data is also provided under the same location.
It is called smfman1l.fex.

Enable Accounting

To enable accounting, insert the following statement into the server configuration file
(edaserve.cfg):

smf_recno=smfnumber

where:

smfnumber

Is an integer in a range from 128 to 255, inclusive. This number represents the SMF
number used by the accounting facility when it sends records to the SMF system.

By default, both RECTYPE pairs will be created when accounting is enabled. You can
override the default by coding the following parameter on edaserve.cfg:

smf_subtype = {all|logon|query}

where:
all

Cuts all records. This is the default.
logon

Cuts logon records only (RECTYPE pair 1 and 2).
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query
Cuts query records only (RECTYPE pair 4 and 5).

Set the Accounting Field

Up to 40 characters can be supplied that appear in the SMF records field SMFOFA40. The
SET BILLCODE command can be used in any support server profile to provide the account
field information. The syntax is

SET BILLCODE=value

where:
value
Is the 1-40 characters to be used on each SMF record produced.

This information can also be set dynamically from a client application by coding an RPC
with the SET command and executing it with the value as a parameter. WebFOCUS users
can send the SET command to the server.

Report From SMF Data

To report from SMF data, execute the sample procedure smfmanl.fex, provided under
home/catalog (DDNAME EDAHFEX for a PDS Deployment server).

You will be prompted for the DSN of the SMF VSAM data set from which you want to report,
and the smf_recno value used to produce the SMF records.

The following is a listing of smfman1.fex
DYNAM ALLOC FI SMFVSAM DSN &SMFDSN.Please provide SMF VSAM DSN. SHR REU
DEFINE FILE SMFVSAM
CPU/D8.2 = SMFOFCPU / 100 ;

SMFOFUID ;

USER/A20
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EXCPS/I6 = SMFOFEXC ;
TIME/D9.2 = SMFOFLTM / 100 ;

HR/I2 = SMFOFTME / 360000 ;

MIN/I2 = (SMFOFTME - (HR%360000)) / 6000 ;
TOD/A5 = EDIT(HR) | ':' | EDIT(MIN) ;
END

TABLE FILE SMFVSAM
PRINT USER CPU EXCPS TIME TOD
WHERE SMFOFRTY EQ &SMFNUM.Please provide SMF number (type) for report.

END

SMF RECTYPES

There are four RECTYPE values defined to produce SMF records:

RECTYPE Description

1 Indicates a start of task record. When included in a report, these statistics tell
when a task initiation occurred, and are of no particular use in chargeback. By
pairing start and end of task records for all tasks within a time period,
statistics, such as average active time, peak task count, and average task
count, can be determined. These values can be used for future capacity
planning activities for the server.

2 Indicates the start of a task record. When included in a report, these statistics
tell when a task termination occurred. These records are cut for both publicly
and privately deployed services and contain statistics for the subtask as a
whole.

For privately deployed services, RECTYPE (2) records contain statistics
associated with a single user connection.
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RECTYPE Description
4 Begin query. Record layout is the same as RECTYPE (1).
5 End query. Record layout is the same as RECTYPE (2).

SMF Record Format for RECTYPES 1 and 4

The record format for RECTYPES 1 and 4 of the SMF records written by the server is defined
below. The format is provided in the System 390 assembler DSECT form.

SMFON DSECT

SPACE
ettt et L L *
* USAGE ACCOUNTING SMF RECORD LAYOUT FOR LOGON RECORDS. *
* *
* THIS IS THE DSECT DESCRIBING THE SMF RECORD WHICH IS PASSED TO *
* YOUR EXIT ON AT USER LOGON TIME. IT IS COMPLETELY READY TO BE *
* WRITTEN WHEN YOUR EXIT RECEIVES CONTROL. *
K *

SPACE
K *
* THE FIRST TWENTY FOUR BYTES OF THE RECORD ARE THE SMF HEADER. *

* THESE FIELDS ARE REQUIRED IN ALL SMF RECORDS (18 BYTES FOR RECORDS =*

*  WITHOUT SUBTYPES; WE USE SUBTYPES, THE HEADER IS 24 BYTES). *

SPACE
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SMFONLEN DS H'lle' RECORD LENGTH

SMFONSEG DS XL2'0000' SEGMENT DESCRIPTOR (©® UNLESS SPANNED)
SMFONFLG DS XL1 SYSTEM INDICATOR

SMFONRTY DS XL1 RECORD TYPE

SMFONTME DS XL4 TIME, IN HUNDREDTHS OF A SECOND
SMFONDTE DS PL4 DATE, OOCYYDDDF, WHERE F IS THE SIGN
SMFONSID DS CL4 SYSTEM IDENTIFICATION

SMFONSBS DS CL4 SUBSYSTEM IDENTIFICATION

SMFONSBT DS XL2'0001' SUBTYPE OF RECORD - X'0001' INDICATES X

THIS IS A LOGON RECORD

SPACE
K *
* THE NEXT FIELDS ARE THOSE PRESENT IN THE LOGON *
* RECORD FOR THE START OF A USER SESSION. *
K *
SPACE
SMFONMSO DS CL8 JOBNAME
SMFONJID DS CL8 JOBID (FROM SSIBJBID)
SMFONAST DS Y ASID
SMFONRV1 DS XL2 RESERVED
SMFONUID DS CL20 SECURITY USERID
SMFONLID DS CL20 USERID PRESENTED AT LOGON (SAME AS X

SMFONSID UNLESS CHANGED VIA MSIDTR X
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SMFONRSV

SMFONCTI

SMFONSRV

SMFONRSO

SMFONCNT

SMFONTSO

SMFONCIC

SMFONVTM

SMFONPSR

SMFONRS1

SMFONID1

SMFONID2

SMFOFPID

SMFONRS2

SMFONL

DS
DS
DS
DS
DS

SPACE

EQU
EQU
EQU
EQU
SPACE
DS

DS

DS

DS

DS

EQU

XL8

XL4

CL8

XL4

XL1

XL3

XL20

XL12

*—SMFON

SECURITY EXIT)

RESERVED FOR FUTURE EXPANSION
RESERVED FOR FUTURE EXPANSION
SERVICE NAME FROM SERVICE BLOCK
RESERVED FOR FUTURE EXPANSION

CONNECTION TYPE

CONNECTION VIA TSO
CONNECTION VIA CICS

CONNECTION VIA VTAM

RESERVED

SYSPLEX ID 1

SYSPLEX ID 2
POOLED USER ID

RESERVED

LENGTH OF THE SMF LOGON RECORD

SMF Record Format for RECTYPES 2 and 5

The record format for RECTYPES 2 and 5 of the SMF records written by the server is defined
below. The format is provided in the system 390 assembler DSECT form.

ibi™ Open Data Hub for Mainframe Connectors Installation and User Guide



115 | Installation for z/OS

SMFOF DSECT

SPACE
K *
* USAGE ACCOUNTING SMF RECORD LAYOUT FOR LOGOFF RECORDS. *
* *
% THIS IS THE DSECT DESCRIBING THE SMF RECORD WHICH IS PASSED TO *

* YOUR EXIT ON AT USER LOGOFF TIME. TIT IS COMPLETELY READY TO BE *

* WRITTEN WHEN YOUR EXIT RECEIVES CONTROL. *
K - *
SPACE
K - *
* THE FIRST TWENTY FOUR BYTES OF THE RECORD ARE THE SMF HEADER. *

x THESE FIELDS ARE REQUIRED IN ALL SMF RECORDS (18 BYTES FOR RECORDS *

*  WITHOUT SUBTYPES; WE USE SUBTYPES, THE HEADER IS 24 BYTES). *
K *

SPACE
SMFOFLEN DS H'168' RECORD LENGTH
SMFOFSEG DS XL2'0000' SEGMENT DESCRIPTOR (® UNLESS SPANNED)
SMFOFFLG DS XL1 SYSTEM INDICATOR
SMFOFRTY DS XL1 RECORD TYPE
SMFOFTME DS XL4 TIME, IN HUNDREDTHS OF A SECOND
SMFOFDTE DS PL4 DATE, 00CYDDDF, WHERE F IS THE SIGN
SMFOFSID DS CL4 SYSTEM IDENTIFICATION
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SMFOFSBS DS CL4 SUBSYSTEM IDENTIFICATION
SMFOFSBT DS XL2'0002' SUBTYPE OF RECORD - X'0002' INDICATES X
THIS IS A LOGOFF RECORD
SPACE

K *

* THE NEXT FIELDS ARE THOSE PRESENT IN THE LOGOFF *

* RECORD FOR THE END OF A USER SESSION. *

K *

SPACE

SMFOFMSO DS CL8 JOBNAME

SMFOFJID DS CL8 JOBID (FROM SSIBJBID)

SMFOFAST DS Y ASID

SMFOFRV1 DS XL2 RESERVED

SMFOFUID DS CL20 SECURITY USERID

SMFOFLID DS CL20 USERID PRESENTED AT LOGON (SAME AS X
SMFOFSID UNLESS CHANGED VIA MSIDTR X
SECURITY EXIT)

SMFMEMA DS XL4 MEMORY ABOVE THE LINE (IN KILOBYTES)

SMFMEMB DS XL4 MEMORY BELOW THE LINE (IN KILOBYTES)

SMFZIIP DS XL4 ZITIP CPU NORMALIZED (HUNDREDTHS OF A SEC)

SMFOFSRV DS CL8 SERVICE NAME FROM THE SERVICE BLOCK

SMFZPOCP DS XL4 ZIIP ON CP (HUNDREDTHS OF A SEC)
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SMFOFCNT

SMFOFTSO

SMFOFCIC

SMFOFVTM

SMFOFPSR

SMFOFCC

SMFOFACT

SMFOFCPU

SMFOFEXC

SMFOFLTM

SMFPRTY

SMFCOMPL

SMFOFID1

SMFOFID2

SMFOPID

SMFOFA40

SMFOFL

SPACE

EQU
EQU
EQU
EQU
DS

DS

DS
DS

DS

DS
DS
DS
DS
DS
DS
DS
SPACE

EQU

XL1

XL3

CLS8

XL4

XL4

FL4

XL1

XL1

XL2

XL20

CL40

*—SMFOF

CONNECTION TYPE

CONNECTION VIA TSO
CONNECTION VIA CICS

CONNECTION VIA VTAM

COMPLETION CODE FOR THE TASK

USER ACCOUNTING INFORMATION; THIS X
FIELD CURRENTLY PASSED AS LOW VALUE

CPU TIME IN HUNDREDTHS OF A SECOND
COUNT OF EXCP'S

LOGON DURATION IN HUNDREDTHS OF A X
SECOND

PRIORITY

COMPLETION TYPE

RESERVED

SYSPLEX ID 1

SYSPLEX ID 2

POOLED USERID

FULL 40-BYTE ACCOUNTING FIELD

LENGTH OF THE SMF LOGOFF RECORD
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Accounting for Db2 in an ibi WebFOCUS Reporting
Server Task

When using a server to access Db2 data, certain processing takes place within the Db2
address space and is governed by the Db2 chargeback system. If a user requests data from
Db2, the server passes the request to the Db2 subsystem. The Db2 subsystem then
processes the request, performing such tasks as retrieving rows and aggregating the data.
It generates the answer set, and passes the output back to the server. The server then
performs any joins and formatting which have not been performed by Db2 to satisfy the
original request.

Charges incurred while the request was being processed by the Db2 subsystem are added
to the charges accumulated in the server task that originated the request for processing. If
the server accounting is enabled, these charges are associated with the user logon and
security IDs in the SMF records described earlier.

Enabling Use of the zIIP Specialty Engine

If your site has a zIIP (System z Integrated Information Processor) specialty engine from
IBM, you can offload specific categories of workload from the Central Processors to the
zIIP.

The zIIP engine is a restricted version of a Central Processor (CP), also referred to as a
General Processor (GP). The capacity of the zIIP engine does not count toward the overall
MIPS rating of the mainframe image, so the CPU usage incurred on the zIIP is effectively
free. Central Processors are often configured to run at speeds below their maximum rating
for cost saving and capacity planning purposes. For Central Processors, 100% capacity
typically refers to the maximum MIPS that the processor is allowed to generate at that
installation, in accordance with your contract with IBM. In contrast, the zIIP engine always
runs at true 100 percent of capacity.

As much as 80 percent of server processing is enabled to run on the zIIP engine. Typical
workloads are expected to offload 30 to 80 percent of CPU processing to the zIIP engine.

To make use of the zIIP enablement feature, the server must run in an authorized state.
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What Is a zIIP Specialty Engine?

Though physically identical to a central processor, the zIIP engine is microcoded at
installation time to run specific types of workloads. The central processor continues to
handle the operating system, 1/O interrupts and timer interrupts, job initiations, and user
interactions with the operating system. The zIIP concentrates on CPU intensive workloads,
leaving the central processor more time to absorb otherwise queued workloads, thereby
achieving some overall performance improvement across all mainframe activity.

Steps to zIIP Enablement

This section describes steps and requirements for the server use of the zIIP processor.

The steps to server zIIP enablement are:

1. Obtain APF authorization for the server load library.

2. Activate the zIIP feature using the SET ZIIP=ON or SET ZIIP=ON/SIMMAXZIIP
command. For instructions, see Activating a zIIP Environment or Projecting zIIP
Usage.

Usage Notes for Use of the zIIP Processor

» Maximize the blocksizes of data sources that are read or written by the server to
reduce the number of I/Os required to access the file. This will reduce the number of
switches to non-zIIP mode that the server agents have to make, thus permitting a
greater percentage of zIIP contribution to the request.

» Move or rewrite functions developed at your site since the server must switch to non-
zIIP mode for each call to such routines. You may be able to use one of the following
possible solutions:

° Move the routines from DEFINEs to COMPUTEs to reduce the number of times
they are referenced. This tactic must be applied carefully, and only when report
results would not change.

° Rewrite the routines using DEFINE FUNCTION, which executes on the zIIP
processor.
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° Confine the routine to a pre-step run with ZIIP=OFF which collects its
calculated results, then use those calculations in the next step with ZIIP=ON.

Activating a zIIP Environment or Projecting zIIP
Usage

The last step in zIIP enablement is to activate the use of the zIIP processor in the server.
zIIP enablement is activated by the SET ZIIP command.

The SET ZIIP command has three options:
e OFF. This setting prevents the server from offloading its processing to a zIIP.

e ON. This setting causes the server to offload processing to a zIIP engine if you have a
zIIP processor and the environment is properly APF-authorized.

e ON/SIMMAXZIIP. This setting enables you to project zIIP processing in two different
environments:

° You do not have a zIIP processor. Using this setting along with the
PROJECTCPU parameter, you can project how much server workload would
have been offloaded to a zIIP.

° You do have a zIIP processor. Using this setting you can project how much
advantage you would achieve by offloading 100% of eligible server processing
to the zIIP.

Activate the zIIP Enablement Feature

You can issue the SET ZIIP command in a server profile or in a particular FOCEXEC.

SET ZIIP={ON[/SIMMAXZIIP]|OFF}

where:

ON

Configures the server to offload processing to the zIIP engine.

ibi™ Open Data Hub for Mainframe Connectors Installation and User Guide



121 | Installation for z/OS

This setting:
» Determines if the zIIP processor is accessible to the LPAR in which a job is running.

» Determines if the server environment has been properly authorized to run a zIIP
workload.

o Note: If the server determines that the zIIP processor is not accessible or that
the environment has not been authorized correctly, it issues a message
describing the reason and continues in ZIIP=OFF mode, which forwards all
subsequent work to the central processor.

ON/SIMMAXZIIP
Configures the server to either:

» Project what the zIIP usage would be if the server could offload processing to a
zIIP, when the server is operating in an LPAR without a zIIP. This requires that the
PROJECTCPU parameter be set to YES.

The SYS1.PARMLIB member IEAOPTxx contains the PROJECTCPU statement.
Activating the PROJECTCPU parameter projects zIIP consumption when a zIIP
processor is not yet defined to the LPAR. SMF type 30 records will show the
potential calculated zIIP time, so that you can accurately project zIIP usage. This
enables you to evaluate the effect of configuring a zIIP processor to be available
for server usage. The Systems Programmer for your site will have access to this
data. Use this option for simulation purposes only.

Since the zIIP engine is actually not present, all zIIP-eligible workload will be
diverted to the central processor. Thus, all of that CPU utilization will be recorded
in a server variable called &FOCZIIPONCP. This is the amount of workload that
would have run on the zIIP engine, and would have appeared in &FOCZIIPCPU,
had the zIIP been present and accessible to server work. This information is also
recorded in the server job statistics as well as in IBM SMF type 30 records.

To use this option, insert the following parameter in SYS1.PARMLIB for your LPAR,
and also issue the SET ZIIP=ON/SIMMAXZIIP command:

PROJECTCPU=YES

This setting:
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© Determines if the PROJECTCPU=YES command has been set in the LPAR.

° Determines if the server environment has been properly authorized to run a
zIIP workload.

» Projects zIIP utilization if 100% of eligible server processing could be offloaded to
the zIIP, when the server is running in an LPAR with a zIIP. This lets you determine
what you would gain by configuring Workload Manager to give the server a bigger
share of zIIP processing.

IBM Workload Manager (WLM) prioritizes workloads among the central processors
and zIIP processors at your site based on a complex set of goals and rules
established by the system administrator. These rules apply to all workloads from
all sources, not just the server. These goals combine to influence the decision to
direct server requests to the zIIP engine at any particular moment.

Utilizing this setting with a zIIP present can help you determine how much
advantage you would get if the server had more of a share of the zIIP processor.
To see the difference in actual and projected zIIP usage, run the same job with
SET ZIIP=ON and then with SET ZIIP=ON/SIMMAXZIIP and compare the results. For
more information about evaluating zIIP usage, see Evaluating zIIP Usage.

This setting:

° Determines if the zIIP processor is accessible to the LPAR in which a job is
running.

o Determines if the server environment has been properly authorized to run a
zIIP workload.

Note: If the server determines that the environment has not been authorized
correctly, it issues a message describing the reason and continues in ZIIP=OFF
mode, which forwards all subsequent work to the central processor.

OFF

Configures the server not to offload processing to the zIIP engine. OFF is the default
value.

o Note: Turn off zIIP enablement only when you know for sure that a job will
not gain any advantage from using the zIIP processor or if the system
operator or administrator requires that you turn it off.
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Setting the PROJECTCPU Parameter in SYS1.PARMLIB
Member IEAOPTxx

Use the following sample as a guide for setting the PROJECTCPU parameter in
SYS1.PARMLIB(IEAOPTxX):

/* kkhkkkhkkkhkkkhkkhkkhkkhkkhkkhkkhkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkkkkkkk */

/% SYS1.PARMLIB(IEAOPTxXX) */

/* khkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkhkkkkkkkhkkkhkkkhkkkkkkkkkk */

PROJECTCPU=YES

How the ibi WebFOCUS Reporting Server Takes
Advantage of the zIIP Processor

The server diverts eligible workload to the zIIP engine by switching from TCB (Task Control
Block) mode for workloads that can run only on a Central Processor to SRB (Service
Request Block) mode for execution of enabled workloads on the zIIP engine.

Types of server processing that are offloaded to the zIIP engine include:
e Computations
e Aggregation
e Screening
e Sorting
e Report formatting and styling
e Transaction Processing

The server zIIP Monitor detects situations in which the overhead cost of zIIP usage is
exceeding the CPU benefits gained. When this threshold is reached, the server may decide
to suspend use of the zIIP for the duration of a logical phase of the server request. When it
does so, it places a message to that effect in the JES log. It then resets to make the zIIP
processor accessible to the next logical phase of the server request.
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TABLE, MATCH, MODIFY, and MORE requests may suspend and resume more than once as
they progress through the logical phases of execution.

In every case, the server attempts to optimize the use of the zIIP and minimize chargeable
CPU costs.

Applications that perform significant database 1/0, high-volume sorting, or the use of third-
party tools or user functions during processing require switching out of SRB (zIIP) mode
into TCB (non-zlIP) mode to communicate, and then back again to continue processing.
Although each switch is minuscule, the cumulative effect can absorb measurable amounts
of CPU time on both the zIIP engine and the Central Processor.

In order to diminish this effect, the server buffers the collection of records passed to the
system sort utility and some adapters rather than passing one record at a time, thus
reducing the number of switches between TCB and SRB modes.

These third-party products may themselves be zIIP enabled and may offload some or all of
their processing to the zIIP engine independent of the server. The server always calls these
products from the Central Processor because it cannot know whether they will perform any
processing that is prohibited on the zIIP.

Even though zIIP usage occurs more frequently on non-optimized requests to a relational
data source, optimized requests are still inherently more efficient and, therefore, may incur
less CPU time. Being zIIP enabled, Db2 may also take advantage of the zIIP processor for
server requests based on the local configuration of Db2 relative to the server.

Requests against some types of data sources whose 1/0 can be buffered gain a lot of
advantages from zIIP enablement. Data sources that gain the most benefit from zIIP
processing due to buffered 1/0 include:

¢ Blocked flat files

FOCUS

XFOCUS

VSAM
e Db2

Evaluating zIIP Usage

In order to evaluate server zIIP processing in a session, you can query three Dialogue
Manager variables that accumulate statistics about CPU processing:
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e &FOCCPU accumulates the time spent on a Central Processor. This is an existing
variable that precedes zIIP enablement.

* &FOCZIIPCPU accumulates the time actually spent on the zIIP processor (in SRB
mode). This is the normalized CPU value using the same scale as &FOCCPU.

* &FOCZIIPONCP accumulates the time that processing could have been offloaded to
the zIIP processor but was diverted to the Central Processor by the system.

o Note:

°o &FOCCPU includes the value of &FOCZIIPONCP.

° The sum of &FOCZIIPCPU and &FOCCPU represents the total CPU
utilized by the server agent.

o If you set ZIIP=OFF, the zIIP variables do not accumulate further but
are not reset to zero. If you later set ZIIP=ON, they resume
accumulating statistics.

The RM (Resource Manager) that monitors server usage also captures zIIP statistics.

Performance Considerations for ZFS

There are several ways in which you can improve the server performance:

* Non-swappable address space. We recommend that you run the server in a non-
swappable address space. For more information, see Running the ibi WebFOCUS
Reporting Server in a Non-Swappable Address Space.

* Workload Manager (WLM). You can balance server workload by using Workload
Manager. For more information, see Workload Manager.

Running the ibi WebFOCUS Reporting Server in a
Non-Swappable Address Space

We recommend that you run the server in a non-swappable address space. In order to
make the server address space permanently non-swappable, add the following entry to
SYS1.PARMLIB(SCHEDxX):
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PPT PGMNAME (TSCOM300) /* PROGRAM NAME */
NOSWAP /* NON-SWAPPABLE x/
CANCEL /* CAN BE CANCELLED x/

Do not use the KEY 0 parameter, or any other parameter (such as NOPASS), unless the
system programmer completely understands the consequences of adding the parameter.

All local spawn transactions are performed in the mode of the server. For example, if the
server address space is non-swappable, all local spawn transactions execute as non-
swappable.

The server executes limited non-local spawn, such as when the user executes a UNIX
system command. Non-local spawn execute as swappable.

The server never executes a fork subroutine. (A fork subroutine creates a new process. The
new process, called the child process, is an almost exact copy of the calling process, which
is called the parent process.)

Workload Manager

Although the server may run in a specific performance group, transactions submitted by
server agents may perform differently than the server by adding the following keyword to
edaserve.cfg:

wlm_enclave_trname = WLM_transaction_name

where:

WLM_transaction_name
Can be up to 8 characters.
This is a service-level keyword.

Using this setting, the task will join a Workload Manager (WLM) enclave when a request
starts, and leave the enclave when the request finishes. This gives WLM control of the
dispatching priority of the task. The transaction rules defined on WLM will determine the
default service class assigned to this transaction, and that service class will determine how
the request runs.
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This feature helps to balance a workload so that a long request will not affect a short
request. This can be achieved through WLM rules designed to lower the priority of a long
request after a certain period of time. Without this feature, all requests share the region
priority.

The transaction name passed in this keyword must match one defined in the WLM
Classification Rules for the Job Entry Subsystem (JES). A corresponding WLM Service Class
pointed to by this rule will then be associated with this service.

The classification rules for JES must be used even if the server is started as a started task.
The subtasks are always run under JES.

For example, you would include the following in edaserve.cfg:

SERVICE = DEFAULT

BEGIN

wlm_enclave_trname = IWAYFAST

END

The WLM definition is:

Subsystem Type JES - Batch Jobs

Classification:

Default service class is PRDBATLO

There 1is no default report class.

Qualifier Qualifier Starting Service Report
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# type name

1 TN IWAYFAST

EDAQRYHI

WLM subrules (levels 2 and above) are supported. For a server request to join an enclave in
a particular service class, the names of all rule qualifiers below our transaction name are

checked.

For example, consider the following WLM definition:

Subsystem Type JES - Batch Jobs

Classification:

Default service class is PRDBATLO

There is no default report class.

Qualifier Qualifier Starting Service Report
# type name position Class Class
1 SSC PRDMVS PRDDFLT
2 . TN . IWAYFAST EDAQRYHI

In this particular case, the qualifier 1 type is SSC (Subsystem Collection), and a server
request will only join the enclave IWAYFAST if it is running on a particular LPAR in the
SYSPLEX. This qualifier (PRDMVS) must match the XCF group definition: issue SDMASDEF

(for JES2) and check the value of XCFGRPNM field.

You can handle WLM scheduling environments by defining them to WLM and then adding

the JOB statement parameter SCHENV=xxxxx to the ISTART JCL.
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Troubleshooting for ZFS

To troubleshoot an installation problem, identify your problem in the following list, and
follow the link to a description of the solution.

If you cannot find your problem described in the list, and cannot resolve it yourself,
contact Customer Support . In addition, supply the following information to Customer

Support:
o Server trace (see Generate a Trace).
e JCL for IRUNJCL.
e Job output.
e System dump, if needed (see Generate a System Dump).

e Any additional information regarding how the problem occurred.

Problems:

e The server abends with a U4039 code.

For details, see Problem: The ibi WebFOCUS Reporting Server Abends With a U4039
Code.

e INSUFFICIENT AUTHORITY TO GETSPENT messages appear in JESLOG.

For details, see Problem: INSUFFICIENT AUTHORITY TO GETPSENT messages in
JESLOG.

» The request fails, and JVM not found messages are written to edaprint.log.

For details, see Problem: Request fails, and JVM not found messages written to
edaprint.log.

Problem: The ibi WebFOCUS Reporting Server
Abends With a U4039 Code

Problem: The server abends with a U4039 code.
Cause: This is a generic abend.

Solution: Find out what caused the abend by checking the edaprint.log file, SYSOUT
ddname, and the MVS system log.
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Problem: INSUFFICIENT AUTHORITY TO GETPSENT
messages in JESLOG

Problem: INSUFFICIENT AUTHORITY TO GETPSENT messages appearing in JESLOG.
Cause: See IBM APAR 1111813.

Solution: The APAR recommends issuing one of the following RACF commands:
SETROPTS LOGOPTIONS (NEVER(PROCACT))
SETOPTS LOGOPTIONS (DEFAULT(PROCACT))

However, when a non-superuser in the OMVS shell issues the command ps -ef, the
following security message is repeated in SYSLOG:

ICH408I USER(default) GROUP(dgltgrp) NAME(bpxdefaultuser) 060

CL(PROCACT) INSUFFICIENT AUTHORITY TO GETPSENT

This does not indicate an error. It is an informational message issued because of RACF
LOGOPTIONS settings. The ps -ef command is a request to show all processes that the
requester is authorized to see, but a non-superuser is allowed to see only his or her own
processes.

Problem: Request fails, and JVM not found
messages written to edaprint.log

Problem: The request fails, and JVM not found messages are written to edaprint.log.

Cause: If the server cannot find the Java Virtual Machine (JVM), the JSCOM Listener will not
be able to start, and messages will be written to the server log stating that the JVM cannot
be found.

Solution: Specify the location of the JVM in JDK_HOME or JAVA_HOME. For more
information, see JVM Requirements for Java Services (Server Installations Only).
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Secured ibi WebFOCUS Reporting Server Starts
Unsecured or Does not Start After Upgrade

A server will implicitly attempt to start unsecured if proper authorization steps have not
been completed. Starting the server normally clears edatemp. If prior edatemp files exist
(and authorization has not been done), start-up will fail due to an inability to clear the
directory. However, if an edastart -cleardir command was issued just before the upgrade,
there is nothing to clear, no error occurs, and the server starts. If the server starts and is
not inspected after the initial start-up, the server being in the wrong mode may go
unnoticed.

The proper solution is to add proper authorizations after an upgrade, as described in
Reconfigure Security, and restart the server. A new safety measure has also been added. If
the environment variable EDAEXTSEC is set to OPSYS explicitly, and a server lacks
authorization, it will not start (see Preventing Unsecured Starts After Upgrades for details).

Generate a Trace

To generate a server trace:

Procedure
1. Turn tracing by going to the WebFOCUS Reporting Server browser interface menu
bar, selecting Workspace, and then Diagnostics, or by running the ITRCON JCL
member.

2. Reproduce the problem.

3. Submit the ISAVEDIA member to produce the diagnostic information.

A directory called sdnnnnnn is created under your configuration directory (for
example, /ibi/srv/ffs/sd123456). Diagnostic information is placed in this directory.
Make sure you have access to this directory.

Result
Do not change anything in the EDAENV member. Changes could prevent the correct
information from being copied to your directory.
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Generate a System Dump

To generate a system dump:

Procedure
1. Allocate DDNAME SYSMDUMP pointing to the data set with the following DCB
parameters:

RECFM=FB,LRECL=4160,BLKSIZE=4160

2. To get the first dump, add the parameter FREE=CLOSE to your DD statement. The DD
statement should appear as follows:

//SYSMDUMP DD DISP=SHR,DSN=MYID.EDAPTH.SYSMDUMP,FREE=CLOSE

3. To get the last dump, the statement should appear as follows:

//SYSMDUMP DD DISP=SHR,DSN=MYID.EDAPTH.SYSMDUMP

Only two IDs must have privileges to write into this data set: ISERVER and IADMIN.
General server users DO NOT need read or write access to the SYSMDUMP data set.

4. To prevent Abend-AID from intercepting the dump, add:

//ABNLIGNR DD DUMMY

5. To prevent the Language Environment from intercepting the dump, specify:

EDADUMPOPT=UAIMM in EDAENV DD

This enables you to get more accurate information reflecting the moment the abend
actually occurs.

6. Save the entire job output for the server (including JES logs), and send it to
Customer Support.

Result
Instead of using JCL allocations to add SYSMDUMP, the procedure described below can be
used alternatively.
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Add JCL Allocations to a Running ibi WebFOCUS
Reporting Server

A z/OS operator can issue modify commands from the z/OS system console to allocate
DDNAMES to the server without restarting it. This procedure is useful if you need to
reallocate a file that was freed to allow a batch overnight utility to run, or perhaps to add
SYSMDUMP allocation to a running server.

Allocate a Data set From the z/OS System Console

F <iway_server_jobname/started task>,DYNAM ALLOC FI <ddname> DA <dsname>

<optional dynam parameters>

Allocating a VSAM Data set

F IWAY2,DYNAM ALLOC F VSAMFILE DA VSAM.FILEA.CLUSTER SHR

Allocating a SYSMDUMP Data set With FREE=CLOSE
Option

F IWAY2,DYNAM ALLOC FILE SYSMDUMP DA PROD2.SYSMDUMP.DATA SHR CLOSE

o Note: The examples above assume IWAY2 is the jobname/started task ID for the
server.

All valid DYNAM ALLOC syntaxes are supported. For more information on the DYNAM
command, refer to the ibi™ WebFOCUS® Reporting Server Stored Procedure and Subroutine
Reference for 3GL Languages guide.

The following message will be issued in the server JESMSGLG indicating if the command
was processed successfully or not.
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Success:

+DYNAM COMMAND SUCCESSFULLY PROCESSED Rc=0

Failure:

+DYNAM ERROR: IKJ56225I DATA SET IWAY.TEST ALREADY IN USE, TRY LATER

Free Data sets Allocated to the ibi WebFOCUS
Reporting Server

A z/OS operator can issue modify commands from the z/OS system console to free
DDNAMEs or DSNAMEs allocated to the server. Both global allocations (made at the server
ISTART JCL) and local ones (DYNAM ALLOC commands issued by user tasks) can be freed.
This procedure is useful if you need to free an allocation to run a batch utility overnight,
without restarting the server.

Free a Data set From the MVS System Console

To free a single DDNAME:

F <iway_server_jobname/started task>,DYNAM FREE FI <ddname>

To free a single DSNAME (all occurrences in the server):

F <iway_server_jobname/started task>,DYNAM FREE DS <dsname>

To free multiple DDNAMEs, passing a pattern (free all DDNAMEs starting with AB):

F <iway_server_jobname/started task>,DYNAM FREE FI AB%*

To free multiple DSNAMEs (all occurrences in the server), passing a pattern (free all
allocations of data sets starting with IWAY.VSAM):
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F <iway_server_jobname/started task>,DYNAM FREE DA IWAY.VSAMx

A message will be issued in the iway_server JESMSGLG indicating if the command was
processed successfully or not, as follows.

Success:

+DYNAM COMMAND SUCCESSFULLY PROCESSED Rc=0

Failure:

+DYNAM ERROR: IKJ56225I DATA SET IWAY.TEST ALREADY IN USE, TRY LATER

Freeing an Allocated Data Set

Suppose ISTART JCL (jobname IWAY2) has the following allocation:

//VSAMFILE DD DISP=SHR,DSN=VSAM.FILEA.CLUSTER

The operator can free this file using the command (from the MVS console):

F IWAY2,DYNAM FREE FI VSAMFILE

PDS Deployment

The topics in this section describe how to install your server in a Partitioned Data Set (PDS)
environment.

Installation Requirements for PDS

Before beginning server installation, review all requirements.

ibi™ Open Data Hub for Mainframe Connectors Installation and User Guide



136 | Installation for z/OS

Operating System Requirements

The server runs on any supported release of z/OS. For current information about supported
releases, see the ibi™ WebFOCUS® Release Notes.

In general, the operating system should have the latest cumulative patch levels applied.

Confirm that your server installation software is labeled for your operating system level.

IP Port Number Requirements

The installation process prompts for two IP port numbers: the TCP Listener and HTTP
Listener. It also uses the next two consecutive ports after the supplied HTTP Listener port
for FDS use. This results in a total of four IP ports.

The supplied IP port numbers must be above the IANA registered well-known reserve range
(numbers under 1024) and not over the maximum legal number (65535). Do not use IP port
numbers already used by other applications or products. Netstat, or netstat like
commands, should reveal what actual ports are in use.

Browser Requirements

The WebFOCUS Reporting Server browser interface requires one of the following web
browsers:

» Microsoft Edge.
» Mozilla Firefox® 59 or higher.

e Google Chrome® 65 or higher.

Disk Space Requirements

The server disk space requirements are:

Supplied (EDAHOME) Data Sets 3390 Cylinders
high_level_qualifier.P.HOME.ACX 2
high_level_qualifier.P.HOME.BIN 1100
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Supplied (EDAHOME) Data Sets 3390 Cylinders
high_level_qualifier.P.HOME.CICS.LOAD 10
high_level_qualifier.P.HOME.ERR 500
high_level_qualifier.P.HOME.ETC 100
high_level_qualifier.P.HOME.FEX 25
high_level_qualifier.P.HOME.LOAD 750
high_level_qualifier.P.HOME.MAS 4

Configuration (EDACONF) Data Sets 3390 Cylinders
high_level_qualifier WFS.CONF.ACX 2
high_level_qualifier WFS.CONF.CFG 2
high_level_qualifier WFS.CONF.MAS 2
high_level_qualifier WFS.CONF.PRF 2

Installation Data Sets 3390 Cylinders
high_level_qualifier. HOME.DATA 10

high_level_qualifier. WFS.DATA 2

Application Data Sets 3390 Cylinders
approot.IBISAMP.type.DATA 38 (across 14 data sets)
approot.BASEAPP.type.DATA 56 (14 data sets using 4 cylinders per file)
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Deferred Execution Data Sets (Optional) 3390 Cylinders
high_level_qualifier WFS.CONF.DFM.DEL 5
high_level_qualifier WFS.CONF.DFM.RPE 5
high_level_qualifier WFS.CONF.DFM.RPF 5
high_level_qualifier WFS.CONF.DFM.RPO 100
high_level_qualifier WFS.CONF.DFM.RQD 5
high_level_qualifier WFS.CONF.DFM.RQF 5
high_level_qualifier WFS.CONF.DFM.RQO 5
high_level_qualifier WFS.CONF.DFM.RQP 5

o Note: Deferred Execution Datasets are not created by the installation procedure.
They are created when the Scheduler/Deferred service starts. By default, the
Scheduler/Deferred service auto starts at server startup. To disable the feature,
enter dfm_autostart = n in the EDASERVE administration control file.

Supplementary Data Sets 3390 Cylinders
high_level_qualifier. WFS.SYSRPC.FOCUS 1
high_level_qualifier. WFS.ETLLOG.FOCUS 1
high_level_qualifier WFS.ETLSTATS.FOCUS 1
high_level_qualifier WFS.CONF.SMARTLIB.DATA 1

high_level_qualifier

Is the high-level qualifier to be used for all output libraries. This is the same high-level
qualifier, which you specify during server installation.
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approot

Is the default location for storing applications. You specify approot during server
installation, as described in Run isetup

Memory Requirements

Memory usage of a configured environment consists of the following elements:
e Workspace Manager
e Listeners
e Concurrently running application agents

Actual memory usage depends on application features, and varies depending on the
application. The SHRLIBRGNSIZE parameter (defined on SYS1.PARMLIB, member
BPXPRMxx) can affect the amount of memory that the server address space will allocate.
For SHRLIBRGNSIZE, we recommend the default MVS installation value of 64Mb:

SHRLIBRGNSIZE (67108864)

Server memory usage:
» The workspace (including Listeners) uses 200 megabytes.
e Each pre-started agent requires 4 megabytes.

The minimum amount of memory for a newly installed server with no workload is 250Mb.
However, depending on usage, workload, and configuration options, 500Mb is
recommended to start, to be adjusted as needed.

Communication Requirements

You need four TCP/IP ports for each server instance that you configure. Three of these
ports must be consecutive. You specify these port numbers during installation. You may
require additional ports depending on which options you configure later.

The server supports only IBM TCP/IP. It does not support Interlink or any other third-party
TCP/IP.
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USS Segment Requirements

PDS deployment requires each user of the server to be identified to USS by means of a
default segment definition. This default OMVS segment is defined when USS is installed as
a part of z/OS. Refer to your IBM UNIX System Services documentation for more
information about this subject.

ZFS Home and Configuration Directory Requirements

Libraries and the APIs supporting them must reside in the ZFS file system to enable the
following features:

e Server-side graphics
They are also required for the following Java-based and SAP-based adapters:
e Call Java

e EJB

JDBC

Microsoft SQL Server

SQL SAP
SAP BWB

At installation time, a panel with a list of adapters to be configured will be displayed. If any
of the above adapters are selected, the installation will require the path for two ZFS
locations as follows:

e edahome_dir. Provide the edahome path for the dll modules that interface with
Java/SAP and must reside in ZFS. The directory will be created with 755 permissions,
if it does not exist.

» edaconf_dir. Provide the edaconf path to be used for both configuration files (such
as codepage files), as well as the root location for temporary files (such as traces and
logs), that must reside in ZFS. If it does not exist, the directory will be created with
755 permissions.

If no data adapters were selected, the next panel will allow an optional configuration for
the JSCOM3 listener. If server-side graphics support is desired, the listener must be
configured and all three paths are required (edahome_dir, edaconf_dir, plus the path to
Java passed to either JDK_HOME or JAVA_HOME).
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If edahome_dir is not defined at installation time, it will not be possible to configure it later
using the WebFOCUS Reporting Server browser interface. The server will have to be re-
installed, configuring the JSCOM3 listener.

Installing New on PDS

To install a new Server for z/OS deployed using partitioned data set (PDS) libraries,
perform the following steps.

Installing ibi WebFOCUS Reporting Server With ISETUP

WebFOCUS Reporting Server includes an automated installation and maintenance
procedure named ISETUP. Use this procedure to install or apply maintenance to
WebFOCUS Reporting Server.

There are aspects of the installation process that are not handled by ISETUP. These are
detailed in this document and require manual intervention.

ISETUP asks you for the high-level qualifier for your WebFOCUS Reporting Server data sets.
Based on this qualifier and a list of all of the standard data set names (low-level qualifiers),
ISETUP installs all the necessary WebFOCUS Reporting Server libraries.

About the ISETUP Procedure

The ISETUP procedure is an interactive process that uses ISPF panels.

Important: You must use the version of ISETUP that comes with your
WebFOCUS Reporting Server release to install WebFOCUS Reporting Server.

Installing without the use of ISETUP is no longer supported. Additionally, you cannot use
previous versions of your installatio JCL to install Release 1.0.7.

You must run ISETUP from the ISPF command shell.

You should not use ISETUP to overwrite your current production WebFOCUS Reporting
Server data sets with new versions.
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Overview of the ISETUP Procedure

This topic provides a high-level overview of the installation procedure and the steps that
may be needed after running the installation procedure.

Overview of the Electronic Download Process

The following is a high-level summary of how to receive the WebFOCUS Reporting Server
release or maintenance electronically:

1. Download the appropriate xmvs_zeries.run file from eDelivery.
2. Upload the file to a USS directory on your z/0OS system.
. Login to USS.

3
4. Run this command to extract all the files and transfer them to PDS: sh xmvs_
zseries.run

o

You are prompted to enter a PDS High-Level Qualifier (hlq).
6. Log in to TSO/ISPF.
7. Start the installation via this command in ISPF 6: EX ‘h1lq.P.HOME.DATA(ISETUP)’

8. After successful testing of the WebFOCUS Reporting Server release or maintenance,
move the test environment to production according to the standards of your site.

Installing ibi WebFOCUS Reporting Server Using ISETUP

The ISETUP panels consist of input fields in which you can enter information and display
fields in which you cannot enter information. Input fields have a red background and
display fields have a white background.

After the ISETUP procedure has executed, all of your HOME libraries will have names of the
form new_hlq.P.HOME.suffix, where new_hlq is the high-level qualifier you specify on the
ISETUP panels. For example, if you specify the high-level qualifier WFRS.nnnn, ISETUP
creates a data set called WFRS.nnnn.P.HOME.LOAD.

The installation procedure builds and, optionally, runs the JCL needed to install WebFOCUS
Reporting Server.
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Note that when a screen opens, its input fields may be populated with the values from a
previous install. When you change any values, you must press Enter once to register the
changes and then press Enter again to proceed to the next panel.

If you decide you are not satisfied with the values you entered and you want to change
them, press PF3 to return to the previous panel.

Set Up User IDs

You can use any user ID to install and run the server. Whichever ID you use becomes the
first server administrator ID (sometimes referred to as iadmin).

Collect Required Information for Adapters

For current information about which adapters are supported, see the ibi™ WebFOCUS®
Adapter Administration manual.

You must provide information to configure the adapters that you want to install. The
installation procedure automatically prompts you for this information. When you are
prompted for an optional steplib, ddname, or environment variable, the installation
procedure will indicate this with an OPT> prompt.

After you have installed and configured the server, you can further configure your adapters
using a web-based server configuration tool called the WebFOCUS Reporting Server
browser interface.

The following table describes what information you need to provide for each adapter that
you have. (If an adapter is not listed, no information needs to be provided for it.)

Note that the table refers to:

e IRUNJCL. This procedure contains the JCL procedure for the server, and is a member
of the configuration library

high_level_qualifier.PDS.WFS.DATA

where:

high_level_qualifier
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Is the high-level qualifier to be used for all output libraries. This is the same high-
level qualifier, which you specify during server installation.

Adapter Information you must provide
Adabas Provide the data set name for the following STEPLIB allocation:
* load library
This is required only for the synonym creation process. For example, in a
production environment in which all synonyms already exist, you can omit
this.
When you configure the adapter, you will need to provide the name of the
Adabas source library and the associated data set name.
CA- Provide the data set names for the following STEPLIB allocations:
DATACOM e CUSLIB load library
e CAILIB load library
e utility library
e URT library
CA- IDMS Provide the data set names for the following STEPLIB allocations:

(both DB and
SQL)

e load library
e DBA load library

Provide the data set names to which the following ddnames are allocated:
e SYSIDMS. Check with your CA-IDMS DBA for this ddname.

e SYSCTL. Is the library corresponding to the central version you want to
use.

CICS
Transaction

Provide the data set name for the following STEPLIB allocation:

e CICS EXCI load library

Call Java

You must have the JDK installed.

Provide a value for the following environment variables:
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Adapter

Information you must provide

e CLASSPATH. Provide the paths of the .jar files that you want to access.
These paths will be appended to CLASSPATH.

This adapter requires configuration of the JSCOM3 listener. Provide three
required paths:

e The path to JVM using either JDK_HOME or JAVA_HOME, as described
in Installation Requirements for PDS.

e The paths to edahome_dir and edaconf_dir, as described in ZFS Home
and Configuration Directory Requirements.

EJB

You must have the JDK installed.
Provide a value for the following environment variables:

e CLASSPATH. Provide the paths of the .jar files that you want to access.
These paths will be appended to CLASSPATH.

If you are deploying the adapter to access an EJB on a:

e WebLogic server, specify the following path:

/pathspec/weblogic.jar

e WebSphere server, specify the following paths:

/pathspec/websphere.jar

/pathspec/ejbcontainer.jar (one for each EJB container)

This adapter requires configuration of the JSCOM3 listener. Provide three
required paths:

* The path to JVM using either JDK_HOME or JAVA_HOME, as described
in Installation Requirements for PDS.

e The paths to edahome_dir and edaconf_dir, as described in ZFS Home
and Configuration Directory Requirements.

JDBC

You must have the JDK installed.
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Adapter

Information you must provide

Provide a value for the following environment variables:

e CLASSPATH. Provide the paths of the .jar files that you want to access.
These paths will be appended to CLASSPATH.

This adapter requires configuration of the JSCOM3 listener. Provide three
required paths:

e The path to JVM using either JDK_HOME or JAVA_HOME, as described
in Installation Requirements for PDS.

e The paths to edahome_dir and edaconf_dir, as described in ZFS Home
and Configuration Directory Requirements.

Microsoft SQL
Server

You must select the Call Java adapter in addition to the Microsoft SQL
Server adapter.

Provide a value for the following environment variables:

e CLASSPATH. Provide the paths to the following files; these paths will
be appended to CLASSPATH.

°© msbase.jar
o mssqlserver.jar
° msutil.jar

This adapter requires configuration of the JSCOM3 listener. Provide three
required paths:

* The path to JVM using either JDK_HOME or JAVA_HOME, as described
in Installation Requirements for PDS.

e The paths to edahome_d+ir and edaconf_dir, as described in ZFS
Home and Configuration Directory Requirements.

Db2 CAF

Provide the data set names for the following STEPLIB allocations:
e SDSNLOAD load library
For security information, see DB2 Security Exit Configuration for PDS.

o SDSNEXIT load library (optional)
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Adapter Information you must provide

Db2 CLI Provide the data set names for the following STEPLIB allocations:
e SDSNLOAD load library

For security information, see DB2 Security Exit Configuration for PDS.
e SDSNLOD?2 load library

» SDSNEXIT load library (optional; this is needed only for an explicit
connection).

Provide the data set name (including member name if applicable) for the
following DDname:

e DSNAOINI, which contains the Db2 CLI ini file.

IMS Provide the data set names for the following STEPLIB allocations:

e DFSPZP load library (optional; not needed if PZP modules are stored
in the DFSRESLB library)

e DFSRESLB load library

Millennium Provide the data set name for the following STEPLIB allocation:

e load library

Model 204 Provide the data set name for the following STEPLIB allocation:

e load library

MQSeries Provide the data set names for the following STEPLIB allocations:
e SCSQLOAD load library
e SCSQAUTH load library

NATURAL Provide the data set name for the following STEPLIB allocation:

Batch e NATURAL load library

SAP (SQL) Provide values for the following environment variables:

e LIBPATH, which contains the path to SAP RFC SDK.
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Adapter Information you must provide
e SAP_CODEPAGE=0126, or the correct SAP code page for your language
environment.
This adapter requires configuration of two required paths:
e The paths to edahome_dir and edaconf_dir, as described in ZFS Home
and Configuration Directory Requirements
It is recommended that the code page conversion tables be created under
the edaconf_dir directory.
SAP BW Provide values for the following environment variables:
e LIBPATH, which contains the path to SAP RFC SDK.SAP_
CODEPAGE=0126, or the correct SAP code page for your language
environment.
This adapter requires configuration of two required paths:
e The paths to edahome_dir and edaconf_dir, as described in ZFS Home
and Configuration Directory Requirements.
Is recommended that the code page conversion tables be created under the
edaconf_dir directory.
Supra Provide the data set name for the following STEPLIB allocations:

e LINKLIB load library.
e INTERFLM load library.
e ENVLIB load library.

Optional Low-Level Qualifier Changes

We recommend retaining the default low-level qualifiers that are supplied for the

installation libraries. However, if you need to change any of them (for example, to conform
to site-specific naming conventions), you can do so by editing them in member PDSSNAME
of high_level_qualifier. HOME.DATA. You can see a list of the qualifiers in Default Low-Level

Qualifiers.
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Caution: If you change any low-level qualifiers and do not reflect those changes
exactly in PDSSNAME, you will experience problems with the server installation
and operation.

Do not change the value of &CONFTYPE.

Once you have finished changing any names, continue with Run isetup.

Default Low-Level Qualifiers

The following low-level qualifiers are set in high_level_qualifier. HOME.DATA(PDSSNAME):

// SET EDALOAD='P.HOME.LOAD' Load Library

// SET EDAHETC='P.HOME.ETC' Server html and text files
// SET EDAHACX='P.HOME.ACX' Access files

// SET EDAHFEX='P.HOME.FEX' RPCs

// SET EDAHMAS='P.HOME.MAS' Master files

// SET EDAHBIN='P.HOME.BIN' Server binary files

// SET EDAERR='P.HOME.ERR' Server NLS and error files
// SET EDACICS='P.HOME.CICS.LOAD' CICS Load Library

// SET PDSWFSD="'PDS.WFS.DATA' WebFocus Reporting server

Run isetup

Server installation consists of a series of ISPF panels, which gather the required
information. After the panel dialog is complete, JCL is created and optionally submitted to
install and configure the server.

1. Execute the isetup member of your high_level_qualifier HOME.DATA using ISPF

option 6.

The first Installation and Configuration panel opens.
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ibi Installation and Configuration
Command ===>

Please select one of the following options:

ditional Configuration Instance

Enter selection (Default=1)
Ins ~id
PTH Administrato Userid

PGMASW

PTH Administrator Password
Customer ID
Card information Override JOB name

F4=RETURN F5=RFIND
F10 F11=RIGHT

Complete the panel as follows.

Field Instructions

Enter selection Accept the default value 1, Install and Configure, for a new
installation.

For option 2, Add Additional Configuration Instance, see Adding a
Configuration Instance for PDS.

Installation Shows the current logon ID. It cannot be changed.

Userid

PTH An ID is required to administer the server immediately after initial
Administrator installation. This ID is defined and maintained solely in the realm of
Userid the server. It defaults to srvadmin, and it can be changed here.

For more information about running the server in secure mode, see
Configure Security.

PTH Password for the PTH Administrator ID. It cannot be left blank and
Administrator must be matched at the Retype field.
Password
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Field Instructions

Customer ID Enter the Customer ID that was provided to you with your
WebFOCUS software.

Enter Job Card To provide JOB card information for submitting jobs to the JES
information queue, provide a valid job name (a maximum of seven characters
following the 2 forward slashes // on the first JCL line), which
defaults to the user ID that you are currently using. This job name is
used for multiple submissions (for example, jobnameA, jobnameB,
jobnameC, and so on) in the JCL that is generated by the
installation procedure.

Override JOB To provide your own JOB card information, including JOB name,
name checking | enter Y and provide valid JOB card information in the Enter Job
Card information field. The JOB card information that you enter is
used for each job that is submitted.

2. Press Enter to continue to the next panel.

The following panel opens.

ibi Installation and Configuration z/0S PDS Deployment
Command ===> D&
New Installation

Please enter the following information for WebFocus Reporting Server

EDAHOME Libraries HLQ ===>

EDACONF Libraries HLQ ====

EDACONF Libraries Attributes Unit ==== Volume ====

Configuration options
= (21 Char
HTTP Listener Port > TCP Listener Port

Installation JCL Library > PGMASW.SRV932.P._PDS.WFS.DATA

Press Enter to continue, PF3 to return to previous menu

In this and some later panels, you can see a field's default value (if one exists) by
blanking out the field and pressing Enter. Complete the panel as follows.
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Field Instructions

EDAHOME Libraries Enter the same HLQ value you provided when you processed

HLQ the .run file.

(EDAHOME)

EDACONF Libraries EDAHOME libraries HLQ with additional qualifier .P.

HLQ

EDACONF Libraries Follow your site's rules. For most sites, Unit is SYSDA and

Attributes Unit Volume is left blank.

HTTP Listener Port This is the port number that the server uses for HTTP. It is the
first of three connection ports that must be available to the
server.

For example, if you choose port 8101, then ports 8101, 8102,
and 8103 are used by the server. Ensure that you choose ports
that are not currently being used.

TCP Listener Port This is the port number of the TCP Listener.

The default is one less than the port specified for the HTTP
Listener, but it can be any port number other than the three
reserved for HTTP.

Installation Data set where installation JCL and other files are written.
JCL Library

3. Press Enter to continue to the next panel. The Data Adapters panel opens. It lists
adapters that require the allocation of MVS libraries in IRUNJCL or environment
variables in the EDAENV member. To select specific adapters:

a. TypeY next to the required adapters and press Enter.

b. Supply the requested information, which is described in Collect Required
Information for Adapters.

After you have finished installing and configuring the server, you can use the
WebFOCUS Reporting Server browser interface to finish configuring these
adapters, and to configure adapters that do not have MVS JCL requirements.
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ibi z/0S PDS Deployment
Command === PE

Will you be configuring for any of the following adapters ?

ADABAS CA-DATACOM > CA-IDMS
CICS TRAN DB2 CAF > DB2 CLI
CALL JAVA JDBC IMs
MILLENNIUM MODEL 204 > SUPRA
MSSQL SERVER NATURAL BATCH ==== SAP

BWB

b Console for the complet f yter configuration
ontinue, PF3 to return to menu

4. Press Enter to continue to the next panel.

The JSCOM3 Listener configuration panel opens.

a. This panel prompts for a value for JDK_HOME. For more information see
Installation Requirements for PDS. It also prompts for values for edahome_d-ir
and edaconfi_dir, as described in ZFS Home and Configuration Directory
Requirements.

b. Configuration of the JSCOM3 Listener is either optional or mandatory
depending on which adapters were selected. If any Java-based adapters were
selected (EJB, Call Java, JDBC, Microsoft SQL Server), the configuration of all
three paths listed above is mandatory. If SAP-based adapters were selected
(SAP or SAP BW), only edahome_dir and edaconf_dir are required.

c. If no Java-based or SAP-based adapters were selected, this configuration might
still be desirable to enable the server-side graphics feature. To skip the
configuration, leave the path blank.
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ibi Installation and Configuration
Command =—==>

Optional JSCOM3 Listener

Please enter JDK_HOME path:

JDK_HOME

enter path to install modules that inte
(Blank values to skip configuration)

edahome_dir

edaconf_dir

» Enter to pr s, PF3 to return to previous menu

5. Press Enter to continue to the next panel.
The Confirmation panel opens.

ibi Installation and Configuration
Command ====>
New Installation
Please confirm the following information for WebFocus Reporting Server
EDAHOME Libraries HLQ = PGMASW.SRV932

Product Configuration parameters

HLQ = PGMASW.SRV932.P

PGMASW.WFRS93 . P
8121 TCP Listener
srvadmin

Installation JCL Library PGMASW.SRV932 .P.PDS.WFS.DATA
Review output allocations (Y or N)

(Ch)reate JC only ) C > N (Enter N, C or
< PF3 =

6. Ensure that all values on the Confirmation panel are correct, then select one of the
following options

* N to return to the initial panel so that you can change installation values.

e C to create JCL which you can submit at a later time. The JCL is placed in your
high_level_qualifier.PDS.WFS.DATA configuration library.
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e S to create JCL in high_level_qualifier.PDS.WFS.DATA, and submit the job
immediately.

where:

high_level_qualifier

Is the high-level qualifier to be used for all output libraries. This is the same high-
level qualifier, which you specify during server installation.

7. As the job is processed, in SDSF, check JESLOG for errors and return codes.

The following is a table of the jobs created. All members are created in the configuration
library.

Job Description
ISETUPJ1 Main JCL Job stream that is used to install the server.
ISOPTS1 Options used to install.

All the following members call the IRUNJCL procedure, which is the main server JCL. If you
need to change the server JCL, change member IRUNJCL.

Member Description

ISTART Starts the server.

ISAVEDIA JCL to print a copy of configuration files for diagnostic purposes.

ITRCON Starts the server with traces on.

The following members contain batch JCL for auxiliary functions, and are created in the
configuration library.

Member Description
CMRUN JCL to run ibi Data Migrator batch jobs.
DB2VverPR Db2 DBRM, where ver is your supported
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Member Description

version of Db2 referenced in GENDB2 JCL.

GENDB2 JCL to bind the Db2/CAF plan.

IRDAAPPC Example CLIST to run RDAAPP Client test
tool.

IRDAAPPJ Example JCL to run RDAAPP Client test tool.

The following members contain sample started task JCL, and are created in the
configuration library.

Member Description

IWAYS A started task that starts the server.

EDAENV A parameter file used by the server. It contains all required
environment variables.

Overview of Manual Steps Following isetup

The following features are not installed by isetup. For these features, follow the
instructions in the WebFOCUS Reporting Server Installation Guide for your current
production version of WebFOCUS Reporting Server:

o Data Adapters (Interfaces, for example, Db2 or ADABAS).
o Important: All data adapter files are included and allocated in WebFOCUS
Reporting Server after you run ISETUP. However, using the instructions in
the relevant Installation Guides for those data adapters, you must reinstall

every data adapter to which you want to have access in the installed
version of WebFOCUS Reporting Server.

If you run WebFOCUS Reporting Server out of LPA libraries, perform the following steps:
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1. Copy all the reentrant modules back into FOCLIB.LOAD from FOCLPA.LOAD. (Use JOB
JFSCPBCK.)

2. Run isetup.

3. Copy the reentrant modules from FOCLIB.LOAD back into FOCLPA.LOAD. (Repeat JOB
JFSCPLPA.)

4. Delete the reentrant modules FROM FOCLIB.LOAD. (Repeat JOB JFSDELPA.)

ISETUP Processing Flow

The installation job should complete with 0 return codes for all steps, and additional
libraries should be created under the high-level qualifier you entered on the ISETUP screen.

The following physical HOME libraries should exist.

SYSADMIN1.P.HOME.BIN USERM1
SYSADMIN1.P.HOME.FEX USERM1
SYSADMIN1.P.HOME.ACX USERM1
SYSADMIN1.P.HOME.LOAD USERM1
SYSADMIN1.P.HOME.ERR USERM1
SYSADMIN1.P.HOME.ETC USERM1
SYSADMIN1.P.HOME.DATA USERM1
SYSADMIN1.P.HOME.MAS USERM1
SYSADMIN1.P.HOME.CICS.LOAD USERM1

The following physical CONF libraries should exist.

SYSADMIN1.CONF.ACX USERM1
SYSADMIN1.CONF.CFG USERM1
SYSADMIN1.CONF.DATA USERM1
SYSADMIN1.CONF.SQL USERM1
SYSADMIN1.CONF.MAS USERM1
SYSADMIN1.CONF.PRF USERM1

Test the Installation
To test the server installation:

1. Logon to TSO as iadmin.
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2. Submit the ISTART JCL from the configuration library to start the server. This
executes the IRUNJCL proc. The configuration library is

high_level_qualifier.PDS.WFS.DATA

where:

high_level_qualifier

Is the high-level qualifier to be used for all output libraries. This is the same high-
level qualifier, which you specify during server installation.

3. Check the job output for errors. Look for the EDAPRINT message:

(EDA13023) ALL INITIAL SERVERS STARTED

4. Start the WebFOCUS Reporting Server browser interface by opening a browser
pointed at the listener port of the server. The URL format is

http://host:port

where:

host
Is the name of the machine on which the product is installed.
port

Is the value you specified as HTTP Listener Port in ISETUP.

The WebFOCUS Reporting Server browser interface opens.

5. If the WebFOCUS Reporting Server browser interface opens and displays application
tree folders in the left pane, the server is working because it uses its own underlying
data access and reporting technologies to visualize the application tree.

6. Continue with adapter configuration, as described in the ibi™ WebFOCUS® Adapter
Administration manual.

When you are finished using the server, you can use the WebFOCUS Reporting Server
browser interface to stop the server by going to the WebFOCUS Reporting Server browser
interface menu bar, selecting Workspace, and then Stop.

If you experience problems at start-up, examine the job output for more information.
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Configure Security

If you plan to configure security provider OPSYS, perform the instructions in Configure
Security With All Security Products, regardless of which security product you use. (For
security providers PTH, DBMS, and LDAP, skip these topics.)

For a full description of all security providers:

1. From the WebFOCUS Reporting Server browser interface menu bar, select Help, then
Contents and Search.

The WebFOCUS Reporting Server browser interface Help window opens.
2. In the left pane, expand Server Administration.

Alternatively, see the ibi™ WebFOCUS® Reporting Server Administration guide.

Security Providers

The default security provider for a new installation is the internal security provider, PTH.
The PTH provider implements security using user IDs, passwords, and group memberships
stored in the admin.cfg configuration file.

After the initial installation, the Server Administrator that was configured during the
installation can start the server and use the Reporting Server browser interface to further
customize security settings, for example, to configure alternate or additional security
providers, create additional PTH IDs, and register groups and users in a security role. For
more information about security providers, see the Server Security chapter in the ibi™
WebFOCUS® Reporting Server Administration guide.

Preventing Unsecured ibi WebFOCUS Reporting Server Starts
After Upgrades

If the server cannot impersonate users because it lacks platform-specific authorization
steps, the server start aborts and error messages are written to the edaprint log.

This feature prevents an unsecured starting of the server after a software upgrade if any of
the required post-upgrade reauthorization steps are missed on a UNIX, IBM i, or z/OS USS
deployment. This is not applicable to other platforms. The setting may be placed in any
normal server start-up shell or profile that a site is using or in the server edaenv.cfg
environment configuration file. The messages vary slightly by platform.
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The edaprint messages are:

Configured security is 'ON' as set by EDAEXTSEC variable.
Server has no root privilege.
Workspace 1initialization aborted.

(EDA13171) UNABLE TO START SERVER

Configure Security With All Security Products

To configure security with RACF, eTrust CA-ACF2, or eTrust CA-Top Secret:

Procedure
1. Log on to TSO using the ID used to install the server.

2. The libraries allocated to STEPLIB in IRUNJCL must be APF-authorized. Any non-APF-
authorized libraries must be allocated to the TASKLIB DDNAME.

3. Restart the server.

Result

o Note: If you want to use eTrust CA-ACF2 or eTrust CA-Top Secret, contact
Customer Support.

Configure Security With eTrust CA-Top Secret

To use eTrust CA-Top Secret security, perform the following step:

e Create an eTrust CA-Top Secret facility entry for the server security module, R1SEC.
The only need for permissions is for the RACROUTE call from the R1SEC program.
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Facility Entry Defining the Server to CA-Top Secret

The following is an example of a facility entry that defines the server to eTrust CA-Top
Secret:

PGM=R1SEC ID=1 TYPE=099
ATTRIBUTES=IN-USE,ACTIVE,SHRPRF,ASUBM,NOABEND,MULTIUSER,NOXDEF
ATTRIBUTES=LUMSG,STMSG,SIGN (M) ,INSTDATA,RNDPW,AUTHINIT
ATTRIBUTES=NOPROMPT ,NOAUDIT,RES,WARNPW,NOTSOC, LCFTRANS
ATTRIBUTES=NOMSGLC,NOTRACE ,NOEODINIT,IJU,NODORMPW,NONPWR
ATTRIBUTES=LUUPD MODE=FAIL DOWN=GLOBAL LOGGING=ACCESS,INIT
UIDACID=8 LOCKTIME=000 DEFACID=*NONEx KEY=8

MAXUSER=03000 PRFT=003

Starting and Stopping the ibi WebFOCUS Reporting
Server for PDS

This section provides information on the operation and use of the server. Additional
information on the server and how to configure adapters is available in the WebFOCUS
Reporting Server browser interface help. The WebFOCUS Reporting Server browser
interface help is also available in the ibi™ WebFOCUS® Reporting Server Administration
guide.

Starting the ibi WebFOCUS Reporting Server Using a Batch Job

To start the server, submit the ISTART member of the MVS configuration library (high_level_
qualifier WFS.DATA) for your server.

Starting the ibi WebFOCUS Reporting Server Using a Started Task

ISETUP creates started task JCL to start the server. This started task is a member of the
MVS configuration library IWAYS.

ibi™ Open Data Hub for Mainframe Connectors Installation and User Guide



162 | Installation for z/OS

To execute the started task:
e Copy it into SYS1.PROCLIB or any other JES2 Proclib data set.

o Satisfy security requirements. All external security-related permissions must exist
for both the data sets and the started tasks. In order to issue the started tasks, the
user must satisfy both of the following requirements:

° Have at least OPERATOR authority defined within the WebFOCUS Reporting
Server browser interface.

° Be in the same security group, or associated with the same security group, as
the owner of the server directory structure (for example, as iadmin).

To submit the started task from the MVS console, issue the following command:

S IWAYS

You can add the started task to any automation product that you run.

Stopping the ibi WebFOCUS Reporting Server

You can stop the server using any of the following methods:

» WebFOCUS Reporting Server browser interface. From the WebFOCUS Reporting
Server browser interface menu bar, select Workspace and then Stop.

* MVS operator command. On the MVS Console or SDSF, issue the following operator
MODIFY command:

F jobname, -stop

where:

jobname
Is the job under which the server is running.

¢ Cancel the server job. In SDSF, cancel the job.
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Enabling HTTPS Security on the HTTP Listener for
PDS

If you are using RACF, a private key must be generated together with the certificate. The
generated key must be type RSA. The supported private key size is up to 4096 bits.

Generating the Certificate and Key

» Generating the Certificate. You can generate the certificate using the TSO
RACDCERT command with options GENCERT (generate certificate) or GENREQ
(generate certificate request).

For example:

RACDCERT GENCERT SUBJECTSDN(CN('Workspace Manager') -
ou('IOD') -

O('IBI') -

c('us')) -

SIZE(2048) -

NOTAFTER (DATE(2026-12-01)) -

ID(JOBOWNID) -

RSA -

WITHLABEL ('IBIcert')

SETROPTS RACLIST(DIGTCERT) REFRESH

e Creating the Key Ring. You can create the key ring using the RACDCERT ADDRING
command. For example:

RACDCERT ADDRING(IBIringl) ID(JOBOWNID)

e Connecting the Certificate to the Key Ring. You can connect the certificate to a
ring using the RACDCERT CONNECT command. For example:
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RACDCERT CONNECT (LABEL('IBIcert') DEFAULT RING(IBIringl)) -
ID (JOBOWNID)

The ID owner of all objects is the same. It must be the owner ID of the server job. In these
examples, the value JOBOWNID is used arbitrarily.

The following JCL shows how to run the RACDCERT command in a batch:

//**% JOB CARD **%*%kkkkkkk*x*

R S S S S S S R R S R R R S R S S R
//STEP1 EXEC PGM=IKJEFTO1l

//SYSTSPRT DD SYSOUT=x%

//SYSTSIN DD *

RACDCERT LIST ID(JOBOWNID)

For detailed information and options of the RACDCERT command, see the IBM document
z/0S Security Server RACF Command Language Reference.

TLS 1.3 SSL Protocol Requirements

The TLS 1.3 protocol requires additional RACF permissions to be given to users and/or
groups connecting to the WebFOCUS Reporting Server. READ permission must be given to
CSFOWH CL(CSFSERV).

If you do not plan to use the default of TLS 1.3, you can force the WebFOCUS Reporting
Server to use TLS 1.2 by adding the following parameter to the edaserve.cfg file:

ssl_protocol = tls_1_2

Enabling HTTPS

After the key ring and label are created, to enable HTTPS:

1. Go to the WebFOCUS Reporting Server browser interface Workspace page.
2. Expand Special Services and Listeners.

3. Right-click TCP/HTTP and click Properties of HTTP.
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The Listener Configuration page opens.
4. Expand the Security section.

5. In the Enable HTTPS drop-down list, select Yes.

Additional fields open in which you can enter the certificate label and keyring values
you defined using the RACDCERT commands.

SSL_CERTIFICATE = keyring

SSL_LABEL = certificate

6. Click Save and Restart Server.

Defining the ICSF Dataset Key Label for PDS to Use
Pervasive Encryption

In the following sample JCL, values are shown for clarity. These are the current IBM
defaults.

SYMEXPORTABLE (BYANY) and ASYMUSAGE (HANDSHAKE SECUREEXPORT)

In the following sample PERMIT statement, ID contains only group names, not user ID
names. During installation, you can choose which name to use or to use a combination of
both.

Note: PGMYMG, PGM, QCS, EDA, and CSD in the sample code are arbitrary users
and groups.

//TSOBATCH EXEC PGM=IKJEFTO1

//SYSTSPRT DD SYSOUT=x*

//SYSTSIN DD *

RDEF CSFKEYS DATASET.PGMYMG.ENCRYPTKEY.001 OWNER(SYS1) UACC(NONE) -

ICSF (SYMCPACFWRAP (YES) SYMCPACFRET(YES)-
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SYMEXPORTABLE (BYANY) ASYMUSAGE (HANDSHAKE SECUREEXPORT))
PERMIT DATASET.PGMYMG.ENCRYPTKEY.001 CLASS(CSFKEYS) ACCESS(READ) -
ID(PGM QCS EDA CSD)

SETROPTS RACLIST(CSFKEYS) REFRESH
/*
//

ICSF Panels

1. Select option 5, UTILITY, as shown in the following image, and press Enter.

HCR77D@

OPTION ===>

System Name: IBI1 Crypto Domain: @
Enter the number of the desired option.

COPROCESSOR MGMT Ma ent o© rypt phic Copr
M KDS Pr

PPINIT

TKE TKE PKA D1
KGUP Key G

UDX MGMT

Enter the number

ENCODE

DECODE

RANDOM rat

CHECKSUM Gener cksum and v
CKDS KEYS a f < s 1n the CKDS
PKDS KEYS Manage ke in the PKDS

rification patterns

e
a
)
a

AU bhWNRE

3. Select option 7, Generate AES DATA keys, as shown in the following image, and
press Enter.
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ICSF - CKDS KEYS

Active CKDS: IBI1.CSF.SCSFCKDS

option.

lank Tor
. help
(ACTIVE, C . ARCHIVED)
1 CCA
a Tor a

ven wild cards (*)
(Maximum 10@)

ed option.
vious menu.

4. Type the CKDS record label for the new key and select the AES key bit length, as
shown in the following image, and press Enter.

COMMAND
Active CKDS: IBI1.CSF.SCSFEFCKDS

Enter the CKDS record LlLabel fTor AES DATA

If the operation was successful, Key Generated is returned at the upper-right corner
of the screen, as shown in the following image.

KEY GENERATED
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Db2 Security Exit Configuration for PDS

Customize the Db2 security exit to allow the Adapter for Db2 to run with user-level security enabled. If you do so, users will connect to Db2 with the authorization of the user ID with which they logged on
to the server. The server must also be running with security turned on.

If you do not customize the Db2 security exit, all users will be assigned the connection ID to Db2 that is associated with the region, job submitter, or started task.
For the Adapter for Db2 CLI, the connection to Db2 must be configured as trusted for the exit to be invoked.
The changes that must be made to the IBM Db2 sign-on exit, DSN3SATH, differ for RACF and eTrust CA-Top Secret sites and eTrust CA-ACF2 sites.

An example of each is shown in the following sections.
The highlighted text and comments shown in the examples indicate the lines containing the recommended modification of DSN3SATH, which calls the module FOCDSN3, the supplied exit.

After you finish the edits, assemble the exit into an object file. This object file is given as an input to the link that JCL found in one of the examples that follow.

o Note:

» The positioning of these lines is approximate, assuming that no other changes or additions have already been made to DSN3SATH. If any changes have been made, you should decide on
the most appropriate location for this call to FOCDSN3.

e FOCDSN3 is used to set the proper primary (individual user ID) authorization.

» Another program, FOCDSN4, is used to set the proper secondary (group ID) authorization for RACF and eTrust CA-Top Secret. FOCDSN4 is not needed with eTrust CA-ACF2. The secondary
authorization ID(s) will be set correctly without it.

Changing DSN3SATH for RACF and eTrust CA-Top Secret Sites

1. Search for the SATHO001 label - add two lines (FOCDSN3):

SATHOO1 DS OH
USING WORKAREA,R11 ESTABLISH DATA AREA ADDRESSABILITY
ST R2, FREMFLAG SAVE FREEMAIN INDICATOR
XC SAVEAREA(72) ,SAVEAREA CLEAR REGISTER SAVE AREA

*xkkxxkxx*SECTION 1: DETERMINE THE PRIMARY AUTHORIZATION ID  *kkxkkkkkkk*k

IF THE INPUT AUTHID IS NULL OR BLANKS, CHANGE IT TO THE AUTHID
IN EITHER THE JCT OR THE FIELD POINTED TO BY ASCBJBNS.

THE CODE IN THIS SECTION IS AN ASSEMBLER LANGUAGE VERSION OF
THE DEFAULT IDENTIFY AUTHORIZATION EXIT. IT IS EXECUTED ONLY
IF THE FIELD ASXBUSER IS NULL UPON RETURN FROM THE RACROUTE
SERVICE. FOR EXAMPLE, IT DETERMINES THE PRIMARY AUTH ID FOR
ENVIRONMENTS WITH NO SECURITY SYSTEM INSTALLED AND ACTIVE.

X % % X X% % X X
X % % X X% % X X
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g

*

*

Kkhkkkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkhkkhkkhkkhkkhkkhkhkkhkkhkkhkhkkhkkhkkhkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkkkkhkkkkk

SPACE

LA R1,AIDLPRIM LOAD PARM REG1 <--ADD

CALL FOCDSN3 GO GET THE IBI EXIT <--ADD

CLI  AIDLPRIM,BLANK IS THE INPUT PRIMARY AUTHID NULL

BH  SATH020 SKIP IF A PRIMARY AUTH ID EXISTS
Search for the SATH020 label - add a comment box, add one line, and comment out four lines:
SATH020 DS OH BRANCH TO HERE IF PRIMARY EXISTS
**%*%**0OPTIONAL CHANGE @CHAR7: FALLBACK TO SEVEN CHAR PRIMARY AUTHID=*=*=*
* *
* TIF YOUR INSTALLATION REQUIRES ONLY SEVEN CHARACTER PRIMARY *
* AUTHORIZATION IDS (POSSIBLY TRUNCATED) DUE TO DB2 PRIVILEGES *
* GRANTED TO TRUNCATED AUTHORIZATION IDS, THEN YOU MUST BLANK OUT *
* COLUMN 1 OF THE ASSEMBLER STATEMENT IMMEDIATELY FOLLOWING THIS *
* BLOCK COMMENT. THEN ASSEMBLE THIS PROGRAM AND LINK-EDIT IT INTO *
* THE APPROPRIATE DB2 LOAD LIBRARY AS EXPLAINED IN AN APPENDIX *
* OF "THE DB2 ADMINISTRATION GUIDE". *
* *
* OTHERWISE, YOU NEED DO NOTHING. *
* @KYDO271*
AR KA AR A A AR R A A A A A A A A A A A A A A A A A A A A A A A Ak A Ak Ak A Ak Ak Ak Ak Ak Ak hk kA hkkhkhkhkkhkhkhkkhkhkkkhkxk
* MVI AIDLPRIM+7,BLANK BLANK OUT EIGHTH CHARACTER

SPACE
* RACF IS ACTIVE ON THIS MVS
Kk khkhkkhkhkkhkhkhkkhkhkhkkkhkhkkhkhkhkhkkhkhkhkhkkhkhkkhkkhkhkkhkhkhkkkhkhkkhkkhkhkkkhkkkkhkkkhkkkkkkkkkkkx <=—=ADD
* * <--ADD
* The logic was modified because in DB2 V8 AIDLACEE is always notx <--ADD
* NULL. We used to honor AIDLACEE first, FOCDSN4 second and then * <--ADD
* AS ACEE. Now we honor FOCDSN4 first, AIDLACEE second and then * <-—-ADD
* AS ACEE. * <-—-ADD
* * <-—-ADD
* 03/11/05  ASKO * <——ADD
Kk khkhkkhkhkkhkhkhkkhkhkhkkkhkhkhkkhkhkhkhkkhkhkhkkhkhkkhkkhkhkkhkkhkkhkkhkhkkhkkhkkkkkkkkkkkkkkkkkkkkxkkkxkx <=—=ADD
USING ACEE,R6 ESTABLISH BASE FOR ACEE @KYLO108
L R6,AIDLACEE Get => caller ACEE if any <--ADD
* ICM R6,B'1111"',AIDLACEE CALLER PASSED ACEE ADDRESS? @KYL0108 <-COMMENT
* BZ SATHO24 NO, USE ADDRESS SPACE ACEE (@KYL0108 <-COMMENT
* CLC ACEEACEE,EYEACEE IS IT REALLY AN ACEE? @KYLO168 <-COMMENT
* BE SATHO27 YES, PROCEED NORMALLY @KYLO168 <-COMMENT
SPACE 1

SATH024 DS OH USE ADDRESS SPACE ACEE @KYLO108
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3. Search for the SATHO025 label - replace sath025 and add sath026 (FOCDSN4):

SATHO25 DS OH

CALL FOCDSN4 GO GET THE IBI EXIT (4=GROUP AUTH) <--ADD
LTR  R6,R6 DOES AN ACEE EXIST? IF NOT, <--ADD
BZ SATHO26 CHECK ACEE IN ADDRESS SPACE <--ADD
CLC  ACEEACEE,EYEACEE DOES IT LOOK LIKE AN ACEE? <--ADD
BE SATHO27 YES, GO DO GROUPS <--ADD
SATH026 DS OH <--ADD
SATHO27 DS OH CHECK LIST OF GROUPS OPTION
™ RCVTOPTX,RCVTLGRP IS LIST OF GROUPS CHECKING ACTIVE
BZ SATH040 SKIP TO SINGLE GROUP COPY IF NOT
DROP  R7 DROP RCVT BASE REG
SPACE 1
* RACF LIST OF GROUPS OPTION IS ACTIVE
EJECT
Changing DSN3SATH for eTrust CA-ACF2 Sites
*DSN3SATH source is provided by ACF2.
1. Search for PRIMARY AUTHORIZATION ID - add two lines (FOCDSN3):
KKK AR R KRR AR A A AR A A AR A AR A A A Ak A A A Ak Ak Ak Ak Ak hkhkkhkhkhkkhkhkkkhkhkkhkhkkkhkhkkkhkkkkkk
* *
* PRIMARY AUTHORIZATION ID *
* *
AR KA AR A A AR A A A A A A A A A AR A AR A A A A A A A kA Ak Ak Ak Ak Ak Ak k kA hkk kA hkkhkhkhkkhkhkkkhkhxkkxk
* *
* IF THE PRIMARY AUTHORIZATION ID IS NULL OR BLANKS *
* IF CA-ACF2 IS AVAILABLE *
* SET PRIMARY ID FROM ACFASVT (ASVLID) *
* ELSE *
* IF TSO FOREGROUND USER *
* SET PRIMARY ID FROM TSO LOGON ID (ASCBJBNS) *
* ELSE *
* SET PRIMARY ID FROM JOB USER (JCTUSER) *
* *
Ak khkkhkhkhkhkhkkhkkhkhkkhkhkhkkhkhkkhkhkkhkhhkhkhkkhkhkkhkhkkhkhkkhkkhkhkkhkhkkhkhkkhkhkhkkhkhkkhkhkkhkhkkhkkhkhkkhkhkkhkhkkhkhkhkkhkhkkhkkkk
SPACE 2 04260000
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LA R1,AIDLPRIM LOAD PARM REG1 <--ADD
CALL FOCDSN3 GO GET THE IBI EXIT <--ADD
CLI AIDLPRIM,C' ' PRIMARY AUTHID THERE ?

BH PRIMWTO ..YES, EVERYTHINGS OK HERE
L R3,PSAAOLD-PSA(®) CURRENT ASCB ADDRESS

USING ASCB,R3 ASCB ADDRESSABILITY

SPACE 2

Modifying the Link JCL for DSN3SATH

This is a sample link JCL for the IBM exit DSN3SATH. Modify the JCL to link the modules into the Db2 security exit as follows.

//LKED EXEC PGM=IEWL,PARM='LIST,XREF,LET,RENT,AMODE=31"

//OBJECT DD DSN=db2pref.SDSNSAMP.0BJ,DISP=SHR <--OUTPUT OF ASSEMBLE

STEP
/ /EDAMOD DD DSN=high_level_qualifier.HOME.LOAD,DISP=SHR
//SYSLMOD DD DSN=db2pref.DSNEXIT,DISP=SHR
//SYSPRINT DD SYSOUT=x
//SYSUT1 DD UNIT=SYSDA,SPACE=(100, (50,50))
//SYSLIN DD x
INCLUDE EDAMOD (FOCDSN3)

KKKk kK ok ok ok ok ok ok ok ok ke ok ke ok ke ke ok ok ke ke ke ke ok ke ok ke ok ke ke ke ok ke ok ke ok ke ke sk ok ke ok sk ok sk ok sk ok ok ok ok ok ok ke ok sk ok ok ok ke ok ok ke ok ke ok ok ok ok

**%x Omit the following line for eTrust CA-ACF2

KAhkkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkhkkhkkhkkhkkhkkkhkkkkkkkkkk

INCLUDE EDAMOD (FOCDSN4)
ENTRY DSN3@ATH
NAME DSN3@ATH(R)

/*

where:
db2pref

Is the prefix for the Db2 data sets.
high_level_qualifier

Is the high-level qualifier for the data sets.

After this job finishes successfully, you must recycle the Db2 subsystem in order for the changes to take effect.

04270000
04280000
04290000
04300000
04310000
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MSODDX: DDNAME Translation for User Subroutines

On z/0S, you can incorporate an additional routine called MSODDX into a user-written
subroutine that needs to access ddnames allocated to a WebFOCUS Reporting Server.
MSODDX provides ddname translation services that enable external programs to access
files under the ddname used by the WebFOCUS Reporting Server.

For details, see the Stored Procedures chapter in the ibi™ WebFOCUS® Administration
manual.

Overriding the Time Zone Setting

By default, the server uses the value set by the system for Time Zone. This can be
overridden by setting the TZ in the EDAENV member of the server configuration library.

TZ = valid tz string

For more information about time zone values, see the IBM UNIX System Services Command
Reference and search for TZ.

Adding a Configuration Instance for PDS

Adding a configuration instance allows you to run different server configuration instances
using the same server binaries. You can add up to nine additional servers.

Run ISETUP

To add a configuration instance, perform the following steps.

1. From ISPF 6, run the following command.

EX '"high_level_qualifier.HOME..DATA(ISETUP)'

Note: If this PDS is not available, re-process the . run file you downloaded
from eDelivery.
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The first Installation and Configuration panel opens.

Commangd ===

Plamze -elsct cone

1

3
"t
]

P

[
I

Field

ef —he fellowing epoiens:

EnOAME

Instructions

Enter selection

Choose option 2, Add Additional Configuration Instance.

Installation Shows the current login ID. It cannot be changed.
Userid
PTH An ID is required to administer the server immediately after initial

Administrator
Userid

installation. This ID is defined and maintained solely in the realm of
the server. It defaults to srvadmin, and it can be changed here.

For more information about running the server in secure mode, see
Configure Security.

PTH
Administrator
Password

Password for the PTH Administrator ID. It cannot be left blank and
must be matched at Retype field.

Customer ID

The Customer ID provided with your WebFOCUS software.

Enter Job Card
information

To provide JOB card information for submitting jobs to the JES
queue, provide a valid job name (a maximum of seven characters
following the // on the first JCL line), which defaults to the user ID
that you are currently using.
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Field Instructions

This job name is used for multiple submissions (for example,
jobnameA, jobnameB, jobnameC, and so on) in the JCL generated by
the installation procedure.

Override JOB To provide your own JOB card information, including JOB name,
name checking enter Y and provide valid JOB card information in the Enter Job
Card information field. The JOB card information that you enter is
used for each job that is submitted.

2. Press Enter to continue to the next panel.

The following panel opens.

Add Configuration

for WebFocus Reporting Server

EDAHOME Libraries HLQ

3. Enter the current base high-level qualifier used for EDAHOME.

This indicates where to install the configuration (EDACONF) and where the HOME
data sets were previously installed. The installation procedure checks whether the
required set of HOME data sets exist. If the test fails, you receive a message
indicating the failure and available options.

4. Press Enter to continue to the next panel.
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ibi
Command =——>

Please enter the

valu
EDACONF
EDACONF

Installation JCL Library

Enter to c«

suffix (
Libraries Attribute
HTTP Listener Pc

ntinue

Add additional Configurations

lowing imnformation for WebFocus Reporting Serwver

P.PDS.WFS.DATA

WFS plus) or string suffix
Volume
ort TCP Listener Port

332 .P.PDS.WFS1.DATA

PF3 to return to pre jous menc

5. Complete the configuration parameters on the panel as follows.

Field

Instructions

Approot
value

Indicates where application components reside for this configuration.
The default value is based on the value specified for Current Base HLQ
(EDAHOME) on the previous panel. To specify a different location for
application components, change the value of this field.

Different configurations which use the same base HLQ (high-level
qualifier) libraries (EDAHOME) can share the same approot value (that is,
the same application files). They can also use different approot values to
have different sets of application files.

If you specify the approot value of an existing server configuration, the
installation process recreates the server supplementary data sets and
sample files (see Disk Space Requirements). If you do not want them to
be recreated, provide a different value for approot.

EDACONF
suffix

Each instance must have its own set of configuration libraries. To
guarantee this, and to prevent a new set of configuration libraries from
overwriting an existing set, the specified suffix is appended to the name
of the WFS qualifier. For example, if you configure the second instance
of a WebFOCUS Reporting Server, you can specify a suffix of "1", to
make the EDACONF high-level qualifier:
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Field Instructions

TADMIN.SRV93.PDS.WFS1.DATA

You can add the new configuration as a numeric or string suffix to the
base product type. If you supply a string, the installation procedure
ignores any numeric suffix. For a:

e Numeric suffix. Enter a digit between 1 and 9. This suffix is added
to the product type in the directory name and library name to
distinguish it from other configuration instances.

¢ String suffix. Enter a one to five-character string (for example,
TEST, PROD, or DEV) that does not contain embedded spaces.

You can also use the string suffix to extend the numeric numbering past
9 by supplying a number greater than 9. If you change the suffix value
and press Enter, the panel refreshes with a new value for the EDACONF

Library.
HTTP This indicates the port number that the server uses for HTTP. It is the
Listener first of three connection ports that must be available to the server.
Port
For example, if you choose port 8101, then ports 8101, 8102, and 8103
are used by the server. Ensure that you choose ports that are not
currently being used by existing WebFOCUS Reporting Server
configurations, or for any other applications.
TCP This is the port number of the TCP Listener.
Listener . . .
Port The default is one less than the port specified for the HTTP Listener, but

it can be any port number other than the three reserved for HTTP.

6. Press Enter to continue to the next panel.

The Data Adapters panel may open before the confirmation panel. If the Data
Adapters panel opens, continue with Step 9; otherwise, skip to Step 10.

7. The Data Adapters panel lists adapters that require the allocation of libraries in
IRUNJCL or environment variables in the EDAENV member. To select specific
adapters:
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a. Type Y next to the required adapters and press Enter.

b. Supply the requested information, which is described in Collect Required
Information for Adapters.

After you have finished installing and configuring the server, you can use the
WebFOCUS Reporting Server browser interface to finish configuring these
adapters, and to configure adapters that do not have JCL requirements.

8. Press Enter to continue to the next panel.
The JSCOM3 Listener configuration panel opens.

a. The panel prompts for the path to the Java environment to be passed to either
JDK_HOME or JAVA_HOME, as described in Installation Requirements for PDS,
and it alsos prompt for edahome_dir and edaconf_dir, as described in ZFS
Home and Configuration Directory Requirements.

b. Configuration of the JSCOM3 Listener is either optional or mandatory
depending on which adapters were selected. If any Java-based adapters were
selected (EJB, Call Java, JDBC, Microsoft SQL Server), the configuration of all
three paths listed above is mandatory. If SAP-based adapters were selected
(SAP or SAP BW), only edahome_dir and edaconf_dir are required.

c. If no Java-based or SAP-based adapters were selected, this configuration might
still be desirable to enable the server-side graphics feature. To skip the
configuration, leave the path blank.

9. Press Enter to continue to the next panel.

The confirmation panel opens.

10. Ensure that all values on the Confirmation panel are correct, then select one of the
following options:

e N to return to the initial panel so that you can change installation values.

e C to create JCL which you can submit at a later time. The JCL is placed in your
configuration library.

* S to create JCL and submit the job immediately.

11. As the job is processed, validate the installation as described inTest the New
Configuration Instance.

Test the New Configuration Instance

To test the configuration instance that you just added:
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1. Log on to TSO as iadmin.

2. Submit the ISTART JCL from the configuration library to start the server. This
executes the IRUNJCL proc. The configuration library is

high_level_qualifier.PDS.WFS[suffix].DATA

where:

high_level_qualifier

Is the high-level qualifier to be used for all output libraries. This is the same high-
level qualifier, which you specified during server installation.

suffix

If you are testing an additional instance, the new configuration library product
type qualifier has a suffix (for example, WFS1 or WFSDEV). The suffix distinguishes
the new configuration library from the original one.

3. Check the job output for errors. Look for the EDAPRINT message:

(EDA13023) ALL INITIAL SERVERS STARTED

4. Start the WebFOCUS Reporting Server browser interface by opening a browser
pointed at the listener port of the server. The URL format is

http://host:port

where:

host
Is the name of the machine on which the server is installed.
port

Is the HTTP Port Number specified during configuration.

The WebFOCUS Reporting Server browser interface opens.

5. If the WebFOCUS Reporting Server browser interface opens and displays application
tree folders in the left pane, the server is working because it uses its own underlying
data access and reporting technologies to visualize the application tree.
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6. Continue with adapter configuration, as described in the ibi™ WebFOCUS® Adapter
Administration manual.

Upgrading the Release of your PDS-Deployed ibi
WebFOCUS Reporting Server

You can upgrade your currently installed WebFOCUS Reporting Server by specifying the
high_level_qualifier of your existing HOME data sets when prompted during execution of
the . run file. The content of all HOME data sets are refreshed, but no changes are made to
any Configuration or Application data set names or contents.

It is a good practice to back up your existing HOME data sets before refreshing them.

Step 3. Test the Installation

To test the installation:

1. Log on to TSO as iadmin.

2. Using a test server, replace all the EDAHOME libraries referenced in IRUNJCL with the
new set.

3. Submit the ISTART JCL to start the server.

4. Check the job output for errors. Look for the EDAPRINT message:

(EDA13023) ALL INITIAL SERVERS STARTED

5. Start the WebFOCUS Reporting Server browser interface by opening a browser
pointed at the listener port of the server. The URL format is

http://host:port

where:

host

Is the name of the machine on which the server is installed.

port

ibi™ Open Data Hub for Mainframe Connectors Installation and User Guide



180 | Installation for z/OS

Is the HTTP port number specified during installation.
The WebFOCUS Reporting Server browser interface opens.

6. If the WebFOCUS Reporting Server browser interface opens and displays application
tree folders in the left pane, the server is working because it uses its own underlying
data access and reporting technologies to visualize the application tree.

When you are finished using the server, you can use the WebFOCUS Reporting Server
browser interface to stop the server by going to the WebFOCUS Reporting Server browser
interface menu bar, selecting Workspace, and then Stop.

If you experience problems at start-up, examine the job output for more information.

Step 4. Reconfigure Security

For information about configuring server security, see Configure Security.

To reconfigure server security to OPSYS provider only:

1. Logon to TSO.

2. The libraries allocated to STEPLIB in IRUNJCL must be APF-authorized. All
adapter/external load libraries should be allocated to the TASKLIB DDNAME.

3. Test server security by repeating the process described in Step 3. Test the Installation

Preventing Unsecured Starts After Upgrades

If the security provider is set to OPSYS in the configuration file and, additionally, the
explicit environment variable EDAEXTSEC is set to OPSYS (or ON), and the server cannot
impersonate users because it lacks platform-specific authorization steps, the server start
aborts and error messages are written to the edaprint log.

This feature prevents an unsecured server start after a software upgrade if any of the
required post-upgrade reauthorization steps are missed on a UNIX, IBM i, or z/OS USS
deployment. This is not applicable to other platforms. The setting may be placed in any
normal server start-up shell or profile that a site is using or in the server edaenv.cfg
configuration file. The messages vary slightly by platform.

The edaprint messages are:
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I Configured primary security is 'OPSYS' as set in configuration file

E Server security explicitly set to OPSYS, but lacks authority!

Workspace initialization aborted.

(EDA13171) UNABLE TO START SERVER

Step 5. Reconfigure Adapters

While most adapters do not require additional steps after updating binary files, the
following table notes the adapters that do require some consideration.

Adapter

Steps After Updating Binaries

Adabas

e Change the value for EDALOAD in member EDAENV of your current server
configuration library (qualif.PDS.WFS.DATA) to point to the new
P.HOME.LOAD.

¢ Re-enable the module containing SVC using the WebFOCUS Reporting
Server browser interface adapter configuration page.

e Test the adapter from the adapter page before running your applications.

Db2 CAF

e Rerun the IDB2BIND JCL found in your current server configuration library
WFS.PDS.WFS.DATA. This needs to be done for each subsystem that is
used.

» Test the adapter from the adapter page before running your applications.

Accounting for PDS - SMF Records

The server provides an optional facility to use for accounting purposes that enables you to
log resource utilization on a per-user basis. This facility enables the server to generate SMF
records for query-level and user-level accounting.

ibi™ Open Data Hub for Mainframe Connectors Installation and User Guide




182 | Installation for z/OS

Server accounting requires that the server STEPLIB data sets be APF-authorized. When SMF
records are generated, they contain:

e The logon ID and security ID of the user.
e The CPU time and EXCPs consumed.
» Data based on the type of record written.

You can process the SMF records using the accounting programs that exist at your site.
Examples of SMF records are provided in SMF Record Format for RECTYPES 1 and 4.

In order to write SMF records, the server must be running APF authorized.

Two sample Master Files (SMFVSAM and SMFFIX) are provided for accessing accounting
statistics. They reside in qualif.P.HOME.MAS.

Their difference is that SMFVSAM can be used to report directly from the system-live
SYS1.MANXx records, while SMFFIX can be used to report from a sequential file produced
from running the SMFDUMP utility. These Master Files enable you to interpret the SMF
records generated by the accounting facility using reporting requests or store procedures.
Both Master Files are for logoff records only, as indicated by ALIAS=2 on the RECTYPE field
entry.

A sample procedure report to query the SMF data is also provided in qualif.P.HOME.FEX
(SMFMANL1).

Enable Accounting

To enable accounting, insert the following statement into the server configuration file
(edaserve.cfg):

smf_recno=smfnumber

where:

smfnumber

Is an integer in a range from 128 to 255, inclusive. This number represents the SMF
number used by the accounting facility when it sends records to the SMF system.

By default, both RECTYPE pairs will be created when accounting is enabled. You can
override the default by coding the following parameter on edaserve.cfg:
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smf_subtype = {all]|logon|query}

where:

Cuts all records. This is the default.
logon
Cuts logon records only (RECTYPE pair 1 and 2).

query
Cuts query records only (RECTYPE pair 4 and 5).

Set the Accounting Field

Up to 40 characters can be supplied that appear in the SMF records field SMFOFA40. The
SET BILLCODE command can be used in any support server profile to provide the account
field information. The syntax is

SET BILLCODE=value

where:

value
Is the 1-40 characters to be used on each SMF record produced.

This information can also be set dynamically from a client application by coding an RPC
with the SET command and executing it with the value as a parameter. WebFOCUS users
can send the SET command to the server.

Report From SMF Data

To report from SMF data, execute the sample procedure smfmanl.fex, provided under
home/catalog (DDNAME EDAHFEX for a PDS Deployment server).

You will be prompted for the DSN of the SMF VSAM data set from which you want to report,
and the smf_recno value used to produce the SMF records.
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The following is a listing of smfman1.fex:

DYNAM ALLOC FI SMFVSAM DSN &SMFDSN.Please provide SMF VSAM DSN. SHR REU

DEFINE FILE SMFVSAM

CPU/D8.2 = SMFOFCPU / 100 ;
USER/A20 = SMFOFUID ;
EXCPS/I6 = SMFOFEXC ;

TIME/D9.2 = SMFOFLTM / 100 ;

HR/I2 = SMFOFTME / 360000 ;

MIN/I2 = (SMFOFTME - (HR%360000)) / 6000 ;
TOD/A5 = EDIT(HR) | ':' | EDIT(MIN) ;
END

TABLE FILE SMFVSAM
PRINT USER CPU EXCPS TIME TOD
WHERE SMFOFRTY EQ &SMFNUM.Please provide SMF number (type) for report.

END

SMF RECTYPES

There are four RECTYPE values defined to produce SMF records:

RECTYPE Description

1 Indicates a start of task record. When included in a report, these
statistics tell when a task initiation occurred, and are of no
particular use in chargeback. By pairing start and end of task
records for all tasks within a time period, statistics, such as
average active time, peak task count, and average task count, can
be determined. These values can be used for future capacity
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RECTYPE Description

planning activities for the server.

2 Indicates the start of a task record. When included in a report,
these statistics tell when a task termination occurred. These
records are cut for both publicly and privately deployed services
and contain statistics for the subtask as a whole.

For privately deployed services, RECTYPE (2) records contain
statistics associated with a single user connection.

4 Begin the query. Record layout is the same as RECTYPE (1).

5 End the query. Record layout is the same as RECTYPE (2).

SMF Record Format for RECTYPES 1 and 4

The record format for RECTYPES 1 and 4 of the SMF records written by the server is defined
below. The format is provided in the System 390 assembler DSECT form.

SMFON DSECT

SPACE
Ko mm *
* USAGE ACCOUNTING SMF RECORD LAYOUT FOR LOGON RECORDS. *
* *
* THIS IS THE DSECT DESCRIBING THE SMF RECORD WHICH IS PASSED TO *
* YOUR EXIT ON AT USER LOGON TIME. IT IS COMPLETELY READY TO BE *
* WRITTEN WHEN YOUR EXIT RECEIVES CONTROL. *
K *

SPACE
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* THE FIRST TWENTY FOUR BYTES OF THE RECORD ARE THE SMF HEADER. *

* THESE FIELDS ARE REQUIRED IN ALL SMF RECORDS (18 BYTES FOR RECORDS *

*  WITHOUT SUBTYPES; WE USE SUBTYPES, THE HEADER IS 24 BYTES). *
SPACE

SMFONLEN DS H'll6' RECORD LENGTH

SMFONSEG DS XL2'0000' SEGMENT DESCRIPTOR (©® UNLESS SPANNED)

SMFONFLG DS XL1 SYSTEM INDICATOR

SMFONRTY DS XL1 RECORD TYPE

SMFONTME DS XL4 TIME, IN HUNDREDTHS OF A SECOND

SMFONDTE DS PL4 DATE, O0O0CYYDDDF, WHERE F IS THE SIGN

SMFONSID DS CL4 SYSTEM IDENTIFICATION

SMFONSBS DS CL4 SUBSYSTEM IDENTIFICATION

SMFONSBT DS XL2'0001' SUBTYPE OF RECORD - X'0001' INDICATES X

THIS IS A LOGON RECORD

SPACE
K *
* THE NEXT FIELDS ARE THOSE PRESENT IN THE LOGON *
* RECORD FOR THE START OF A USER SESSION. *
e *

SPACE
SMFONMSO DS CL8 JOBNAME
SMFONJID DS CL8 JOBID (FROM SSIBJBID)
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SMFONAST DS Y ASID

SMFONRV1 DS XL2 RESERVED

SMFONUID DS CL20 SECURITY USERID

SMFONLID DS CL20 USERID PRESENTED AT LOGON (SAME AS X

SMFONSID UNLESS CHANGED VIA MSIDTR X

SECURITY EXIT)

SMFONRSV DS XL8 RESERVED FOR FUTURE EXPANSION
SMFONCTI DS XL4 RESERVED FOR FUTURE EXPANSION
SMFONSRV DS CL8 SERVICE NAME FROM SERVICE BLOCK
SMFONRSO DS XL4 RESERVED FOR FUTURE EXPANSION
SMFONCNT DS XL1 CONNECTION TYPE

SPACE
SMFONTSO EQU 1 CONNECTION VIA TSO
SMFONCIC EQU 2 CONNECTION VIA CICS
SMFONVTM EQU 4 CONNECTION VIA VTAM

SMFONPSR EQU 8

SPACE
SMFONRS1 DS XL3 RESERVED
SMFONID1 DS F SYSPLEX ID 1
SMFONID2 DS F SYSPLEX ID 2
SMFOFPID DS XL20 POOLED USER ID
SMFONRS2 DS XL12 RESERVED
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SMFONL EQU *—SMFON LENGTH OF THE SMF LOGON RECORD

SMF Record Format for RECTYPES 2 and 5

The record format for RECTYPES 2 and 5 of the SMF records written by the server is defined
below. The format is provided in the system 390 assembler DSECT form.

SMFOF DSECT

SPACE
K *
* USAGE ACCOUNTING SMF RECORD LAYOUT FOR LOGOFF RECORDS. *
* *
* THIS IS THE DSECT DESCRIBING THE SMF RECORD WHICH IS PASSED TO *

*

YOUR EXIT ON AT USER LOGOFF TIME. IT IS COMPLETELY READY TO BE *

* WRITTEN WHEN YOUR EXIT RECEIVES CONTROL. *
K- *
SPACE
K- *
* THE FIRST TWENTY FOUR BYTES OF THE RECORD ARE THE SMF HEADER. *

* THESE FIELDS ARE REQUIRED IN ALL SMF RECORDS (18 BYTES FOR RECORDS *

*  WITHOUT SUBTYPES; WE USE SUBTYPES, THE HEADER IS 24 BYTES). *
K *
SPACE
SMFOFLEN DS H'168' RECORD LENGTH
SMFOFSEG DS XL2'0000' SEGMENT DESCRIPTOR (©® UNLESS SPANNED)
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SMFOFFLG DS XL1 SYSTEM INDICATOR
SMFOFRTY DS XL1 RECORD TYPE
SMFOFTME DS XL4 TIME, IN HUNDREDTHS OF A SECOND
SMFOFDTE DS PL4 DATE, ©00CYDDDF, WHERE F IS THE SIGN
SMFOFSID DS CL4 SYSTEM IDENTIFICATION
SMFOFSBS DS CL4 SUBSYSTEM IDENTIFICATION
SMFOFSBT DS XL2'0002' SUBTYPE OF RECORD - X'0002' INDICATES X
THIS IS A LOGOFF RECORD
SPACE
K *
* THE NEXT FIELDS ARE THOSE PRESENT IN THE LOGOFF *
* RECORD FOR THE END OF A USER SESSION. *
K *
SPACE
SMFOFMSO DS CL8 JOBNAME
SMFOFJID DS CL8 JOBID (FROM SSIBIJBID)
SMFOFAST DS Y ASID
SMFOFRV1 DS XL2 RESERVED
SMFOFUID DS CL20 SECURITY USERID
SMFOFLID DS CL20 USERID PRESENTED AT LOGON (SAME AS X

SMFOFSID UNLESS CHANGED VIA MSIDTR X

SECURITY EXIT)
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SMFMEMA DS  XL4 MEMORY ABOVE THE LINE (IN KILOBYTES)
SMFMEMB DS  XL4 MEMORY BELOW THE LINE (IN KILOBYTES)
SMFZIIP DS  XL4 ZIIP CPU NORMALIZED (HUNDREDTHS OF A
SEC)
SMFOFSRV DS CLS8 SERVICE NAME FROM THE SERVICE BLOCK
SMFZPOCP DS  XL4 ZIIP ON CP (HUNDREDTHS OF A SEC)
SMFOFCNT DS XL1 CONNECTION TYPE

SPACE
SMFOFTSO EQU 1 CONNECTION VIA TSO
SMFOFCIC EQU 2 CONNECTION VIA CICS
SMFOFVTM EQU 4 CONNECTION VIA VTAM

SMFOFPSR EQU 8
SMFOFCC DS XL3 COMPLETION CODE FOR THE TASK
SMFOFACT DS CL8 USER ACCOUNTING INFORMATION; THIS X

FIELD CURRENTLY PASSED AS LOW VALUE

SMFOFCPU DS XL4 CPU TIME IN HUNDREDTHS OF A SECOND
SMFOFEXC DS XL4 COUNT OF EXCP'S
SMFOFLTM DS FL4 LOGON DURATION IN HUNDREDTHS OF A X
SECOND
SMFPRTY DS XL1 PRIORITY
SMFCOMPL DS XL1 COMPLETION TYPE
DS XL2 RESERVED
SMFOFID1 DS F SYSPLEX ID 1
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SMFOFID2 DS F SYSPLEX ID 2

SMFOPID DS XL20 POOLED USERID

SMFOFA40 DS CL40 FULL 40-BYTE ACCOUNTING FIELD
SPACE

SMFOFL EQU *—SMFOF LENGTH OF THE SMF LOGOFF RECORD

Accounting for Db2 in an ibi WebFOCUS Reporting Server
Task

When using a server to access Db2 data, certain processing takes place within the Db2
address space and is governed by the Db2 chargeback system. If a user requests data from
Db2, the server passes the request to the Db2 subsystem. The Db2 subsystem then
processes the request, performing such tasks as retrieving rows and aggregating the data.
It generates the answer set, and passes the output back to the server. The server then
performs any joins and formatting which have not been performed by Db2 to satisfy the
original request.

Charges incurred while the request was being processed by the Db2 subsystem are added
to the charges accumulated in the server task that originated the request for processing. If
the server accounting is enabled, these charges are associated with the user logon and
security IDs in the SMF records described earlier.

Enabling Use of the zIIP Specialty Engine

If your site has a zIIP (System zIntegrated Information Processor) specialty engine from
IBM, you can offload specific categories of workload from the Central Processors to the
zIIP.

The zIIP engine is a restricted version of a Central Processor (CP), also referred to as a
General Processor (GP). The capacity of the zIIP engine does not count toward the overall
MIPS rating of the mainframe image, so the CPU usage incurred on the zIIP is effectively
free. Central Processors are often configured to run at speeds below their maximum rating
for cost saving and capacity planning purposes. For Central Processors, 100% capacity
typically refers to the maximum MIPS that the processor is allowed to generate at that
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installation, in accordance with your contract with IBM. In contrast, the zIIP engine always
runs at true 100 percent of capacity.

As much as 80 percent of server processing is enabled to run on the zIIP engine. Typical
workloads are expected to offload 30 to 80 percent of CPU processing to the zIIP engine.

To make use of the zIIP enablement feature, the server must run in an authorized state.

What Is a zIIP Specialty Engine?

Though physically identical to a central processor, the zIIP engine is microcoded at
installation time to run specific types of workloads. The central processor continues to
handle the operating system, 1/O interrupts and timer interrupts, job initiations, and user
interactions with the operating system. The zIIP concentrates on CPU intensive workloads,
leaving the central processor more time to absorb otherwise queued workloads, thereby
achieving some overall performance improvement across all mainframe activity.

Steps to zIIP Enablement
This section describes steps and requirements for the server use of the zIIP processor.

The steps to server zIIP enablement are:

1. Obtain APF authorization for the server load library.

2. Activate the zIIP feature using the SET ZIIP=ON or SET ZIIP=ON/SIMMAXZIIP
command. For instructions, see Activating a zIIP Environment or Projecting zIIP
Usage.

Usage Notes for Use of the zIIP Processor

» Maximize the block sizes of data sources that are read or written by the server to
reduce the number of I/Os required to access the file. This will reduce the number of
switches to non-zIIP mode that the server agents have to make, thus permitting a
greater percentage of zIIP contribution to the request.

* Move or rewrite functions developed at your site since the server must switch to non-
zIIP mode for each call to such routines. You may be able to use one of the following
possible solutions:

© Move the routines from DEFINEs to COMPUTESs to reduce the number of times
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they are referenced. This tactic must be applied carefully, and only when report
results would not change.

° Rewrite the routines using DEFINE FUNCTION, which executes on the zIIP
processor.

° Confine the routine to a pre-step run with ZIIP=OFF which collects its
calculated results, then use those calculations in the next step with ZIIP=ON.

Activating a zIIP Environment or Projecting zIIP Usage

The last step in zIIP enablement is to activate the use of the zIIP processor in the server.
zIIP enablement is activated by the SET ZIIP command.

The SET ZIIP command has three options:
e OFF. This setting prevents the server from offloading its processing to a zIIP.

* ON. This setting causes the server to offload processing to a zIIP engine if you have a
zIIP processor and the environment is properly APF-authorized.

* ON/SIMMAXZIIP. This setting enables you to project zIIP processing in two different
environments:

° You do not have a zIIP processor. Using this setting along with the
PROJECTCPU parameter, you can project how much server workload would
have been offloaded to a zIIP.

° You do have a zIIP processor. Using this setting you can project how much

advantage you would achieve by offloading 100% of eligible server processing
to the zIIP.

Activate the zIIP Enablement Feature

You can issue the SET ZIIP command in a server profile or in a particular FOCEXEC.

SET ZIIP={ON[/SIMMAXZIIP] |OFF}

where:

ON

Configures the server to offload processing to the zIIP engine.
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This setting:
» Determines if the zIIP processor is accessible to the LPAR in which a job is running.

» Determines if the server environment has been properly authorized to run a zIIP
workload.

o Note: If the server determines that the zIIP processor is not accessible or that
the environment has not been authorized correctly, it issues a message
describing the reason and continues in ZIIP=OFF mode, which forwards all
subsequent work to the Central Processor.

ON/SIMMAXZIIP
Configures the server to either:

» Project what the zIIP usage would be if the server could offload processing to a
zIIP, when the server is operating in an LPAR without a zIIP. This requires that the
PROJECTCPU parameter be set to YES.

The SYS1.PARMLIB member IEAOPTxx contains the PROJECTCPU statement.
Activating the PROJECTCPU parameter projects zIIP consumption when a zIIP
processor is not yet defined to the LPAR. SMF type 30 records will show the
potential calculated zIIP time, so that you can accurately project zIIP usage. This
enables you to evaluate the effect of configuring a zIIP processor to be available
for server usage. The Systems Programmer for your site will have access to this
data. Use this option for simulation purposes only.

Since the zIIP engine is not actually present, all zIIP-eligible workload will be
diverted to the Central Processor. Thus, all of that CPU utilization will be recorded
in a server variable called &FOCZIIPONCP. This is the amount of workload that
would have run on the zIIP engine, and would have appeared in &FOCZIIPCPU,
had the zIIP been present and accessible to server work. This information is also
recorded in the server job statistics as well as in IBM SMF type 30 records.

To use this option, insert the following parameter in SYS1.PARMLIB for your LPAR,
and also issue the SET ZIIP=ON/SIMMAXZIIP command:

PROJECTCPU=YES

This setting:
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© Determines if the PROJECTCPU=YES command has been set in the LPAR.

° Determines if the server environment has been properly authorized to run a
zIIP workload.

» Projects zIIP utilization if 100% of eligible server processing could be offloaded to
the zIIP, when the server is running in an LPAR with a zIIP. This lets you determine
what you would gain by configuring Workload Manager to give the server a bigger
share of zIIP processing.

IBM Workload Manager (WLM) prioritizes workloads among the Central Processors
and zIIP processors at your site based on a complex set of goals and rules
established by the system administrator. These rules apply to all workloads from
all sources, not just the server. These goals combine to influence the decision to
direct server requests to the zIIP engine at any particular moment.

Utilizing this setting with a zIIP present can help you determine how much
advantage you would get if the server had more of a share of the zIIP processor.
To see the difference in actual and projected zIIP usage, run the same job with
SET ZIIP=ON and then with SET ZIIP=ON/SIMMAXZIIP and compare the results. For
more information about evaluating zIIP usage, see Evaluating zIIP Usage.

This setting:

° Determines if the zIIP processor is accessible to the LPAR in which a job is
running.

o Determines if the server environment has been properly authorized to run a
zIIP workload.

Note: If the server determines that the environment has not been authorized
correctly, it issues a message describing the reason and continues in ZIIP=OFF
mode, which forwards all subsequent work to the Central Processor.

OFF

Configures the server not to offload processing to the zIIP engine. OFF is the default
value.

o Note: Turn off zIIP enablement only when you know for sure that a job will
not gain any advantage from using the zIIP processor or if the system
operator or administrator requires that you turn it off.
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Setting the PROJECTCPU Parameter in SYS1.PARMLIB Member
IEAOPTxx

Use the following sample as a guide for setting the PROJECTCPU parameter in
SYS1.PARMLIB(IEAOPTxx):

/* khkkkhkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkhkkhkkhkkkhkkhkkkkkhkkhkkkhkkkhkkkkkkkkkk */

/ SYS1.PARMLIB(IEAOPTXx) */

/* khkkkhkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkkkkkkk */

PROJECTCPU=YES

How the ibi WebFOCUS Reporting Server Takes
Advantage of the zIIP Processor

The server diverts eligible workload to the zIIP engine by switching from TCB (Task Control
Block) mode for workloads that can run only on a central processor to SRB (Service
Request Block) mode for execution of enabled workloads on the zIIP engine.

Types of server processing that are offloaded to the zlIP engine include:
e Computations
e Aggregation
e Screening
e Sorting
e Report formatting and styling
e Transaction Processing

The server zIIP Monitor detects situations in which the overhead cost of zIIP usage is
exceeding the CPU benefits gained. When this threshold is reached, the server may decide
to suspend use of the zIIP for the duration of a logical phase of the server request. When it
does so, it places a message to that effect in the JES log. It then resets to make the zIIP
processor accessible to the next logical phase of the server request.

TABLE, MATCH, MODIFY, and MORE requests may suspend and resume more than once as
they progress through the logical phases of execution.
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In every case, the server attempts to optimize the use of the zIIP and minimize chargeable
CPU costs.

Applications that perform significant database 1/0, high-volume sorting, or the use of third-
party tools or user functions during processing require switching out of SRB (zlIP) mode
into TCB (non-zlIP) mode to communicate, and then back again to continue processing.
Although each switch is minuscule, the cumulative effect can absorb measurable amounts
of CPU time on both the zIIP engine and the central processor.

In order to diminish this effect, the server buffers the collection of records passed to the
system sort utility and some adapters rather than passing one record at a time, thus
reducing the number of switches between TCB and SRB modes.

These third-party products may themselves be zIIP enabled and may offload some or all of
their processing to the zIIP engine independent of the server. The server always calls these
products from the central processor because it cannot know whether they will perform any
processing that is prohibited on the zIIP.

Even though zIIP usage occurs more frequently on non-optimized requests to a relational
data source, optimized requests are still inherently more efficient and, therefore, may incur
less CPU time. Being zIIP enabled, Db2 may also take advantage of the zIIP processor for
server requests based on the local configuration of Db2 relative to the server.

Requests against some types of data sources whose I/O can be buffered gain a lot of
advantages from zIIP enablement. Data sources that gain the most benefit from zIIP
processing due to buffered 1/0 include:

e Blocked flat files

FOCUS

XFOCUS
VSAM

e Db2

Evaluating zIIP Usage

In order to evaluate server zIIP processing in a session, you can query three Dialogue
Manager variables that accumulate statistics about CPU processing:

e &FOCCPU accumulates the time spent on a central processor. This is an existing
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variable that precedes zIIP enablement.

e &FOCZIIPCPU accumulates the time actually spent on the zIIP processor (in SRB
mode). This is the normalized CPU value using the same scale as &FOCCPU.

e &FOCZIIPONCP accumulates the time that processing could have been offloaded to
the zIIP processor but was diverted to the central processor by the system.

o Note:

o &FOCCPU includes the value of &FOCZIIPONCP.

°© The sum of &FOCZIIPCPU and &FOCCPU represents the total CPU
utilized by the server agent.

° If you set ZIIP=OFF, the zIIP variables do not accumulate further but
are not reset to zero. If you later set ZIIP=ON, they resume
accumulating statistics.

The RM (Resource Manager) that monitors server usage also captures zIIP statistics.

Performance Considerations for PDS

There are several ways in which you can improve the server performance:

 Server initialization commands. You can specify DYNAM commands in member
SRVINIT of the data set referenced by //EDACCFG DD in IRUNJCL. For more
information, see Server Initialization Commands Configured in SRVINIT Member.

e Non-swappable address space. We recommend that you run the server in a non-
swappable address space. For more information, see Running the ibi WebFOCUS
Reporting Server in a Non-Swappable Address Space.

» Workload Manager (WLM). You can balance server workload by using Workload
Manager. For more information, see Workload Manager.

Server Initialization Commands Configured in SRVINIT Member

It is possible to specify DYNAM commands in member SRVINIT of the data set referenced by
//EDACCFG DD in IRUNJCL. These commands will be executed during server startup and
will be in effect until the server is shut down. You can execute the following DYNAM
commands from SRVINIT:
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DYNAM SET APP FOR filetype [SKIP|CREATE] [POSTFIX a.b] [ parms]

Specify the types of component files that are skipped or created for the application
when an APP CREATE command is issued. By default, all component file types are
generated.

where:
filetype

Are the component types that may be affected by this command: ACCESS, DTD,
ETG, FOCCOMP, FOCEXEC, FOCSTYLE, GIF, HTML, MAINTAIN, MASTER, SQL,
WINFORMS, XML, XSD. You must issue a separate command for each component
type you wish to affect.

SKIP

Indicates that the designated file type should not be created when the APP
CREATE command is issued.

CREATE

Creates the designated file type when the APP CREATE command is issued. This is
the default setting.

POSTFIX

Specifies the lower-level qualifier of the DSN (data set name) for the component
type. The APPROOT value is used to complete the full DSN, which is expressed as

approotvalue.appname.component_type

The default value for component_type is

filetype.DATA

parms

Are the allocation parameters you can set. The default parameter values are:
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Filetype Parms
ACCE
CCESS RECFM FB TRKS LRECL 80 BLKSIZE 22000 SPACE 50 50

DIR 50

DTD
RECFM VB TRKS LRECL 4096 BLKSIZE 27998 SPACE 50
50 DIR 50

ETG
RECFM FB TRKS LRECL 80 BLKSIZE 22000 SPACE 50 50
DIR 50

F MP

0cco RECFM VB TRKS LRECL 32756 BLKSIZE 32760 SPACE 50
50 DIR 50

FOCEXEC
RECFM VB TRKS LRECL 4096 BLKSIZE 27998 SPACE 50
50 DIR 50

FOCSTYLE
RECFM FB TRKS LRECL 1024 BLKSIZE 27648 SPACE 50
50 DIR 50

GIF
RECFM VB TRKS LRECL 1028 BLKSIZE 27998 SPACE 50
50 DIR 50

GIF type creates libraries for GIF and JPG files.

HTML

RECFM VB TRKS LRECL 4096 BLKSIZE 27998 SPACE 50
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Filetype Parms

50 DIR 50

MAINTAIN
RECFM VB TRKS LRECL 4096 BLKSIZE 27998 SPACE 50

50 DIR 50

MASTER
RECFM FB TRKS LRECL 80 BLKSIZE 22000 SPACE 50 50
DIR 50

sQL
RECFM VB TRKS LRECL 32756 BLKSIZE 32760 SPACE 50
50 DIR 50

WINFORM
RECFM VB TRKS LRECL 4096 BLKSIZE 27998 SPACE 50
50 DIR 50

XML
RECFM VB TRKS LRECL 4096 BLKSIZE 27998 SPACE 50
50 DIR 50

XSD

RECFM VB TRKS LRECL 4096 BLKSIZE 27998 SPACE 50
50 DIR 50

DYNAM APP appl [app2 ...]

Enable application libraries to be allocated during the server startup, improving
performance. This command is not applicable to sequential data sets in the
application (for example, FOCUS, FTM) which will only be allocated when they are
referenced. For example:

DYNAM APP IBISAMP BASEAPP (default command at installation time)
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e DYNAM ALLOC commands

For sequential data sets in the application (for example, FOCUS, FTM) to be allocated
at server startup (equivalent to adding a JCL allocation for these files in IRUNJCL).

Running the ibi WebFOCUS Reporting Server in a Non-Swappable
Address Space
We recommend that you run the server in a non-swappable address space. In order to

make the server address space permanently non-swappable, add the following entry to
SYS1.PARMLIB(SCHEDxx):

PPT PGMNAME (TSCOM300) /* PROGRAM NAME =x/
NOSWAP /* NON-SWAPPABLE =x/
CANCEL /* CAN BE CANCELLED =/

Do not use the KEY 0 parameter, or any other parameter (such as NOPASS), unless the
system programmer completely understands the consequences of adding the parameter.

All local spawn transactions will perform in the mode of the server. For example, if the
server address space is non-swappable, all local spawn transactions execute as non-
swappable.

The server executes limited non-local spawn, such as when the user executes a UNIX
system command. Non-local spawn execute as swappable.

The server never executes a fork subroutine. (A fork subroutine creates a new process. The
new process called the child process, is an almost exact copy of the calling process, which
is called the parent process.)

Workload Manager

Although the server may run in a specific performance group, transactions submitted by
server agents may perform differently than the server by adding the following keyword to
edaserve.cfg:

wlm_enclave_trname = WLM_transaction_name

where:
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WLM_transaction_name
Can be up to 8 characters.
This is a service-level keyword.

Using this setting, the task will join a Workload Manager (WLM) enclave when a request
starts, and leave the enclave when the request finishes. This gives WLM control of the
dispatching priority of the task. The transaction rules defined on WLM will determine the
default service class assigned to this transaction, and that service class will determine how
the request runs.

This feature helps to balance a workload so that a long request will not affect a short
request. This can be achieved through WLM rules designed to lower the priority of a long
request after a certain period of time. Without this feature, all requests share the region
priority.

The transaction name passed in this keyword must match one defined in the WLM
Classification Rules for the Job Entry Subsystem (JES). A corresponding WLM Service Class
pointed to by this rule will then be associated with this service.

The classification rules for JES must be used even if the server is started as a started task.
The subtasks are always run under JES.

For example, you would include the following in edaserve.cfg:

SERVICE = DEFAULT
BEGIN

wlm_enclave_trname = IWAYFAST

END

The WLM definition is:

Subsystem Type JES - Batch Jobs
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Classification:

Default service class is PRDBATLO

There 1is no default report class.

Qualifier Qualifier Starting Service Report
# type name position Class Class
1 TN IWAYFAST EDAQRYHI

WLM sub-rules (levels 2 and above) are supported. For a server request to join an enclave
in a particular service class, the names of all rule qualifiers below our transaction name are
checked. For example, consider the following WLM definition:

Subsystem Type JES - Batch Jobs

Classification:

Default service class is PRDBATLO

There 1is no default report class.

Qualifier Qualifier Starting Service Report
# type name position Class Class
1 SSC PRDMVS PRDDFLT
2 TN IWAYFAST EDAQRYHI
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In this particular case, the qualifier 1 type is SSC (Subsystem Collection), and a server
request will only join the enclave IWAYFAST if it is running on a particular LPAR in the
SYSPLEX. This qualifier (PRDMVS) must match the XCF group definition: issue SDMASDEF
(for JES2) and check the value of XCFGRPNM field.

You can handle WLM scheduling environments by defining them to WLM and then adding
the JOB statement parameter SCHENV=xxxxx to the ISTART JCL.

General Information for a z/OS PDS Installation

This section covers general information for a z/OS installation.

Sample Metadata, Data, and Other Tutorial Samples

The WebFOCUS Reporting Server browser interface has a feature on the ribbon and on the
application tree (under new), Tutorials (the Create Tutorial Framework page), which has a
pull-down select list for various samples. The ibi Data Migrator desktop interface also has
this feature on the application tree.

There are currently about 10 different tutorial/sample selections available on the pull-down
select list to match various customer needs. The bulk of the prior IBISAMP sample objects
can be generated by selecting the Create Legacy Sample Tables and Files tutorial. Other
prior IBISAMP ibi Data Migrator sample objects (usually starting with the characters dm*)
are now loaded by choosing their respective ibi Data Migrator tutorials. Under the new
method, the tutorials/samples may be loaded to any application, not just IBISAMP.

If you are doing just a software refresh, the prior IBISAMP objects remain unchanged
(because a refresh does not touch app directories).

Frequently Asked Questions for PDS

Q: Why might someone want to use the PDS deployment?

A: PDS deployment provides the same rich level of features as the USS-deployed server,
including the WebFOCUS Reporting Server browser interface, but removes the requirement
for interaction with UNIX System Services at installation and run time. It deploys the server
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software in partitioned data sets. Configuration and user-created source files, such as
procedures and metadata, are also stored in PDS libraries.

Administration of the server, from a systems perspective, has been streamlined to match
that of the classic MVS version of the server (also known as the SSCTL server). There are

fewer user ID requirements for installing and operating the PDS-deployed server than the
USS-deployed version, and security management has been simplified.

Q: Does this replace the older MVS server (also known as SSCTL)?

A: The z/0S server with PDS deployment is a migration path from the older MVS server.

Q: Can one refresh a server's installation software that had been
deployed one way with software using other type of deployment?

A: No. Each deployment type is independent of the other with regard to installation.

Q: Can both deployments of the server coexist on one z/0S system?

A: Yes.

Q: Can one configure two server instances of the same server, one
instance a USS deployment, and the other a PDS deployment?

A: No. Although the media and installation are unified, once the base server software is
installed, the two deployment types run separately.

As with the USS deployment, the PDS deployment can have many instances running from
the same EDAHOME set of libraries.

Q: Can | monitor server startup by checking the MVS SYSLOG?
A: Yes.
The following messages are written to the SYSLOG when

e The Server starts successfully:

(EDA13023) ALL INITIAL SERVERS STARTED
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e The Server does not start:

(EDA13171) UNABLE TO START IWAY SERVER

Q: What, if anything, does the PDS deployment not support? In what
installation implementation?

A: The PDS deployment of the server currently does not support the following functions:
* The WebFOCUS Reporting Server browser interface Run Stress option.

» Displaying server logs and traces in the WebFOCUS Reporting Server browser
interface.

e Formats XLSX and PPTX.

o Note: As a workaround, you can issue the SET EXCELSERVURL command
to point to ibi™ WebFOCUS® Client ibi_apps context root.

To set this parameter, you can issue the following in a procedure:

SET EXCELSERVURL = http[s]://servername:port/ibi_apps

Alternatively, you can issue the following in the WebFOCUS Administration Console:

IBIF_excelservurl = http[s]://servername:port/ibi_apps

where:

servername
Is the name of the machine where the Application Server is running.
port

Is the port used by WebFOCUS to communicate with the Application Server. The
default port is 8080. It should also be noted that the protocol may be http or https
based on the customer configuration.

e Adobe Flex.

* RACF TEMPDSN class—Supported except for FOCCACHE application datasets.

ibi™ Open Data Hub for Mainframe Connectors Installation and User Guide



208 | Installation for z/OS

Third-Party Software and Licenses

All license information is available on the WebFOCUS Reporting Server browser interface by
clicking the Help (?) menu, and then selecting Licenses, which displays the EULA End-User
Agreement and third-party licenses.

Common Windows-Based Java Implementations

For more information about the common Windows-based Java implementations, see
Common Windows-Based Java Implementations.

Troubleshooting for PDS

If you have a problem and cannot resolve it yourself, contact Customer Support. In
addition, supply the following information to Customer Support:

o Server trace (see Generate a Trace).

JCL for IRUNJCL.

Job output.

System dump, if needed (see Generate a System Dump).

Any additional information regarding how the problem occurred.

Problem: The ibi WebFOCUS Reporting Server Abends
With a U4039 Code

Problem: The server abends with a U4039 code.
Cause: This is a generic abend.

Solution: Find out what caused the abend by checking the edaprint.log file, SYSOUT
ddname, and the MVS system log.
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Generate a Trace

To generate a server trace:

Procedure
1. Turn tracing on by doing one of the following:

* Going to the WebFOCUS Reporting Server browser interface menu bar,
selecting Workspace, and then Enable Traces.

e Starting the server by running the ITRCON JCL member.
e On the MVS Console or SDSF, issue the following operator MODIFY command

F jobname, -traceon

where jobname is the job under which the server is running.

2. Reproduce the problem.

3. Submit the ISAVEDIA member to produce additional diagnostic information.

4. Send the server JES log, and the ISAVEDIA JES log, to Customer Support.

Generate a System Dump

To generate a system dump:

Procedure
1. Allocate DDNAME SYSMDUMP pointing to the data set with the following DCB

parameters:

RECFM=FB,LRECL=4160,BLKSIZE=4160.

2. To get the first dump, add the parameter FREE=CLOSE to your DD statement. The DD
statement should appear as follows:

//SYSMDUMP DD DISP=SHR,DSN=MYID.EDAPTH.SYSMDUMP,FREE=CLOSE

3. To get the last dump, the statement should appear as follows:
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//SYSMDUMP DD DISP=SHR,DSN=MYID.EDAPTH.SYSMDUMP

Only two IDs must have privileges to write into this data set: ISERVER and IADMIN.
General server users DO NOT need read or write access to the SYSMDUMP data set.

4. To prevent the Abend-AID from intercepting the dump, add:

//ABNLIGNR DD DUMMY

5. To prevent the Language Environment from intercepting the dump, specify:

EDADUMPOPT=UAIMM in EDAENV DD

This enables you to get more accurate information reflecting the moment the abend
actually occurs.

6. Save the entire job output for the server (including JES logs), and send it to
Customer Support.

Result

Instead of using JCL allocations to add SYSMDUMP, the procedure described below can be
used alternatively.

Add JCL Allocations to a Running ibi WebFOCUS
Reporting Server

A z/0S operator can issue modify commands from the z/OS system console to allocate

DDNAMES to the server without restarting it. This procedure is useful if you need to re-

allocate a file that was freed to allow a batch overnight utility to run, or perhaps to add
SYSMDUMP allocation to a running server.

Allocate a Data set From the z/OS System Console

F <iway_server_jobname/started task>,DYNAM ALLOC FI <ddname> DA <dsname>

<optional dynam parameters>
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Allocating a VSAM Data set

F IWAY2,DYNAM ALLOC F VSAMFILE DA VSAM.FILEA.CLUSTER SHR

Allocating a SYSMDUMP Data set With FREE=CLOSE Option

F IWAY2,DYNAM ALLOC FILE SYSMDUMP DA PROD2.SYSMDUMP.DATA SHR CLOSE

o Note: The examples above assume IWAY2 is the jobname/started task ID for the
server.

All valid DYNAM ALLOC syntaxes are supported. For more information on the DYNAM
command, refer to the ibi™ WebFOCUS® Stored Procedure and Subroutine Reference for 3GL
Languages guide.

The following message will be issued in the server JESMSGLG indicating if the command
was processed successfully or not.

Success:

+DYNAM COMMAND SUCCESSFULLY PROCESSED Rc=0

Failure:

+DYNAM ERROR: IKJ56225I DATA SET IWAY.TEST ALREADY IN USE, TRY LATER

Free Data sets Allocated to the ibi WebFOCUS Reporting
Server

A z/0S operator can issue modify commands from the z/OS system console to free
DDNAMEs or DSNAMEs allocated to the server. Both global allocations (made at the server
ISTART JCL) and local ones (DYNAM ALLOC commands issued by user tasks) can be freed.
This procedure is useful if you need to free an allocation to run a batch utility overnight,
without restarting the server.
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Free a Data set From the MVS System Console

To free a single DDNAME:

F <iway_server_jobname/started task>,DYNAM FREE FI <ddname>

To free a single DSNAME (all occurrences in the server):

F <iway_server_jobname/started task>,DYNAM FREE DS <dsname>

To free multiple DDNAMEs, passing a pattern (free all DDNAMEs starting with AB):

F <iway_server_jobname/started task>,DYNAM FREE FI ABx*

To free multiple DSNAMEs (all occurrences in the server), passing a pattern (free all
allocations of data sets starting with TWAY.VSAM):

F <iway_server_jobname/started task>,DYNAM FREE DA IWAY.VSAM*

A message is issued in the iway_server JESMSGLG indicating if the command was
processed successfully or not, as follows.

Success:

+DYNAM COMMAND SUCCESSFULLY PROCESSED Rc=0

Failure:

+DYNAM ERROR: IKJ56225I DATA SET IWAY.TEST ALREADY IN USE, TRY LATER

Freeing an Allocated Data Set

Suppose ISTART JCL (jobname IWAY2) has the following allocation:

//VSAMFILE DD DISP=SHR,DSN=VSAM.FILEA.CLUSTER

The operator can free this file using the command (from the MVS console):
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F IWAY2,DYNAM FREE FI VSAMFILE

Initialize the RDAAPP Application

RDAAPP is an interactive client test application that facilitates the execution of SQL
statements and stored procedures on the unified server. During the installation process,
JCL and REXX routines are created in the installation data set as members IRDAAPPJ and

IRDAAPPC respectively.

The following installation data set is used for USS deployment.

qualif.wFS.DATA

The following installation data set is used for PDS deployment.

qualif.PDS.WFS.DATA

o Note: The RDAAPP application is not intended for use as a production tool.

Procedure
1. To use the IRDAAPPJ JCL, you must first edit the member IRDAAPPJ and add your

request details.

a. To edit the member IRDAAPPJ, change the following field,

//SYSIN DD =

Put your request here

/1l

to

//SYSIN DD *
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1

<userid>

<password>

S SELECT COUNTRY FROM CAR
S SELECT CAR,SEATS FROM CAR
Q

/]

b. Complete the panel as follows.

Field Instructions

<center Enter a valid user ID or blank line if the userid of the user

userids who submitted the job is to be used for a trusted
connection.

<center Enter the password for the above userid or a blank line if

password> the userid/password of the user who submitted the job is to
be used for a trusted connection.

1 Match a node name in the EDACS3 allocation in the
IRDAAPPJ JCL. Default (1) means LOOPBACK.
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Field Instructions
Enter one of the following values:
<enter
request>
s To enter an SQL SELECT
statement. Type the statement
after you enter the value S (see
the following example).
To quit.
0 q
, For this list of commands.
Q Quit RDAAPP (It is needed twice).

c. After you have made the above edits, submit the JCL for execution.

2. Type the following command at the TSO ready prompt to use the IRDAAPPC REXX
routine:

EX '"qualif.wFS.DATA(IRDAAPPC)'

or

EX 'qualif.PDS.WFS.DATA(IRDAAPPC)'

3. After the prompts, enter the same information as specified in the above table.

IRDAAPPC REXX Execution

The following is the screen output from a sample execution of the IRDAAPPC REXX routine:

KAhkkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkhkkhkhkkhkhkkhkhkkhkhkkhkhkkhkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkkk

* % RDAAPP Client test tool * %
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KAhkkkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkhkkhkhkkhkhkkhkhkkhkhkkhkkhkkhkhkkhkkhkkhkhkkhkkhkkhkkhkkhkhkkhkkhkkhkkhkkhkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkhkkkhkkkhkkk

Allocating environment handle...
List of available servers:
1 - LOOPBACK

Enter corresponding server entry number or name (default=1):

Enter User Name:

Enter Password:

Allocating connection handle...

Attempting connect to the datasource: LOOPBACK

Connect status = 0

New ODBC Connector Test.

Enter Command:

S SELECT COUNTRY FROM CAR

Alloc stmt

Return code from alloc stmt is ©

Issuing SQLPrepare call for SELECT COUNTRY FROM CAR
Return code from SQLPrepare call 1is 0

Executing SELECT COUNTRY FROM CAR stmt...

Issuing SQLNumResultCols call for SELECT COUNTRY FROM CAR

Number of resultset columns 1is 1
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Printing select item descriptions:

Issuing SQLDescribeCol call for colNum=1

item #1
colname = COUNTRY
coltype = 1

precision = 10
scale = 0

nullable = 0

Binding columns...
Fetching report data...
ENGLAND

FRANCE

ITALY

JAPAN

W GERMANY

<<< 5 record(s) processed. >>>

New ODBC Connector Test.
Enter Command:

S SELECT CAR,SEATS FROM CAR
Alloc stmt

Return code from alloc stmt is O
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Issuing SQLPrepare call for SELECT CAR,SEATS FROM CAR
Return code from SQLPrepare call is 0

Executing SELECT CAR,SEATS FROM CAR stmt...

Issuing SQLNumResultCols call for SELECT CAR,SEATS FROM CAR
Number of resultset columns is 2

Printing select item descriptions:

Issuing SQLDescribeCol call for colNum=1

item #1
colname = CAR
coltype = 1
precision = 16

scale = 0
nullable = 0
Issuing SQLDescribeCol call for colNum=2

item #2

colname SEATS

1
N

coltype

precision 22
scale = 0

nullable = 0

Binding columns...
Fetching report data...

JAGUAR
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JAGUAR

JENSEN

4

TRIUMPH

PEUGEOT

ALFA ROMEO

ALFA ROMEO

ALFA ROMEO

4

MASERATI

DATSUN
4
TOYOTA
4

AUDI
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BMW

BMW

BMW

BMW

BMwW

BMW
5

<<< 18 record(s) processed. >>>

New ODBC Connector Test.

Enter Command:

Q

Committing...

Return code from commit is ©
Disconnecting DBC

Freeing DBC handle...

Freeing ENV handle...
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<<< RDAAPP : Exiting... >>>

Security Providers

The default security provider for a new installation is the internal security provider, PTH.
The PTH provider implements security using user IDs, passwords, and group memberships
stored in the admin.cfg configuration file.After the initial installation, the Server
Administrator that was configured during the installation can start the server and use the
Reporting Server browser interface to further customize security settings, for example, to
configure alternate or additional security providers, create additional PTH IDs, and register
groups and users in a security role. For more information about security providers, see the
Server Security chapter in the ibi™ WebFOCUS® Reporting Server Administration manual.
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Using Applications

The Open Data Hub for Mainframe ODBC Connector is compliant with the ODBC 3.5
specification.
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Using the Open Data Hub for Mainframe
ODBC Connector

The following procedures describe how to use the Open Data Hub for Mainframe ODBC
Connector from Microsoft Excel, Microsoft Power Bl, and Tableau.
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Open Data Hub for Mainframe ODBC
Connector from Microsoft Excel

The following procedure describes how to use the Open Data Hub for Mainframe ODBC
Connector from Microsoft Excel and create a visualization.
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Use the ODBC Connector from Microsoft
Excel

Procedure
1. From Microsoft Office, open Microsoft Excel.

2. From the Data tab, select Get Data.

3. From the Get Data drop-down list, select From Other Sources, and then select From

ODBC, as shown in the following image.

File Home Insert  Pagelayout  Formulas [MOEISWM Review  View  Help  Acobat  Q Tell me what you want to do

F [RyFrom Text/CSV [ & Recent Sources P [TlQueries & Connections 8 77 Y ;Qt [E Flash Fill B+=Consolidate 5 7 “FHGroup -
~ =& 2]
7[5 From Web > Existing Connections o (alz] | =" B-ERemove Duplicates [h S 8 Ungroup -
Get Refres| 7| Sort Filter Textto _, o What-If Forecast ;—
A, , - 5 B
Data - [ |From Table/Range Al V Advanced | copumns =% Data Validation - [ Manage Data Model Analysis - Sheet §H subtotal
Queries & Connections Sort & Filter Data Tools Forecas it Outline
D From File ’
e
>
D From Database D E F @ H I J K L M N o P Q

FW_ From Online Services ~ *

D; From Other Sources » D From Table/Range

—
G| Combine Queries » [; From Web
EZ Launch Power Query Editor. From Microsoft Query
[3 Data Source Settings...
5] Query Options From OData Feed
y Opt %
13 Lo i NS
14
Sl [L@ From OLEDB From ODBC
b Import data from ODBC.
17| [L Blank Query
18

The From ODBC dialog box opens.

4. Select the Data Source Name, for example, DATA, as shown in the following image.

x

From ODBC

Data source name (DSN)

DATA M

I» Advanced options
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5. Click OK.
The Application Directory Navigator dialog box opens.

Note: To see all the application directory folders on the Application Directory
Navigator dialog box, select Folders from the Schemas drop-down list on the ODBC
Driver Configuration dialog box, as shown in the following image.

ibi™ ODBC Driver Configuration X

ODBC Connector

Connection Parameters

Data Source Name: ‘ DATA |

Description: [ ibi ODBC Driver |

TCP/IP Server: ‘M'«'SQB | Port:

Security: | Expliit v Test

User: l srvadmin |

Password: ‘ ssssssse |

Data source

Schemas: Folders HEYS

Cluster connection [ ] Cluster Name (optional): ‘

Global
Enable tradng ]

Advanced << [ ox ] concel

6. Select the application directory name, as shown in the following image.
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O X
Navigator
| 9|
[ ] Select multiple items
Display Options ~ [é
3 ccd/hold files A
I» ccd/ramp_control
I» ccd/route/common
I ccd/route/flows
I ccd/route/source_synonyms
i3 ccd/route/target_synonyms
3 ced/source_synonyn
3 ced/source_synonyn/stage No item selected for preview
I ccd/source_synonyn/stage_arc
I ccd/synonyms
I> ccd/target_synonym
3 ccd/temporary_tables
I ced/utilities
4 gsdemo [3]
2 retail_sales
3 wi_retail_lite
E2) wi_retail_tiny
I gsdemo/bv_inheritance_examples v
Select Related Tables Load |~ Transform Data Cancel

You can also search for a data source name, as shown in the following image.
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Navigator

| sales X | retail_sales

0’

[[] Select multiple items

0’

Display Options ~
4 E. ODBC (dsn=DATA)

4 gsdemo

1 retail sales

Search results are limited to already expanded items

Select Related Tables Load | ™ Transform Data Cancel

7. Double-click the data source to load the data or click Transform Data to edit the
data before loading.

If you click Transform Data, the Power Query Editor opens, as shown in the
following image.

\ &~ 5 | retail_sales (2) - Power Query Editor O X
Home Transform Add Column View ~ @

,Sj [ Properties I:l L Y, X 4| 1 = Data Type: Decimal Number > [ Merge Queries ~ D New Source ¥
) =
= [ Advanced Editor X EEE[ERE) il [ [ Use First Row as Headers ~ % Append Queries ~ ‘u’ [ Recent Sources ~
Close &  Refresh . Choose Remove  Keep Remove Split  Group = . Manage  Data source
Load = Preview~ 1 Manage Columns ~ Columns > Rows~ Rows~ Column~ By 2 ReplaceValues Conliie il Parameters~  settings
Close Query Manage Columns Reduce Rows  Sort Transform Combine Parameters  Data Sources New Query
Queries [1] < | | | = gsdemo_Schema{[Name="retail_sales",Kind="Table"]}[Data | 3
o . Jr_|| = godemo_schena([ _sales”, J(oatal ~| Query Settings X
[ retail_sales (2)
. /1.2 1D_sALES E|1.2 ID_STORE B|1.2 ID_CURRENCY B|1.2 ID_CUSTOMER B|1.2 ID_DISCOUNT B|1.2 ID_PR
1 1 0 1 175889 100 2 eETE
— A
2 2 0 1 245541 104 flamc
3 3 0 1 230444 101 ‘ retail_sales (2)
4 4 o 1 213958 100 All Properties
5 5 0 1 23113 100
— 4 APPLIED STEPS
6 6 0 1 232043 100
7 7 0 1 11162 102 Source
8 8 0 1 200808 100 EMNavigation
8 9 o 1 61715 100
10 10 0 1 55649 100
11 11 0 1 159686 105
12 12 0 1 28928 100
13 13 0 1 56206 104
14 14 0 1 40414 104 v
15 15 n 1 12005 100
=1 < >
18 COLUMNS, 999+ ROWS PREVIEW DOWNLOADED AT 10:36 AM

8. Using the Excel Queries and Connections option, you can create a query against the
data.
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Open Data Hub for Mainframe ODBC
Connector from Microsoft Power BI

The following procedures describe how to use the Open Data Hub for Mainframe ODBC
Connector from Microsoft Power Bl and create a visualization.

Microsoft Power Bl supports two methods of data access:

e Import of data from underlying data sources into a cache.

With the import method, data is never current and must be re-retrieved prior to use.
For ODBC data sources, this cache can become large as all data is brought down to
the cache. Once cached, performance can be good as this data is not re-retrieved for
the session.

For information on using the ODBC Connector from Microsoft Power Bl Import to
create a visualization, see Use the ODBC Connector from Microsoft Power Bl Import.

 Direct Query, which queries the underlying data source each time a dashboard or
report is loaded or changes definitions in the tool.

With the Direct Query method, data is much more current, but performance may be
an issue if the underlying data source does not perform.

For information on using the ODBC Connector from Microsoft Power Bl Direct Query
to create a visualization, see Use the ODBC Connector from Microsoft Power Bl Direct

Query.
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Use the ODBC Connector from Microsoft
Power Bl Import

The following procedure describes how to use the ODBC Connector from Microsoft Power
Bl Import and create a visualization.

Note: The following instructions are included as a guideline. Your system and the
necessary steps might vary. Refer to your development tool documentation and perform
thorough testing of your system after establishing the connection between the ODBC
Connector and Power Bl Import.

Procedure

1.
2.

Open Microsoft Power BI.

Select Get data.
The Get Data dialog box opens.

Select Other and then select ODBC.

Click Connect.

The ODBC driver dialog box opens.

Type your user name and password and click Connect.
The Application Directory Navigator dialog box opens.

Note: Power Bl caches your user ID and password. After the first time you enter your
credentials, you will not be prompted again.

Select the application directory name and table or tables.
Click Load.

Create a visualization with Power BI.
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Use the ODBC Connector from Microsoft
Power Bl Direct Query

Open Data Hub for Mainframe contains a plugin to allow Power Bl to retrieve data using
the Direct Query method against mainframe data sources. This capability is available by
creating a custom connector .mez for the Open Data Hub for Mainframe.

Note: The following instructions are included as a guideline. Your system and the
necessary steps might vary. Refer to your development tool documentation and perform
thorough testing of your system after establishing the connection between the ODBC
Connector and Power Bl Direct Query.

Procedure
1. Copy the .mez file to the following location, where Power Bl Desktop is installed:

Documents\Microsoft Power Bl Desktop\Custom Connectors

For example:

This PC * Daocuments * Microsoft Power Bl Desktop * Custom Connectors

ibiOpenDataHub.mez 3/15/2023 401 PM MEZ Eile 26 KB

Note: If this directory does not exist, you can manually create it and restart Power BlI.
You will then be ready to use Open Data Hub for Mainframe in Direct Query Mode.

2. Make sure you have added the Open Data Hub for Mainframe connection to the
ODBC settings on your desktop.

3. To access mainframe data using Open Data Hub in Direct Query Mode, open Power
Bl Desktop.

4. Click Get data.
5. From the list of Data Sources, select Databasee.

Select ibi Open Data Hub (Beta) and click Connect.

o
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7. On the Welcome screen, supply the name of the ODBC-defined Open Data Hub for
Mainframe connection (for example, DATA) and select the DirectQuery radio button.

8. Click OK.

9. From the Navigator Panel, you will see the listing of APP directories from the ibi
mainframe WebFOCUS Reporting Server. Select the data source you wish to use in
Direct Query Mode.

10. Select the check box next to the file and click Load.

Upon load, no data is imported into the Power Bl store. Instead, when you build a
visualization, Power Bl Desktop sends queries to the underlying data source to
retrieve the necessary data. The time it takes to refresh the visual depends on the
performance of the underlying data source.
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Open Data Hub for Mainframe ODBC
Connector from Tableau

The following procedure describes how to use the ODBC Connector from Tableau and
create a visualization.

Note: The following instructions are included as a guideline. Your system and the
necessary steps might vary. Refer to your development tool documentation and perform
thorough testing of your system after establishing the connection between the ODBC
Connector and Tableau.
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Use the ODBC Connector from Tableau

Procedure
1. Start Tableau Desktop.

2. Under Connect To a Server, select More, and then select Other Databases (ODBC).

3. Select the Data Source Name and click Sign In.

The iWay ODBC dialog box opens.
Type your User ID and password, and click OK.

On the Connections screen, select EDADB for Database (it is your only choice).

o 0 &

Type a schema name or % to see all the schemas.
7. Type a full table name, or a partial table name.
Select a table from the list and drag it to the work area to start.

9. Create a visualization using Tableau Desktop.
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Using ODBC Escape Clauses

Use the ODBC Escape Clause to run remote procedures. ODBC uses similar escape clauses
to define various extensions to ANSI standard SQL.
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Using ODBC Escape Clauses to Run Remote
Procedures

-—(*vendor (Microsoft) ,product(0ODBC) call proc_name[(parml,parm2...)]*)--

where:

proc_name

Specifies the name of the procedure stored on the server.

parml,parm2...

Specifies the name of one or more optional parameters.
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Invoking Remote Procedures Using
Shorthand Syntax

{call proc_name[ (parml,parm2...)]}

The Connector driver supports the shorthand syntax.

Note: Some ODBC applications use their own syntax for calling remote procedures. These
applications also convert the syntax into the ODBC Escape Clause syntax internally.
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Using ODBC Escape Clauses for Dates,
Times, and Timestamps

{d 'date_value'}
{t '"time_value'}
{ts 'timestamp_value'}

The Connector modifies the ODBC syntax to match the appropriate ANSI SQL form. For
example, the Connector changes the ODBC escape clause {d 'date_value'} to the ANSI SQL
equivalent 'date_value'. The date value is not modified and must be entered in the
appropriate form from the ODBC application.
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Issuing Your Own SQL Statement

You can issue your own SQL statement if the Advanced Options feature is available in the

third-party product you are using. You can click Advanced Options and then use the data
source in an SQL statement.

For example, in Excel, click Advanced Options, as shown in the following image.

From ODBC

Data source name (DSN)

DATA e

I> Advanced options

Type the SQL statement in the SQL statement input box.
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From ODBC

Data source name (DSN)

| DATA -

4 Advanced options
Connection string (non-credential properties) (optional) (O

| Example: Driv...

SQL statement (optional)

Supported row reduction clauses (optional)

(None) v Detect

Cancel
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Open Data Hub for Mainframe JDBC
Connector

The Open Data Hub for Mainframe JDBC Connector provides access to a server. It receives
incoming JDBC calls (requests) from a JDBC application and converts the calls into the
appropriate APl commands. The SQL statement is sent to the server in the form passed
from the application.
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Using the Open Data Hub for Mainframe
JDBC Connector

The Open Data Hub for Mainframe JDBC Connector consists of a single self-contained .jar
file named jlink_standalone.jar.

When the setup_odbc_client.exe file is executed, by default, the jlink_standalone.jar file is
included in the C:\ibi\odh_client9x\home\etc\java\srvr folder.

ibi™ Open Data Hub for Mainframe Connectors Installation and User Guide



243 | Use the Open Data Hub for Mainframe JDBC Connector With sqlline

Use the Open Data Hub for Mainframe JDBC
Connector With sqlline

You can test the Open Data Hub for Mainframe JDBC Connector using the open source
program sqlline.

Procedure
1. Download the sqlline-1.12.0-jar-with-dependencies.jar file from the following website:

https://search.maven.org/search?g=sqlline
2. Extract the two .jar files to the same directory.
¢ jlink-standalone.jar
e sqlline-1.12.0-jar-with-dependencies.jar

3. For Windows, create a batch file called sqlline, with the following code:

java -cp "%~dpO\*" sqlline.SqlLine %* --color=true
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Connect to a Server Using a URL

The Connector uses a standard JDBC URL to locate a server. You can include all the
necessary information to connect to a server in a URL, using the following syntax:

sqlline> ! connect
jdbc:jlink://host:port;keywordl=valuel;keyword2=value2

For example:

sqlline> ! connect jdbc:jlink://MVS123:8120;user=sysadmin;pswd=sysadmin

where:
jdbc:jlink

Identifies the interface you are using. This indicates that the Connector should be
loaded.

host

Is the IP address or Domain Name Service (DNS) of the server.
port

Is the TCP/IP port number on which the server listens.
keywords

You can pass all the required communications properties in the URL. Properties are
specified as keyword=value pairs and must be separated by a semicolon (;). Possible
values are:

user or userid
Is the user identification for access to the server.
password or pswd

Is the user password for access to the server.
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trace

Identifies the active trace level. A trace setting can be any combination of the
numbers 1, 2, 3, and 4. You can use one or more of the trace levels for tracing and
debugging applications. The following table provides detailed information about each
trace level. The numbers for each trace level represent the numbers as they appear
on the trace.

Level Description

1 Displays each entry and exit to and from a Connector function, along with
the parameter values processed.

2 Displays data transmission and internal logic. Key decisions made in JLINK
are traced.

3 Displays internal logic. Input and output are traced.

4 Displays internal debugging information.
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Use the Open Data Hub for Mainframe JDBC
Connector With SQuirrel SQL

You can use the Open Data Hub for Mainframe JDBC Connector with the SQuirrel SQL
Client open source program on Windows and other platforms.

Procedure
1. Download the SQuirrel SQL Client from the following website and follow the
installation instructions:

http://www.squirrelsql.org/#installation
2. Open the SQuirrel SQL Client.

3. Click the Drivers tab, and then click the plus (+) button to add a new driver, as
shown in the following image.
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4.

b SQuirrel SQL Client Version 4.6.0 / User directory: -userdir C:\Users\gweinhei\.squirrel-sql — X

IFile Drivers Aliases Plugins Session Windows Help

(] (o] & %[0 s o[a] =]

 [oives

EZCED

| @ Actian Ingres Driver
3 Actian Vector Driver
@ Actian X Driver i
3 Apache Derby Client|=|
3 Apache Derby Embe] | &
@ Axion

3 CUBRID JDBC Drive
3 Elasticsearch B
@ Firebird JayBird

@ FrontBase

@ H2

@ H2 Embedded

3 H2 In-Memory

@ HP Vertica

3 HSQLDB In-Memory|
3 HSQLDB Server

@ HSQLDB Standalon:
3 HSQLDB Web Servg
@ HXTT Access Client
3 HXTT Access Embe
3 HXTT Cobol Client
@ HXTT Cobol Embed
@ HXTT CSV Client

@ HXTT CSV Embedd
q Il I

Aliases

Drivers

Recent Aliases

[4]

Logs: Errors 0, Warnings 0, Infos 31 =] \ [} soorsesme | - ) 23350 PMEDT |

The Add Driver dialog box opens.

In the Name field, type a name for the driver, for example, ODH Connector, and in the
Example JDBC URL field, type the URL for your server, for example,
jdbc:jlink://MVS123:8120;, as shown in the following image.
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& Add Driver >

Add Driver

Driver

Name: ‘ODH Connector |

Example JDBC URL: ‘jdbc:jlink:HIMVS123:8120: |

Website URL: | |

f JDBC Driver Class Path |V SQuirreL Java Class Path

Add JDBC driver JAR file(s) here.
Click "List Drivers" to find the JDBC driver classes contained in the JAR file(s).
l Add
List Drivers
Up
Down
e Delete
Jl [»]
Class Name: v
OK Close

5. Click the SQuirrel Java Class Path tab and then click Add.

6. Select the jlink_standalone.jar file that you downloaded, as shown in the following
image.
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# Open X
Look In: |[C] jdbcjars v | ||| ] el =
csclient.jar D jlink_standalone.jar

[ csjdbe.jar [ jsch-0.1.54.jar

[ csjdbes jar [ mssql-jdbc-9.4.0 jre8 jar

D git-3.0.0 jar E] mysql-connector-java-8.0.28 jar

D jjdbfoc. jar E] mysql-connector-java-8.0.29.tar

D jlink.jar D mysdl-connector-java-8.0.29.tar.gz

(] | I | [
File Name: ‘jlink standalone. jar ‘
Files of Type: |All Files hd

Open Cancel
7. Click Open.

The jlink_standalone.jar file is successfully added, as shown in the following image.
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| & Add Driver X

Add Driver

Driver

Name: |0DH Connector

Example JDBC URL: |jdbc:j|ink:llIMVS123:8120;

Website URL: |

f JDBC Driver Class Path i/ SQuirreL Java Class Path

Add JDBC driver JAR file(s) here.
Click "List Drivers" to find the JDBC driver classes contained in the JAR file(s).

C:\jdbcjars\jlink_standalone.jar ol Add

List Drivers

Down

Delete

< ]

Class Name:

o
<]

| oK H Close |

8. Click List Drivers.

The ibi.jdbc.EdaDriver class name will be populated in the Class Name field.

9. Click OK.
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Create an Alias

Procedure
1. Click the Aliases tab, and then click the plus (+) button to add a new alias, as shown
in the following image.

Note: An Alias is what SQuirrel calls a connection to a server.

s SQuirrel SQL Client Version 4.6.0 / User directory: -userdir C:\Users\gweinhei\.squirrel-sql - X
IFile Drivers Aliases Plugins Session Windows Help

& [«] & %] 0] « 0 =l o
_
| (= :[W

3

8

< e I
| Create a new Allas

"

B

o

@

&

=

<

5

5

x

The Add Alias dialog box opens, as shown in the following image.
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# Add Alias b

Add Alias

MName: |

Driver: ¥ ODH Connector - Mew

URL: lidbe:jlinkmvs123:8120: |

User Name: | |

Password: | |

[ | Autologon @ [ | Connect at application startup

[] 5ave password encrypted

ﬁ Properties

CHK Close Test Connect

2. In the Name field, type a name for the alias, for Driver, select ODH Connector, and
for URL, type the connection information for your server, as shown in the following
image.
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# Add Alias b

Add Alias

Mame: |DﬁTA

Driver: ¥ ODH Connector - Mew
URL: lidbe:jlinkmvs123:8120: |
User Mame: |adrr1in |
Password: |

[ | Autologon @ [ | Connect at application startup

[] 5ave password encrypted

ﬁ' Properties

CHK Close Test Connect

3. Click Test.
The Connect to data dialog box opens, as shown in the following image.

Note: If you did not enter a password on the previous Add Alias dialog box, type a
password on the Connect to data dialog box, as shown in the following image.
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# Connect to: DATA X

Connect to: DATA

Alias: DATA
DCiriver: O0OH Connector
LRL: jdbcjlinkiMVS123:8120;

Password: |ssess

ﬁ Properties

Warning - Caps lock may interfere with passwords

Connect Close

4. Click Connect.

You should see a Connection successful message, as shown in the following image.

X

@ Connection successful

OK

5. Click OK and then click Close.

6. You can now click Connect to connect to your configured server. The first screen
shows the properties of the JDBC Connection, as shown in the following image.
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& 5Quirrel SOL Client Version 4.6.0 / User directory: -userdir C:\Users\gweinhei\.squirrel-sql - o X
File Drivers Alizses Plugins Session Windows Help
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LB ihad fles qeioneiiiams o ink Ecaer
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= o [B ccdisource SW(UHW\ getDefaultTr [TRANSACTION_READ_UNCOMMITTED
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o [ ceduiiities faise
o [B] gsdemo Term schema
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Ju= : getCatalogTerm catalog
~E a Term o
Ju= e on 0
e S QuoteSiing
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i frue
aialogsinD e
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supperts StoredFunclionsUsingCallSymax alse
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supportsDataDefinition i i alse
storesLowerCaseldentiers alse
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supportshixedCaseldenifiers alse
supporisAlte TableWithDropColumn alse
e
< I »] - [nullPlus NonNullshiul ue =
|DATA Fw,mm.m e Voo s [ | curent schema: <None> = o 1
Please try out the Tools popup by hitting cirl+t in the SQL Editor. Do it three times to stop this message.

Logs: Errors 5, Warnings 0, Infos 37

il

[ [ soommer

Click the SQL tab.

You can now type a select statement for a table on your server. Click the running
man to run the select statement and view the results, as shown in the following
image.
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IFile

0

uirrel fent Version 4.6.0 / User directory: -userdir C\Users\gweinhen.squirrel-sq|

Drivers

Aliases

Plugins Session Windows Help

® o [ro e[ w| @ [w]w| e

Aliases

% () 1-data asadmin |

&

EEENENE e = | x|lalml[¢] o] =] 4] [B] 2] || [A] &

2w

NENEEIREENCE]

“select FULLNAME, sum(REVENUE_US), sum(COGS_US) as cost from retail_sale group by FULLNAME order by FULLNAME

[<]loo

Drivers

=l

U [elect FULLNAME, sum(REVENUE_US), sum(COGS_US) as cost from retail sale group by FULLNAME order by FULLNAME|

B

Recent Aliases

select ID_CUSTOMERs | select FULLNAME sum( | select FULLNAME sum( |
Limited to 100 rows; select FULLNAME,sum(REVENUE US), sum(COGS US) as cost from retail sale group by FULLNAME order by FU |y O Sumavailable EI @ @
more...
f Results \V Meta data | Info | Overview / Charts \V Rotated table \V Results as text |
FULLNAME REVENUE_US “ COST
A'dab Totah 438.44 296.0
Alidah Touma 3984, 2924.0
Alishah Assaf 1439.44 1015.0 H
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” Idata Query connection pool size = 0, pool inactive B= | current schema: <None> Y] 133133

ibi™ Open Data Hub for Mainframe Connectors Installation and User Guide



257 | ibi Documentation and Support Services

ibi Documentation and Support Services

For information about this product, you can read the documentation, contact Support, and
join Community.

How to Access ibi Documentation

Documentation for ibi products is available on the Product Documentation website, mainly
in HTML and PDF formats.

The Product Documentation website is updated frequently and is more current than any
other documentation included with the product.

Product-Specific Documentation

The documentation for this product is available on the ibi™ Open Data Hub for Mainframe
Connectors Documentation page.

How to Contact Support for ibi Products

You can contact the Support team in the following ways:

e To access the Support Knowledge Base and getting personalized content about
products you are interested in, visit our product Support website.

e To create a Support case, you must have a valid maintenance or support contract
with a Cloud Software Group entity. You also need a username and password to log
in to the product Support website. If you do not have a username, you can request
one by clicking Register on the website.

How to Join ibi Community

ibi Community is the official channel for ibi customers, partners, and employee subject
matter experts to share and access their collective experience. ibi Community offers access
to Q&A forums, product wikis, and best practices. It also offers access to extensions,
adapters, solution accelerators, and tools that extend and enable customers to gain full
value from ibi products. For a free registration, go to ibi Community.
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Legal and Third-Party Notices

SOME CLOUD SOFTWARE GROUP, INC. (“CLOUD SG”) SOFTWARE AND CLOUD SERVICES EMBED,
BUNDLE, OR OTHERWISE INCLUDE OTHER SOFTWARE, INCLUDING OTHER CLOUD SG SOFTWARE
(COLLECTIVELY, “INCLUDED SOFTWARE”). USE OF INCLUDED SOFTWARE IS SOLELY TO ENABLE THE
FUNCTIONALITY (OR PROVIDE LIMITED ADD-ON FUNCTIONALITY) OF THE LICENSED CLOUD SG
SOFTWARE AND/OR CLOUD SERVICES. THE INCLUDED SOFTWARE IS NOT LICENSED TO BE USED OR
ACCESSED BY ANY OTHER CLOUD SG SOFTWARE AND/OR CLOUD SERVICES OR FOR ANY OTHER
PURPOSE.

USE OF CLOUD SG SOFTWARE AND CLOUD SERVICES IS SUBJECT TO THE TERMS AND CONDITIONS
OF AN AGREEMENT FOUND IN EITHER A SEPARATELY EXECUTED AGREEMENT, OR, IF THERE IS NO
SUCH SEPARATE AGREEMENT, THE CLICKWRAP END USER AGREEMENT WHICH IS DISPLAYED WHEN
ACCESSING, DOWNLOADING, OR INSTALLING THE SOFTWARE OR CLOUD SERVICES (AND WHICH IS
DUPLICATED IN THE LICENSE FILE) OR IF THERE IS NO SUCH LICENSE AGREEMENT OR CLICKWRAP
END USER AGREEMENT, THE LICENSE(S) LOCATED IN THE “LICENSE” FILE(S) OF THE SOFTWARE. USE
OF THIS DOCUMENT IS SUBJECT TO THOSE SAME TERMS AND CONDITIONS, AND YOUR USE HEREOF
SHALL CONSTITUTE ACCEPTANCE OF AND AN AGREEMENT TO BE BOUND BY THE SAME.

This document is subject to U.S. and international copyright laws and treaties. No part of this
document may be reproduced in any form without the written authorization of Cloud Software
Group, Inc.

ibi, the ibi logo, iWay, Omni-Gen, FOCUS, and TIBCO are either registered trademarks or trademarks
of Cloud Software Group, Inc. in the United States and/or other countries.

All other product and company names and marks mentioned in this document are the property of
their respective owners and are mentioned for identification purposes only. You acknowledge that all
rights to these third party marks are the exclusive property of their respective owners. Please refer to
Cloud SG’s Third Party Trademark Notices (https://www.cloud.com/legal) for more information.

This document includes fonts that are licensed under the SIL Open Font License, Version 1.1, which is
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