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Silver	  Mobile	  
 
Getting up and running with Silver Mobile should take only a minute for a single server 
instance using the embedded default database.  This document will cover the basics of 
moving beyond this default by covering such topics as configuring enterprise databases 
and LDAP systems, logging, and clustering. 
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Important Information 
SOME TIBCO SOFTWARE EMBEDS OR BUNDLES OTHER TIBCO SOFTWARE. USE OF SUCH 
EMBEDDED OR BUNDLED TIBCO SOFTWARE IS SOLELY TO ENABLE THE FUNCTIONALITY 
(OR PROVIDE LIMITED ADD-ON FUNCTIONALITY) OF THE LICENSED TIBCO SOFTWARE. THE 
EMBEDDED OR BUNDLED SOFTWARE IS NOT LICENSED TO BE USED OR ACCESSED BY ANY 
OTHER TIBCO SOFTWARE OR FOR ANY OTHER PURPOSE. 
USE OF TIBCO SOFTWARE AND THIS DOCUMENT IS SUBJECT TO THE TERMS AND 
CONDITIONS OF A LICENSE AGREEMENT FOUND IN EITHER A SEPARATELY EXECUTED 
SOFTWARE LICENSE AGREEMENT, OR, IF THERE IS NO SUCH SEPARATE AGREEMENT, THE 
CLICKWRAP END USER LICENSE AGREEMENT WHICH IS DISPLAYED DURING DOWNLOAD 
OR INSTALLATION OF THE SOFTWARE (AND WHICH IS DUPLICATED IN THE LICENSE FILE) 
OR IF THERE IS NO SUCH SOFTWARE LICENSE AGREEMENT OR CLICKWRAP END USER 
LICENSE AGREEMENT, THE LICENSE(S) LOCATED IN THE “LICENSE” FILE(S) OF THE 
SOFTWARE. USE OF THIS DOCUMENT IS SUBJECT TO THOSE TERMS AND CONDITIONS, AND 
YOUR USE HEREOF SHALL CONSTITUTE ACCEPTANCE OF AND AN AGREEMENT TO BE 
BOUND BY THE SAME. 
This document contains confidential information that is subject to U.S. and international copyright laws 
and treaties. No part of this document may be reproduced in any form without the written 
authorization of TIBCO Software Inc. 
TIBCO, The Power of Now, TIBCO Silver, TIBCO Silver Fabric, TIBCO Silver Mobile, TIBCO 
ActiveMatrix Service Grid, TIBCO Rendezvous, TIBCO Administrator, TIBCO Enterprise Message 
Service, TIBCO InConcert, TIBCO Policy Manager, TIBCO Runtime Agent, and TIBCO Hawk are either 
registered trademarks or trademarks of TIBCO Software Inc. in the United States and/or other 
countries. 
EJB, Java EE, J2EE, and all Java-based trademarks and logos are trademarks or registered trademarks of 
Sun Microsystems, Inc. in the U.S. and other countries. 
TIBCO products may include some or all of the following: 

Software developed by the Apache Software Foundation (http://www.apache.org/). Software 
developed by Joe Walnes and Xstream Committers. 

Software licensed under the Eclipse Public License. The source code for such software licensed under 
the Eclipse Public License is available upon request to TIBCO and additionally may be obtained from 
http://eclipse.org/. 

Software developed by the OpenSymphony Group (http://www.opensymphony.com/). 

All other product and company names and marks mentioned in this document are the property of their 
respective owners and are mentioned for identification purposes only. 
THIS SOFTWARE MAY BE AVAILABLE ON MULTIPLE OPERATING SYSTEMS. HOWEVER, NOT 
ALL OPERATING SYSTEM PLATFORMS FOR A SPECIFIC SOFTWARE VERSION ARE RELEASED 
AT THE SAME TIME. SEE THE README FILE FOR THE AVAILABILITY OF THIS SOFTWARE 
VERSION ON A SPECIFIC OPERATING SYSTEM PLATFORM. 
THIS DOCUMENT IS PROVIDED “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER 
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF 
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT. 
THIS DOCUMENT COULD INCLUDE TECHNICAL INACCURACIES OR TYPOGRAPHICAL 
ERRORS. CHANGES ARE PERIODICALLY ADDED TO THE INFORMATION HEREIN; THESE 
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CHANGES WILL BE INCORPORATED IN NEW EDITIONS OF THIS DOCUMENT. TIBCO 
SOFTWARE INC. MAY MAKE IMPROVEMENTS AND/OR CHANGES IN THE PRODUCT(S) 
AND/OR THE PROGRAM(S) DESCRIBED IN THIS DOCUMENT AT ANY TIME. 
THE CONTENTS OF THIS DOCUMENT MAY BE MODIFIED AND/OR QUALIFIED, DIRECTLY OR 
INDIRECTLY, BY OTHER DOCUMENTATION WHICH ACCOMPANIES THIS SOFTWARE, 
INCLUDING BUT NOT LIMITED TO ANY RELEASE NOTES AND "READ ME" FILES. 
Copyright © 2012 TIBCO Software Inc. ALL RIGHTS RESERVED. 
TIBCO Software Inc. Confidential Information 
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1 Getting started 
 

1.1 Overview 
 
The Silver Mobile Server is a collection of Java components running in an 
embedded Jetty app server instance.  Start-up properties and configurations files 
are located in SilverMobile/conf directory.  If no external database is configured in 
silver-mobile.properties, the default in-process hsqldb instance is used.  While this 
is appropriate for development it should not be considered a proper production 
configuration.  

 

1.2 Starting the Server 
 

To run on *nix: 

  ./startup.sh 

To stop the server on *nix: 

  ./shutdown.sh 

To run a blocking process on *nix with all logging piped to system: 

  ./startup.sh run 

These command on Windows become: 

  startup.bat 

  shutdown.bat   

The "run" option is very useful for diagnosing problems with the system or with 
server-side code deployed to Silver Mobile. 

The “run” option is not available on Windows since startup.bat functions the same 
way as “startup.sh run” on *nix. It is recommended to run startup.bat from 
Windows Explorer. 
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1.3 System requirements 
 
Java 1.6 is required.  The java command should be included in the system path or 
in JAVA_HOME.  One GB free RAM is recommended for development.  For 
production environments, 4 GB is recommended for 1000+ users.  Actual RAM, 
processor speed and cluster-size requirements are highly dependent on the actual 
load put through the system in the form of messages, events, simultaneous user 
sessions, etc. 

For running example scripts, Groovy 1.8 is required, although it is not required to 
have Groovy installed on the server running Silver Mobile Server itself.   

 

1.4 Supported platforms 

 

1.4.1 Server OS Support: 
 

Operating System Bits 

Windows 2003 Server 32 

Windows 2003 Server 64 

Windows 7 32 

Windows 7 64 

Linux Red Hat Enterprise Linux 5 32 

Linux Red Hat Enterprise Linux 5 64 

Linux Red Hat Enterprise Linux 6 32 

Linux Red Hat Enterprise Linux 6 64 

Linux SuSE SLES 10 32 

Linux SuSE SLES 10 64 
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Linux SuSE SLES 11 32 

Linux SuSE SLES 11 64 

MAC OS X 10.7  64 

 

1.4.2 Native Client OS Support 
 

Device Operating System  Version 

iOS 5.1 or later 

Android 2.2 or later 

  

1.4.3  Server Browser Support 
 

Browser  Version 

Mozilla Firefox 3.6 

Mozilla Firefox latest  

Google Chrome latest  

Apple Safari latest  

 

 

 

 

 

1.4.4  Client Browser Support 
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Browser  Version 

Mozilla Firefox 3.6 

Mozilla Firefox latest  

Google Chrome latest  

Apple Safari latest  

Internet Explorer  latest 
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2 Enterprise Configuration 
 

2.1 Database Server 
 

The Silver Mobile Server uses a relational database to hold information about the users 
and mobile apps involved in a deployment.  The configuration information for the URL, 
driver type, username and password are found in the silver-mobile.properties file.  The 
tables will be created automatically when first connecting with a newly configured 
system.   

2.1.1 Supported Databases 
 

Database Version  

HSQL   included 

Oracle 11g 

Microsoft SQL  2005 

Microsoft SQL  2008 

Sybase ASE  15 

 

 

2.2 LDAP/AD System 
 

An LDAP server can be used to authenticate and authorize users.  The bootstrap 
settings are found in the ldap.properties file found in SilverMobile/conf.   Once this 
data is loaded into the system, the file becomes obsolete.  Modifications made via 
the web interface are saved to the persistent RDBMS database.   

Silver Mobile’s real-time data, user sessions, and websocket connections are all 
clustered via Hazelcast.  Hazelcast supports TCP/IP, multicast, and AWS 
operation.  The configuration information is contained in hazelcast.xml in the 
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SilverMobile/conf directory.  Each configuration and supporting documentation can 
be found in that file.   

 
 

 

HTTP HTTP 

Events 
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3 Miscellaneous 
 

3.1 Logging 
 
The log files are located in SilverMobile/logs directory.  The bootstrap settings for 
log-level are found in system.properties under SilverMobile/conf.  These settings 
include log level, time-to-live, and max file size (the logs are rolled over).  This file 
is only used once – upon initial startup.  The settings are subsequently saved to 
the configured RDBMS. 
 

3.2 Shared public resources 
 

Shared resources (like JavaScript toolkits and static images) can be placed in a 
directory accessible to the Jetty server.  By including this directory in the System 
setting the security filter will allow any user to access this data without requiring 
explicit permission.   
 

3.3 Ports and Protocols 
 

HTTPS operation is recommended for production.  Please see the appropriate 
Jetty guide to configure the server for HTTPS operation.   To simply change the 
HTTP port from 8080 to 80, modify the port value in the 
SilverMobile/jetty/etc/jetty.xml file. 
 

3.4 Authentication redirect 
 

After installing the server, modify the SilverMobile\conf\shiro.ini file by replacing 
“localhost” with the appropriate server in the “shiro.loginUrl” property. 

 
 


