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TIBCO Documentation and Support Services

Documentation for this and other TIBCO products is available on the TIBCO Documentation

site. This site is updated more frequently than any documentation that might be included with
the product. To ensure that you are accessing the latest available help topics, visit:
https://docs.tibco.com

How to Contact TIBCO Support

For comments or problems with this manual or the software it addresses, contact TIBCO

Support:

e For an overview of TIBCO Support, and information about getting started with TIBCO
Support, visit this site:
http://www.tibco.com/services/support

e If you already have a valid maintenance or support contract, visit this site:
https://support.tibco.com
Entry to this site requires a user name and password. If you do not have a user name,

you can request one.

How to Join TIBCO Community

TIBCOmmunity is an online destination for TIBCO customers, partners, and resident experts. It

is a place to share and access the collective experience of the TIBCO community.

TIBCOmmunity offers forums, blogs, and access to a variety of resources. To register, go to the

following web address:

https://www.tibcommunity.com

TIBCO Community is an online destination for TIBCO customers, partners, and resident

experts. It is a place to share and access the collective experience of the TIBCO community.

TIBCO Community offers forums, blogs, and access to a variety of resources. To register, go to
the following web address:

https://community.tibco.com
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Introduction

General Overview

The StatisticaDocumentManagement System (SDMS)isacomplete, highly scalabledatabase solution
package for managing electronic documents. SDMS enables you to quickly, efficiently, and securely
manage documents ofany type[e.g., find them, accessthem, search for content, review, organize, edit
(with traillogging and versioning), approve, etc.]. Itis specifically designed toensure compliance with
FDA 21 CFR Part 11 regulations and ISO

9000, 9001, 14001 documentation requirements.

SDMS is extremely transparent and easy to use. Its key features include:

e Flexible, customizable (optionally Browser/Web-enabled) user interface

e Electronic Signatures

e Comprehensive Auditing Trails, Approvals

e Optimized Searches

e Security

e Satisfies the FDA 21 CFR Part 11 Requirements

e SatisfiesISO 9000 (9001, 14001) Documentation Requirements

e Unlimited scalability (from desktop ornetwork Client-Server versions to the ultimate size,
Web-based worldwide systems)

e Open Architecture and Compatibility with Industry Standards

Compliance

FDA. The generalrequirementsputforthinthe Code of Federal Regulations(CFR) Title21 Part11
specifywhat abusinessneedstodoinordertomaintainelectronicrecordsacceptablefor submissionto
the FDA (Food and Drug Administration).

ISO. Similar guidelines for manufacturing in general (often collectively known as ISO 9000
standards) have been published by the International Organization for Standardization (e.g., see ISO 9001
4.5: Document and data control; also ISO 14001, Ch. 4.5.5.).

Compatibility
Integration with Statistica products. The Statistica Document Management System provides
seamlessintegrationwith StatisticaPROCEED (forbuilding predictivemodelsand WebSEWSS/SEWSS
(for process analysis and quality control/improvement). Directing your files (e.g., projects, profiles,
monitors or configurations) to the secure repository of the Statistica Document Management System is as
easy assimply saving afile. When your authenticationisbased on your initial log oninto the system, no
entry of additional passwordsisnecessary.
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Stand-alone, highly compatible application. SDMS can be used as a stand-alone system.
Additionally, because of itsCOMand SOAP-based architecture, it canbe called from other

applications,integrated intoexisting systemsorexpanded byadding custom functionality.

Compeatibility with other standards. Please also inquire about the compatibility of Statistica
Document Management System with the Open Document Management API (ODMA) standard and the
interfacesand supportforthe Web-based Distributed Authoringand Versioning (WebDAV)standard.

How the Statistica Document Management System Works

Tosatisfy the diverse functionality and security requirements of various types of users, SDMS

implementsa setof optionstomanage documents in aflexible and secure database.

1. Statistica Document Management System enables you tosave documents toasecure repository
database. Withitsself-explanatory userinterface, you caneasily performalldocument
management operations [from any computer connected to the network or (optionally) via the
Internet].

2. Mostdocument typescanbemaintainedbothina)thearchival, review-only (non-editable)
PDF format, featuring the appropriate electronic signatures, and also b) in the respective
editable (source) formatallowing the user with the appropriate access privilegestocreatenew,
modified versions. None of the edits orchanges, however, will ever overwrite either the
archivalreview-only orthe sourcefilesof the previousversion; they will onlyaddnew files

to the repository.

3. Strictsecurity viaelectronicsignatures (compliant with21 CFR Part 11 requirements) s
enforced, and different groups ofusers can be authorized tocreate, edit, orreview documents

in different parts of thearchive.

4. Documents inthe document archive cannot be deleted by end users, other than using a
designated process accessible only tothe administrator withthetoplevel access privileges.
Every time a document is edited, a new version is created and logged with annotations
(metadata) to identify the time and the author of the modifications and other information

(either optional or required by the local configuration).

5. Approvaltrailrequirements can be established so that documents must be reviewed,
approved, and signed (via electronic signatures) by designated supervisors before they can be

placed in designated parts of the repository.

6. A complete auditing trail of all document edits is automatically created (e.g., who made the
changes and when the changes were made) and can be retrieved for submission to regulatory

bodies oragencies.
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Ensuring Security and Compliance

StatisticaDocument Management Systemisdesigned todelivernotonlyaflexible, high- performance

system tomanage your documentsinaway that will increase your productivity by facilitating access

toand management of crucialinformation, butalsotoensure security and compliance with the
requirements of regulatory agencies (e.g., FDA 21 CFR Part 11, ISO 9000).

Security, Electronic Signatures

1.

By default, the SDMS requires valid passwords to contain more than 6letters, and it doesnot allow
for passwordsofacommontype (e.g., “111111"”isnotallowed). Furthermore, the password
requirements arecompletely configurable. Forexample, you canrequirethatall passwords containa
minimumof twonumbers, twolower caseletters, and twouppercaseletters. Note that for Integrated

Windows accounts password

For SDMS local accounts (i.e., non Integrated Windows accounts), passwords can be configured (by

the administrator) toexpire so that users are forced to change passwords

The system applies automatic user-lockout and e-mail notification (e-mail notification will not be
inthefirstrelease, Version 1.0) of the administrator(s) when a certainnumber of attemptsis made to

loginto the system with the wrong password. This event

Statistica Document Management System offers groupware functionality, supports workgroups, and
enablesyoutodefineusersand groups of users with specificprivileges (i.e., the permission tocreate

documents, edit documents, review documents, approve documents, etc.).

Version Control and Audit Trails

1.

InSDMS, “everything”isdocumented and traceable, which means, forexample, thatdocumentsare
never deleted. When adocumentisedited, anew versionofthat documentis created and properly
authenticated. Authorized and authenticated usersmay be required toexplicitly “check out” the
respectivedocuments fromtherepository and checknew versionsintotherepository withnotesand
documentationregarding the nature and purpose of the edits. Additionally, authorized users can

apply electronic signatures using the SDMS approval functionality.

The program can be configured toperform configuration-specific verification and
documentation maintenance operations whenever a document is checked in. For example, you may
require users to complete a check list or a custom form that states the purpose of the edits or
gives a brief summary of editing activities. The system is fully programmable during
installation, or any time thereafter, so that custom reporting, annotation, signatures, or other

requirements associated with the creation or editing of documents can be enforced.

Summary options are available toenable authorized users toreview the complete audit trail for

requested documents.
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4. Variousoptions are available to perform simple or complex searches of the documents

(current and previous versions) managed by SDMS.

Recommended (and FDA Approved) Archival Document Types

Oneof the unique strengthsof the Statistica Document Management Systemisits ability to store and
exchangeinformationin variousfileformatsincluding your proprietary formats. This enables SDMS to
shareinformationinternally in ways thataremost convenient for your specificorganizationand

externally with practically all industry standard applications or protocols for information exchange.

Mostimportantly, the program allows you tostore renditions of a document (e.g., in PDF or XPORT
formats). With thisfeature, you canstore an XPORT rendition of a Statistica Spreadsheet with the
spreadsheetfile (.sta). Theseformats (PDF and XPORT) arerecommended inthe FDA “Guidance for

Industry:Providing Regulatory Submissionsin ElectronicFormat-General Considerations.”

Open Architecture System

Just as the entire Statistica system, SDMS is completely programmable, and all of its functionality is
accessibletootherapplications. The system canbe customized to accommodate highly domain-specific

tasks and can also provide seamlessintegration into existing systems for data and document management.

SDMS can be easily accessed and customized from a variety of development environments including
COM,, .NET, VB, VBA, and any other platform (notlimited toWindows) thatallowsorsupports

intranet/internet communication using SOAP protocol.

System Security Overview

SDMSisasecure system for controllingaccesstodocument content. Thissection provides anoverview of

the system’s built in security features.

User account types. Accesstothe systemisallowed for authenticated usersonly. SDMSuser accounts
can benative orintegrated. A native SDMS accountis one that existsin the SDMS system only (i.e., itis

independentofthe Windowsuseraccount). SDMSmaintainstheusername and password of thistype of
account. Anintegrated SDMSaccountisonethatisassociated witha Windowsuser account and usesthe

Windows user name (in the form domain \ user) and password tologin to the system.
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Integrated accounts. This is the recommended type of account. In most cases, users can be

authenticated toSDMS with pass-through authentication (i.e., using their current Windowslogin for

authentication) without having to type in their user name and password again. Thusloggingin tothe

workstationis sufficient tologin to SDMS as well. In some cases, for exampleif you arelogged in tothe

workstationasoneuser andloggingintoSDMS asanother orif you areaccessing the SDMS SOAP Server

through afirewall, youmayhavetoprovide your usernameand password. Inthat case,the SDMS

system attempts tologyou in tothe domain orlocal machine on the server. The provided credentials

must therefore correspond to an active Windows domain user account orlocal account on the server.

Some of the security features of this type of account are:

SDMS does not store passwords

Whennotusing pass-throughauthentication, SDMSwill disablethe SDMSaccount (notthe
Windows account) after a configurable number of failed login attempts with anincorrect
password. Thiseventislogged in the system aswell asthe WindowsEvent Log.
Passthroughauthenticationtothe SDMSSOAP Serverisimplemented usingIISIntegrated
Windows Authentication.Itsupports, amongothers, the NTLM and Digest authentication

methodswhich do not transmit passwords over the network.

Native Accounts. Native accounts are maintained by SDMSindependent of Windows user accounts.

The security features of these accounts include:

The passworditselfisnot storedin the databaseand so cannot be compromised. Instead an
irreversible cryptographichash(withsalt) of the passwordisstored. Thisisastandard and
secure technique to protect passwordsecurity.

Configurable password security requirementsexist toenforce minimum password complexity.
Passwords expire and require changing after a configurable number of days.

After a configurable number of failed login attempts with anincorrect password, the SDMS
user account isdisabled.

When anadministrator resets apassword, itismarked asexpired so that the userisforced to
change it on hisorher nextlogin. Therefore, the administrator doesnot know theindividual
usetr’s password.

Useraccounts canbedisabled atany timeorhave their passwords marked asexpired atany time.

Other security features

Supports SecureSockets Layer (SSL) over HTTP (HTTPS) for communicating with the SOAP
Server. When enabled, this means all information and document content senttoor fromthe
remote SDMS SOAP Server isencrypted.

The database connection stringis stored in encrypted formin the system configuration file.
Thus the database password is protected. This configuration file (SDMSOpts.xml in the SDMS
installation directory on the server) canalso be access controlled via standard Windowsfile
security.

A user’s SDMS session will time out after a configurable period of time.
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e Theactual document contentis stored on the server’sfile system. It can therefore be protected
via standard Windows File Security and could also be encrypted using Windows Encrypting
FileSystem (EFS). When using EFS on the SDMSRepository, only theuser thatthe SDMSservice
runs asmust be abletodecrypt thefiles (not theindividual SDMS users). (It isrecommended
thatadministratorsunderstand Windows Encrypting File System and strategies for document
recovery before using this.)

e Asper2]1 CFRPart11requirements,executingan Approval (anelectronicsignature)requires

the user toenter his user name and password at the time of the Approval.

Architecture
Overview

SDMS s comprised of several components: a database (SQL server or Oracle), an SDMS Windows Service
Process, aMicrosoft Management Console (MMC) Snap-In Server Administration tool, and the SDMS
Explorer (clientapplication). The SDMS Server Administration toolisused tocontrol the system
settings (e.g., security, indexing, and documentstorage locations); define users, groups, and approval
levels;and manage usersessions. The SDMS Explorer (clientapplication) provides thetools forusersand
groups tostore, retrieve, approve and search for documentsin asecure, easy-to-manage environment. Both
oftheseapplicationscommunicate with the SDMSservice (which actually controlsthe document
managementenvironment) viaSOAP (HTTP). SDMSisintegrated with Statistica Enterprise-wide SPC
System, WebStatistica,and PROCEED toprovide userswitheasy accesstothefilesstoredinthe SDMS

database.
[ STATISTICA DOCUMENT MANAGEMENT SYSTEM ]
STATISTICA

STATISTICA Document
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STATISTICA : SOAP Mzgfg::;:"‘
Document SOAP Wrappers STATISTICA
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SDMS Database
SDMS can be used in conjunction with eitheraSQL Server 7+(or MSDE) or Oracle 8+ database. Upon

initial installation, the database will be filled with the necessary tables for document storage and

management.

SDMS Service
The SDMS Serviceisthe central application for SDMS. Itisa Windows service (requiring Windows 2000

operating system or above). Both the client and administrator applications interface with this system
through SOAP (HTTP) application.

SDMS Explorer (Client Application)
The SDMSEXxplorer providesend-user accesstothe documents stored withinthe SDMSdatabase. This

interface allowsthe usertoview the overall organizationschematain afolder tree (left pane of the
SDMS Explorer) and the documents stored within a selected folder inadocument view (right pane of the
SDMS Explorer). The system requires userstologon withauser name and password. Thisidentifies the
user tothe systemand enablesall functionsregarding documentstobe controlled and tracked. To
simplify management of users with similar permissions, users can be assigned to groups. These groups

can be assigned permissions to documents and folders.

Themaintoolsofthe clientapplication areits document storageinterface, searchfacilities, and

permissions.

Document Storage Interface (check in, check out, get latest, document history,

etc.). The document storageinterface provides the meansforusers (with appropriate permissions) to
create subfolders for document storage, add documents to the SDMS database, check out documents (for
editing purposes), and check in documents (with supporting metadata). It also enables users to retrieve
the latest version of a document for reading, approve documents, review document and approval

histories, and store document renditions.

Search Facilities. SDMS uses Microsoft Indexing Service for indexing document content. Within the
client application, users can conduct basic or advanced searches for specific words or phrases.
Additionally, they cansearchfor system properties(i.e., checkedin, status, filesize) and custom

properties (i.e., custom-defined document metadata including author, department, expiration date, etc.).

Permissions. Accesstodocuments and folders within the system are monitored by permissions that
are assigned at either the folder or document level. Permissions can either be expressly allowed or
expresslydenied, and they canbeassigned atthe userorgrouplevel. A setofstandard permissions(i.e.,
read, write, delete, listfolder contents, set permissions, and approval type permissions)is defined for
each SDMS installation.

SDMS Server Administration Tool
The SDMS Server Administration Tool is an MMC Snap-in used to configure the SDMS
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service. The main sub-components of the system are user and group management, system settings and

approvals.

User management. SDMS supports both native and integrated user accounts. Native accounts keep the
user names and (encrypted) passwords in the database, and authentication is performed against this user
name and password. Integrated accounts require that the user name/password must be a valid user account
onthemachine where the SDMSisrunning. Integrated accountscansupport bothlocalmachine accounts
and domain accounts; however, the user must beamember of a specially-created local machine group,
SWS_SDMS_USERS. Only members of this group will be able tologin to SDMS.

Every user,bothintegrated and native, will get arecord in the Users table with aunique UserID. That
UserIDisalwaysassociated with this user and will never change. The UserIDisused todetermineif this
user has permissionstoperform various operationson documents. Itisalsoused totrack the userin the

audit and logging operations.

Group management. Groups in SDMS arelogical collections of users. Groups are especially useful in
that permissionscanbe assigned tocertain groups. Folder and documentaccesscan alsobe controlled at
the group level. The Document Administrators and System Administrators groups are predefined
withinthe SDMS system. Members of the System Administratorsgroup areabletoadminister the system
using the Server Administration Tool. They can performsuchactionsascreating user accounts, defining
groups, configuring system settings, and defining Approval types. Members of the Document
Administratorsgroup aregiven full accesstodocument content. Inaddition, they can create and modify

document properties and profiles

System settings. A variety of system settings can be controlled from with the SDMSServer
Administration tool. There are seven categories: Database, Files and Directories, Indexing Service,

Intervals and Timeouts, Loggings, Security, and Miscellaneous.

e Database settings control the format SDMS uses when querying the SDMS database to retrieve
documents and other stored information.

o Filesand Directoriessettingsare used tocontrol thelocation and security of stored documents
on the SDMS server.

e IndexService settings are related tothe MicrosoftIndexing Service used forindexing SDMS
content.

¢ Intervalsand Timeoutssettingsareused tocontroltimerelated operationsandfilessuch asuser
sessions and tempfiles.

e Logging settingsare used toconfigure thelocation and contents of the SDMS]logfile.

e Security settings are used tocontrol the size and content of SDMS (native user) passwords.

e The Miscsettings groupis used in managing integrated Windows users.
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Approvals. By default, three approval types are defined for the SDMS application: Read and
Understood, Approved forinternal distribution, and Approved for publication. These defaultapproval
typescanbe deleted orrenamed asneeded duringinitialsetup. (They canbedeleted untilthey are
actually used.) For permissions purposes, approval types are associated with approvallevels (level 1-
level 5), and any number of additional approval types can be created using the SDMS Server
Administration tool. Theapproval level permissions support allowing or denying individual users or

groups the ability toexecute none, some, or all approval types.

Approvalsaregiven toadocument when it meets specificcriteria established by the company and

require user authentication and permission before they can be granted.

Installation

Requirements

1. Theinstallation of the Statistica Document Management System (SDMS) entails two parts: server

installation and workstationinstallations on each of the client computers.

2. Theinstallation of the server component of SDMS requires Windows 2000 or Windows XP
Professional or higher. Server installation also requires Internet Information Services (1IS)
and Indexing Service. These system components should beinstalled beforebeginning the

server installation.

3. Installation of the workstation client supports Windows 9X, ME, NT, 2000, XP Home and XP

Professional orhigher.

4. Installation on both server and client requires Internet Explorer 5.5 or higher.

Server Installation (optionally with client):
1. Ensure no other applications are running.
2. Double-click on Setup.exe tobegin the server installation process.
3. The Welcome dialog box will appear. Click the NextButton.

4. Inthe Setup Type dialog, you will be prompted toselect the installation type.

a. If you want tobe able torun SDMS Explorer on the server, select the Install both
SDMS server and client option button and click Next.

b. If you donot want torun SDMS Explorer on the server, select the Install SDMS

server option button and click Next.
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5. IntheLicense Agreementdialog box, selectl agree tothe terms of thelicenseagreement and
click Next toagree with the licensing terms and proceed with the installation.

6. Inthe Setup Type dialog, select Completeinstallation and click Next.

7. Whenyouareasked toregister yourlicense with Statistica, fill in the requested information
and click Next.

8. The registrationinformation can be automatically sent to Statistica by email or
manually sent to Statistica after the installation. The installation will be set to
expire 14 days after installation and this registration information is required to
receive your full and complete licensing for the entire timeframe for your

licensing period.

a. If you want tosend the registrationinformationimmediately through email, select the
tirst option toautomatically email and click Next. Youmay be prompted by your email
clientthatanapplicationistryingtosend email. Acknowledge and the email will be
sent. If an email clientisnot available on the server, the second optionis

recommended.

b. If you wish tosend the registrationinformation manually, select the second option for
all other methods and click Next.

c. Youwill then be prompted for alocation tosave the registrationinformation. Select the

location and click Next.

9. Inthe Database Install Type dialog, select whether you would like tocreate anew SDMS

database or use an existingdatabase.

10. Inthe Database Management System Selection dialog, you will be presented withadialog
prompting for Database selection. Select the Database Management System of your choice.

SQL Server or SQL Server/MSDE:

IntheData Link Properties dialog, on the Connection tab, enter orselect the server name where the SQL
Server Database is located, enter the information required to gain access to the server, and select the
databaseon the server where the SDMS schema will beapplied.If aspecificDBusernameisspecified, be

sure to check the Allow saving password box.
Click Test Connection to ensure that the connection information is correct.

If the test connectionis successful, click OKtoapply the connectioninformation. If the testis

unsuccessful, verify that the connectioninformationis correct and try again.
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ORACLE:

IntheData Link Properties dialog, on the Connection tab, enter the name of the server where the Oracle
Databaseislocated and enter theinformationrequired togainaccesstothe database.Click Test

Connection toensure that the connection information is correct.

If the test connectionis successful, click OK to apply the connectioninformation. If the testis

unsuccessful, verify that the connectioninformationis correct and try again.

If installing to a new database, the database tables and views will be created at this time.

1. Inthe Ready toinstall program dialog, click Install to process the installation of the files and other
required systemupdates. A progress bar will be shown advising on the status of theinstallation

process. Note theinstallation of MSDE (if selected previously) will take more than 7minutes.

2. Oncetheinstallationiscomplete, youwill be prompted tofinish theinstallation. Click the
Finish button tocomplete. When necessary, theinstallation process may require areboot of
the operating system (i.e., for installing XML Parser). The reboot (if prompted)isrequired
before you can use SDMS.

Note that adefaultaccountis setup withinthe SDMS. The user nameis Adminwith a password of
111111.

Client Installation:

Using the Serverinstallationinstructions asdirected above will resultinboth a server and client
installation on the SDMS Server. Toinstall the client on additional workstations, use the following

steps:

3. Browse tothe Workstation Installer folder on the server (asinstalled above) and

4. The Welcome dialog will be displayed. Click the Next button.

5. IntheSetupTypedialogbox, selectthe Completeinstallationoptionbutton and click Next.

6. IntheReady toinstall program dialogbox, click Install toprocess theinstallation of the files
and other required system updates. A progress bar will display advising on the status of the

installation process.

7. Duringtheinstallation, system updates may need tobe applied. Some updates, such as XML
parser, will launch a separate installation routine. Advance through the installation routines

for any required updates.

8. Afterthefileshave beencopied toyour computer, click Finish tocomplete the installation.
When necessary, theinstallation process may require areboot of the operating system (i.e., for
installing XML Parser). The reboot (if prompted)isrequired before you can use SDMS.
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Configuration
Defining SDMS Users

Initially, twousersare defined forSDMS: System (used internally) and Admin (password 111111). New
users are defined using the SDMS Server Administration tool.

Creating a new user (native or integrated). To create a new user, you must log in to the SDMS
Server Administration toolas Admin (orasauser in the System Administrators group). From the Action
menu (or the Usersfolder shortcut menu), select New User to display the Add New User dialog box.
SDMS supportstwotypesofusers:integrated Windowsusersand native (orlocal) users. Both types of
users can be created using this dialog, althoughImporting Windows Users and Groups, see below,
describestherecommended method forimporting multiple Windowsusersatonce. The dialog works
muchlikeaform.Onceyouclick the Createbutton, thefieldsare cleared enabling you tocreate

additional users.

Add New User

User nare: I |

Full name: I

Descripion: I

E-mail address: I

Password: I

Confirm password: I

Cormment: I

™ Integrated Windows Lser

¥ User must change password at nezt lngan
I= | Passwordineyer EXHiTES

™ Account is disabled

Create I Close | Help |

Creating a native user. Enter values for each field shown in the dialog (note that Description and
E-mail address are optional), and verify that the Integrated Windows User check boxis cleared. You
canrequirethattheuserenteranew password byselectingthe User must change password atnextlogon
checkbox. Toselect the Password never expires checkbox, you mustfirst clear the User must change
password atnextlogon checkbox. Onceyou havespecified all therelevantinformation for thenew user,
click Create.

Creating an integrated Windows user. Note that SDMS cannot be used tocreate windows users.
This optionsimply enablesyoutocreate an SDMS account for anintegrated Windows user. Integrated

Windows users can also beimported into SDMS (see Importing Windows users and groups, below).
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TocreateanSDMS useraccount foranintegrated Windowsuser, enter thedomainname \ username for
the Windows userin the User namefield, then select the Integrated Windows User checkbox. Noother
fields arerequired. Click the Create button toadd the user to SDMS and clear the fieldsin this dialog.

Note thatusersareassigned permissionstospecificfoldersordocumentsusingthe SDMSClient
application. All Windows user accounts must be members of the local machine group
SWS_SDMS_USERS before they can be added orimported into SDMS.

Importing Windows users and groups. Select Import Windows Users from the Action menu
when the Usersfolderhasbeen selected, orright-click the Usersfolderand selectImport Windows Users
from the shortcut menu to display the Select Windows Users/Groups dialog. Use the options on this
dialog to create (import) integrated Windows accounts.

Select Windows Users/Groups E3

Diomain: I j Display |

Mame | Descripkion |

Mames:

Add Mames St lIsers

Add Mames

|

= Back I Mexk = I Cancel | Help |

Note that while you cannotimporta Windows group asan SDMS group (all SDMSgroups aredefined
locally) you canimport Windows users by selecting Windows groups. All the usersin the selected

group will be imported as SDMS users.

First select (orenter) adomainname, then click Display toshow alist of available Windows groups.
Youcan display user names by clicking the Show Users button. Select the desired groups and users, and
then clickthe Add Namesbutton. Once you havefinished selecting usersand groups, click the Next
button todisplay the Choose SDMS Groups dialog.
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Choose S5DMS Groups

Choose the SDMS Groups the new users should be added to:

Marme | Descripkion
gDocument Administrators  Can administer documents

System Administrators Zan administer the entire system including users, groups,

«| | i
< Back I Finish I Cancel | Help |

By default, two groups are defined within SDMS: Document Administrators and System
Administrators. Additional groups canalsobe defined (see documentation, below). Select the groupsto
which theimported usersshould be assigned, then click Finishtodisplay the Confirm Selectionsdialog.
Youcanusethatdialogtoconfirmusersand their group assignments. When you click OKon that
dialog, all the selected users will be added toSDMS.

Remember, Windows user accounts must be members of the local machine group

SWS_SDMS_USERS before they can be added or imported into SDMS.
Defining SDMS Groups

Groups are collectionsof users and are definedlocally. There are twospecial groups given fixed group
ID’s: Document Administratorsand System Administrators. Document Administrators can perform
all administration regarding documents and folders, and System Administrators can manage users and

groups.

Document Administrators. Usersin the Document Administrators group are able to perform any
operation on adocument orfolder, regardless of any explicit permissions.In addition, they can create

and modify document profiles and properties.

System Administrators. If auser belongstothe System Administrators group, thenthisuser can
perform system administrator functions such as adding new users, changing passwords, adding groups,
setting group memberships, etc. Of course, the System Administrator can assign users to groups, so they

can make anyone amember of the Document Administrators group.

Creating new SDMS groups. To create a new group, you must log in to the SDMS Server
Administration toolas Admin (or as a user in the System Administrators group). Select the Groups
folder in the tree view and then select New Group fromthe Action menu or the Groupsfolder shortcut

menu to display the Add New Group dialog.
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Add New Group

Mame:

|
Descripkion: I
|

Camment:

Create I Close | Help I

For eachgroup you want tocreate, enter aName, Description, and Comment. The dialog works much
likeaform. Onceyou click the Createbutton, thefieldsare cleared, and you can createadditional groups.

Note that groups are assigned permissions tospecific folders or documents using the SDMS Explorer.

Integrated Log In

Inaccordancewith FDAregulation21 CER Part11, SDMS requires userstologon with auser name and
password. Thisidentifiesthe user tothe system and enables all functionsregarding documents tobe
controlled and tracked. An option forintegrated loginis provided onthe SDMS Login dialog. When
this optionis selected the application will attempttologin using the credentials of the currently
loggedin Windows user. If thatlogin fails (e.g., theintegrated Windows user for that machine hasnot
beenimported into SDMS), then the SDMS Login dialog will be displayed

Document Security

Documentpermissionsareused toensurethatthe currentuserisallowed toperformthedesired
operation on thespecificdocument. Every document hasasetofeffective permissionsfor each user.
These permissions can be explicitly applied at the document level orrecursively inherited from parent
folders. Permissions caneitherbe expressly granted orexpressly denied, and they canbeat the useror

group level.

Within SDMS Explorer, they are assigned at either the folder level (Folder Settings - Security tab) or the
documentlevel (Document Settings - Security tab). The setofavailable permissionsis described here.

Read. Userswithread permissionsonadocument canread and download documentsbutareunableto

modify them. Read permission on afolderisrequired tomove adocument out of the folder.

Write. Users with write permissions on adocument have Check Out and Check In abilities aswell as
the ability to change document properties via the Document Properties dialog. Write permission on a
folder allows moving adocument intoafolder and adding new documentsto the folder.

Delete. Users with delete permissions are able to delete documents and folders.

List Folder Contents. Users with this permission can view the contents of afolder includingits
documents anditschildfolders.If this permissionisdenied forafolder, the user will beunableto

expand the folder in the folder tree and unable to see the documentsin the folder.

Set Permissions. Users with this permission can allow or deny permissions for groups and users at

either the folder or documentlevel.
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Read and Understood Approve. Users with this permission are able to approve a document
indicating that they haveread and understood its content. Thisis the Group 1 Approve permission. By
defaultitisassociated with the Read and Understood Approval Type.If thisapproval typeischanged,
the displayed name of the permission will change in the permissions dialog.

Approve for Internal Distribution. Users with this permission are able toapprove adocument
for internal (company) distribution. This is the Group 2 Approve permission. By default, it is
associated with the Approved forInternal Distribution Approval Type.If thisapproval typeis
changed, the displayed name of the permission will change in the permissions dialog.

Approve for Publication. Users with this permission are able to approve a document for
publication (i.e., externaldistribution). Thisisthe Group3 Approve permission. By default, itis
associated with the Approved for Publication Approval Type. If this approval typeis changed, the
displayed name of the permission will change in the permissions dialog.

By default, there areno Approval Types associated with the Group 4 Approve and Group 5 Approve
permissions; therefore, these do not show up in the permissions dialog.If new Approval Types are

added and configured touse these permissions, they will be displayed.

Assigning Permissions

An SDMS Administrator can assign permissions tofolders (orindividual documents) within the SDMS
Explorer. Toassign permissionsat thefolderlevel, right-clickafolderin thefolder tree, and select
Settings. Permissionsare assigned on the Security taboftheFolder Settings dialog. Note that settingson
the Document Settings—Security tab areidentical to the settings described here.

Folder Settings E
General Security |
Group or User names:
L Everyone -~
£ readers
ﬂDevelopment Managers
£8 Development
Product Managers i
[ | ®
Add... Remaove |
Permissions For Alow  Deny  Inhetited from
Read O O
Write O O
Delete O a
List Folder Contents O $1Documents
Bypass Approval O O
Set Permissions O O
Read and Understood Approve [ O
Approve for Internal Distributior ] a
Approve for Publication O O
¥ Inherit permission settings Fram parent folders
OF I Cancel Aoplie
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Group or user names. This list box displays the group names and user names that have either
explicitorinherited permissions settings on this SDMS document or folder. Selecta Group or User name
inthe top paneofthe dialog toview or change the permissionsin the bottom paneof the dialog. To
view permissionsfor aspecific Group or User, click the Group or Username. Permissionsfor the
selected Group or User will be displayed in the second list box aswell as whether the permissionshave
beeninherited froma specific Group or folder.

Permissions for. A variety of tasks canbe performedbyusersinSDMS. Theseincludereading and
writing todocuments, deleting folders and documents, listing (and viewing) folder contents, setting
permissions for users and groups, bypassing the approval process and granting approval types to

documents. Available permissions are listed in this box.

Allow/Deny. Select a check box adjacent to the specific permission to Allow or Deny that permission
for the selected User or Group. A selected, grayed box indicates that the specific permission hasbeen

inherited either from a Group or folder. Grayed out permissions cannot be changed for the selected
group oruser name, but a User with appropriate permissions can go to the folder or group in which the

permissions originated and change permissions.

Inherited from.Permissionsettingscanbeinherited fromagroup orfolder.Inthat case, this column
displays the source of the permission setting. If auser nameis selected in the Group or user Nameslist
box, then the Inherited From column may show a group name orafolder name (preceded by “$”).1f a
group nameisselected, afoldername may be displayed.If a Group nameisdisplayed in theInherited
From column, the user can select that group namein the Group or user Nameslistbox to determine from
which folder the permission settingisinherited. If afolder nameis displayed, the user could go tothat
folder’s permissions dialog and modify the setting as desired. Thus the Inherited From column allows
you to trace the ancestry of inherited permissions. If nothing is displayed in the Inherited From

column, then the permission settingis on the current document orfolder and can be changed.

Add. Click the Add button to display the Groups and Users dialog, where you canadd new groups or

users.

Remove. Toremove aGroup or User fromthisfolder, select the group orusername and click the
Removebutton. A Group or User displayed here due to permissionsinherited froma parent folder
cannot beremoved fromthelist. Inthat case, any explicit permissions settings on the current document

orfolder are removed, but the user or group name will not be removed from thelist.

Inherit permission settings from parent folders. By default, all documents and folders
inherit permissions settings from their parent folders. Clear this check box to break this inheritance
chainand definenew permissionsfor theselected documentorfolder (anditschildren) regardlessofthe

parent folder’s settings.
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Permission checking implementation. In order to effectively assign permissions, it is
important to understand how SDMSimplements permission checking. Whenever an actionis attempted
on adocument orfolder, the system usesthe following process to determine whether toallow ordeny
the action.

First, the system determinesif thereisan Allow or Deny setting for this user on this document (folder).
If so, thatsettingisused.If not, the system determinesif there areany settingsforany of thisuser’s
groupsonthis document (folder). Deny takes precedence over Allow, soif any of theuser’sgroups hasa
Deny setting, theactionisnotallowed. Otherwiseif an Allow settingis presentforany of theuser’s
groups, theactionisallowed. Note thatexplicituserlevel settings take precedence over theuser’sgroup
level settings. Thismeans that if agroup hasa Deny but the user hasan Allow, the actionis allowed. If
settingsarenotfoundfortheuseroranyofhisgroupsandif thedocumentorfolder doesnotinherit
permissions fromits parentfolder, then checking stopsand the actionisdenied. If it doesinherit

permissions, the checking continues up the chain of parentfolders.

The permissionson the parentfolderare checked inthesameway. If asettingexists forthisuseronthis
folder, thatsettingisused.If not, the system determinesif any of the user’sgroupshas a setting on this
folder and if soitisused with any Deny taking precedence. Checking continues up the folder tree until a
settingisfound, afolder that doesnotinherit permissionssettingsisencountered, ortheroot folderis

reached. If no settingis found, the actionis denied.

Note that permission checking proceedsup thefolder treenot down toensurethat the nearest settingis

alwaysused. An Allow on theimmediate parent folder would overridea Deny on a grandparent folder.

Password Security

For native SDMS user accounts, asopposed toIntegrated Windows user accounts, password security (i.e.,
password sizeand content, number of allowed failed loginattempts)is controlled via the SDMS Server
Administration tool. Forintegrated users, password securityis controlled by the operating system. A
System Administrator canmodifysecurity systemsettingsasneeded. The followingsettingsare

available:

Incorrect Password Disable Interval. Use this system setting to specify the minimum amount
of time (in minutes) during which consecutive failed logins due toanincorrect password will cause a
user’saccounttobedisabled. Forexample, if thisis setto60 minutes, then auser’saccountwill be
disabled after N consecutiveincorrect passwords within any 60 minuteinterval. The number (N) of
consecutiveincorrect passwords which canbe attempted issetvia the Max Incorrect Password Login

Attempts system setting.
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Max Incorrect Password Login Attempts. Use this system setting to specify the number (N) of
consecutive failedlogins due toincorrect passwords which canbe attempted in agiveninterval before
the user’saccount will be disabled. For example, when thisis setto4and a user attempts tologin with
anincorrect password more than four timesin the given time period, his/her account will be disabled.
Use the Incorrect Password Disable Interval system setting to specify the minimum amount of time (in
minutes) duringwhich consecutivefailedlogins duetoanincorrect password will cause auser’s
accounttobedisabled. Note thatforintegrated users, onlythe SDMS useraccount (i.e., not theoperating

system user account) will be disabled.

Min Password Digits. Use this system setting tospecify the minimumnumber of unique digits to
require for native user passwords. For example, if thisissetto2, thennative users arerequired tohave

two unique numbers in their password.

Min Password Length. Use thissystem setting tospecify the minimum passwordlengthfornative
users.For example, if thisis setto8, then native users are required tohave atleast 8 charactersin their

password.

Min Password Letters. Use this system setting tospecify the minimumnumber of uniquelettersto
requirefor native user passwords. For example, if thisis setto2, thennative users arerequired tohave

twounique letters in their password.

Min Password Lower Case. Use this system setting to specify the minimum number of unique,
lower caseletterstorequire for native user passwords. For example, if thisissetto2, thennative usersare

required tohave twounique, lower caseletters in their password.

Min Password Non-Alphanumeric. Use this system setting to specify the minimum number of
unique, non-alphanumeric characters (e.g., |, $, %, etc.) torequire for native user passwords. For example,
if thisis setto2, thennative users are required tohave twounique, non-alphanumeric charactersin their

password.

Min Password Upper Case. Use this system setting to specify the minimum number of unique,
upper caseletterstorequirefornative user passwords. For example, if thisissetto2, thennative usersare

required tohave twounique, upper caselettersin their password.

Password Age. Use this system setting to specify the number of days before anative user’s password

will expire.

Approval Types

Approvaltypes canbeadded oredited in the Server Administration tool. The availableapproval types
will bedisplayed touserswhen they attempt toapprove adocument inthe SDMSExplorerclient
application. The system supports up tofivelevels of permissions for approvals so that users can be allowed

ordenied the ability togrant different approval types.
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Toadd anew approvaltype, select Document Approval Typesinthe Server Administrationtreeview.
Fromeitherthe Actionmenuortheshortcutmenu, select New Approval Type. The New Approval Type
dialog box will be displayed.

Marme: I Approved For Submission

Mame far Permissions Purposes: I Approve for Submission

Permission Required: IGroup 4 Approve j
Description: Approved for submission ta the regulatary
authority,

Create I Close | Help |

Inthe Name field, enter the text you want userstosee when they are executing an approval. Once a user has
been authenticated tothe system, (s)he canselectfromalistoff approval types (suchas Approved for

Submission). The Name for Permission Purposesis the text that will be displayed on the Security tab of the
Document/Folder Settings dialog for the purpose of assigning permissions. Use the Permission Required

drop-downlistboxtoassignalevel of permissionrequired foruserstogrant thisapproval type.

Properties and Profiles

Each documentinthe systemisassociated with a collection of propertiesknown asa profile. Properties
are document metadata that are entered by users when they add or checkin adocument. There are several
typesofproperties,and they canbeoptional orrequired. The system supports sophisticated searching for

documents based on property values.

Profiles are collections of properties. The system allows administrators to create any number of
propertiesand profilesand assignany number of propertiestoeach profile. Eachfolderin the system has
adefaultprofileassociated withit. The profile canbeassigned explicitly orinherited fromthe parent
folder, and it can be viewed or assigned on the Folder Settings dialog in the SDMS Explorer. By default,
new documents added tothe system will have their parent folder’s default profile assigned to them.
However, theuseradding orcheckinginthedocumentcanchange the profileassociated with the

document.

Property types. The system supports these property types.

o Text. A text property for properties such as Author, Department, etc.

¢ LongText. Atextproperty forlarger, freeformtextvaluessuch asaDescription property.

e List. Alistproperty hasalistof potential values associated withit. During checkin, the user
is able toselect one of the pre-assigned list values. Optionally, thelist property can enable users

toenter custom values that are not in the list of pre-assigned values.
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e MultiList. Amultilistissimilartoalistproperty;however, usersareabletoselectmorethan
one of the pre-assignedlist values. MultiList properties can also be configured to enable users
toenter custom values that are not in thelist of pre-assigned values

e Integer. A numeric property with no fractional part.

e Double. A real number with decimal/fractional part.

e Date. A date and timeproperty.

e Boolean. A true/false property.

Propertiesand profilesare edited and created inthe SDMS Explorer. From the Tools menu, select Profile

and Property Management.

IS Configuration
Inmost cases, the installer configures Microsoft Internet Information Services (IIS) for use with SDMS.
This section describes the IIS configuration if customization is required. Some familiarity with
administeringIISisassumed. Other than whatis described here, the defaultIISsettings foranew virtual

directory areacceptable.

The SDMS Serverinstallation creates a virtualdirectory called SDMS under the Default Web Site on the
server. Ataminimum this Virtual Directory must grant Read access.It alsoinstallsan ISAPI extension
dll, SDMSSOAPServerlsapi.dll. By default it is under C:\ WebStatisticaPub\ SDMS. This must be
configured as a Web Application under IIS, as depicted below:

SDMS Properties ﬂll

Yirtual Directory I Documentsl Directory Securityl HTTF Headers | Custom Enorsl
Wwhen connecting to this resource, the content should come from:
4 directory located on this computer
" & share located on another computer
A redirection to a URL

Lacal Path: IC:\W’ebSTATISTIC&Pub\SDMS Browse. .. |

™ Script source access V' Log wisits
v Read v Index this resource
[~ white

[ Directony browsing

Application Settings

Application name: ISDMS Fiemove |
Starting point: <Default web Sitex4SDMS

Configuration... |
(ST ST T S cripts and Executables
Application Pratection: IMedium [Pooled) j Unload |

(u] % I Cancel | Lpply | Help |

Scriptsand Executables must be selected in the Execute Permissionslistbox. The Application Protection

option can be any available setting; by default, it is Medium (Pooled).

Click the Configuration button todisplay the Add/Edit Application Extension Mapping dialog box

and create an extension mapping for the .dll extension.
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Add/Edit Application Extension Mapping

Ezecutable: ITlmPub\SDMS\SDMSSDAPServerIsapi.dll Browse... |

Extenszion: i

Werb:

& AlVerbs

€ Limit ta: I

™ Check that file exists

0K I Cancel | Help |

Asillustrated above, the .dllextensionmustbe mapped tothe SDMSSOAPServerlsapi.dllfile. On

WindowsServer2003, the Web Service Extensions must be configured aswell. The .dll extensionmust be

allowed as shown below:

IT; Internet Information Services (IIS) Manager M=l E3
‘_'_“g File Action Wiew ‘Window Help |;|i|i|
e | AR XEFREB (2|2 50
?_‘J Internet Information Services . Web Service Extensions
=8 ! | CATTESTING {local computer)
B Alpplication Paols /| web Service Extension | Status |
B De.FaultAppPool o | °F &l Unknown CGI Extensions Prohibited
=) —-J Weh Sites . Al T|F &l Unknown ISAPT Extensions Prohibited
EI--Q Default Web Site -
-‘}, ISAPT Prohibit Fifis
3 SDMS .
_‘f’ WebSTATISTICA Properties Active Server Pages Prohibited
N =] Web‘gervice Extensions Indexing Service Prohibited
Internet Data Connector Prohibited
S Server Side Includes Prohibited
WiebDa Prohibited
1 2dd 2 new Web service
Eubension. ..
I allow al veb service extensions
for a specific application... |
1 prohibit all Web service extensions _I
-

Extended 4 Standard 7

Also, the SDMS Web Service dllsmust beadded. Todo this, select Propertiesin theIISManager to

display the Web Service Extension Properties dialog box:

Web Service Extension Properties - .dil EHE

General Required Files |

In order For .dll to run on your 115 Web server, the Following Files must be
enabled. Disabling or remaoving a file might cause .dil {or another Web
service extension) to stop running correctly,

Files:

| Status | Add...

bl SDMSYSDMIS0APServer . dil

Allowed
b\ SDMSYSDMSSOAPServerlsapi.dl  Allowed

Prohibit

Alla |
e |

[

OF Cancel | Apply | Help
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As shown above, the files SDMSSOAPServer.dll and SDMSSOAPServerISAPI.dll must the

Allowed status.By default, thesefilesareinstalled toC:\ WebStatisticaPub\ SDMS. Finally, thedirectory
security must be set fromthe SDMS Virtual Directory Properties dialog.

SDMS Properties ﬂﬂ

VirtuaIDirectoryI Documents  Directory Security | HTTP Headers | Custom Enorsl

—Anonymaols access ahd authentication control

Enable anonymous access and edit the
w authentication methods for this resounce.

~ IP address and domain name restriction:

@ Girant or deny access to this resource uging

IP addresses or internet domain names.
Edit... |

— S ecure communication
Require secure communications and 5 Certificat
enable client certificates when this EMENLEMIEIE. . |
Tesource is accessed. . o
Wiew Certificate... |
Edit... |

(u] % | Cancel | Lpply | Help |

On the Directory Security tab, click the Editbuttonin the Anonymous accessand authentication control

section to display the Authentication Methods dialog.

Authentication Methods x|

Mo uger name/password required to access this resource.

Account used for anonymous access: Edi... |

— Authenticated acce:

For the following authentication methods, user name and password are
required when

- anonymous access iz dizabled, or

- access is resticted using MTFS access control lists

[™ Basic authentication [password is sent in clear test]

Select a default domain: Edit.. |

™| Digest authentication for Windows domain serners

¥ Integrated Windows authentication

QK. I Cancel | Help |

On this dialog, you canconfigure the supported authentication methods. By default, Anonymous and
Integrated Windows (NTLM) are allowed. SDMS Integrated Windows Authenticationisimplemented
viaIIS. Therefore, tosupportintegrated SDMSlogin, select one of the authenticated accessmethods.
SDMS supports Basic, Digest, and Integrated Windows (NTLM.)

TIBCO Statistica™ Installation Instructions

26



Anonymous accesscanbe prohibited depending on requirements. If yoursite will allow SDMSusersto
accessthe system fromoutside thefirewall orover theinternet, you will mostlikely need toallow
Anonymous access to the Web Server. Alternatively, you could use Digest or Basic authentication
methods asthese can work through firewalls and proxies (NTLM cannot).

Note that when anonymous accessis turned on, anyone can accessthe SDMS SOAP server, but they must
still provide valid SDMS credentials to log in to the SDMS system. Requiring authenticated access

simply provides an additional layer ofsecurity.

The user accounts that will connect to this Web Server, including the anonymous account if enabled
(IUSR_MACHINENAME by default) must have read access to the Web Application files in
C:\WebStatisticaPub\ SDMS and also read and execute access to the SDMSServicePS.dll file in the SDMS
installation directory (C:\Program Files\ Statistica\ SDMS by default). Normally, giving read and
execute permissions to SWS_SDMS_USERS group and IUSR_MACHINENAME is sufficient.

Document Repository

Search;

By default, documentsin the system arestored in the Document Repository under C:\ Program
Files\StatSoft\SDMS\ Data\ Documents. Thefilestructure hereisindependent of the folder structure
inSDMS. Normally,administratorsand userswould notdirectly accessdocumentcontentin the
repository. Note that no document content is stored in the RDBMS database; rather all document content
isstored on thefilesystem.Thefilenameshere areof theform documentid (revisionnumber).ext.

Accesstothe physical documentrepository should be controlled with standard Windowsfilesecurity
topreventunauthorized accesstodocument contentfromoutside the SDMS system. Note thatsetting
Windowsfile security on the Document Repository hasnothing todo with SDMS access control from
within the system; SDMS managesthose permissions fromwithin SDMS. Documents should not be
modified directly in the repository, (outside the SDMS system) because SDMS stores a checksum of each
document and detects changes tothe documents fromoutside the system. When any such change occurs,

SDMS will mark the document ascorrupted.

Microsoft Indexing Service Configuration

Searchin SDMSisimplemented with Microsoft Indexing Service. The SDMS system maintains amirror
of the SDMS folder structure known as the Proxy File Path. By default, it is stored under C:\ Program
Files\StatSoft\SDMS\ Data\ ProxyFiles. The actual SDMS folder structure is stored in the RDBMS
database.The proxy file pathis a mirror of this folder structure containing proxy files that MS Indexing
Service indexes for search purposes. This allows searches based on both document content and document

property values.
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EachdocumentrevisioninSDMShasacorresponding proxy file. Thisisan XML filecontaining
information about thereal documentincludingits properties forindexing purposes. If this directory
becomescorrupted orlost, its content canbe deleted; SDMS will re-createit the next time the SDMS

service starts.

By default, Indexing Service canindexseveral fileformatsincluding MS Office documents and
commontextfiletypesincluding textfilesand htmlfiles. Additionalfile types canbeindexedif the
vendor for that particular fileformat providesafilter dll. Forexample, ADOBE provides afreely
availablefilter dll foruse withMSIndexing Service toallow filtering of PDF documents. Statistica
provides afilter dll for Statisticafile types. If you need tosearch file content for unsupported file types,
pleaseinquire with thatfile type’s vendor to determineif they provide afilter dll.

Basic search. Basic searching based on document content, system properties, and custom textual
properties is available out-of-the-box. Certain types of advanced property value searches require some
additional MSIS configuration (described below). Searchis performed from the Search dialogin the
SDMS Explorer application. (Select Search from the Folder menu.)

Search HE
Basic |Advanced|
Search far:
Search in folder: IUsers ¥ Include subfolders
Search Ir:
% Curent Yersions
' Approved Yersions
 AllVersions
()8 I Cancel |

IntheSearchforeditbox, youcantype simplewordsorphrasesand then searchfordocuments
containing thosewords or phrases. Use quotes for phrasematching. Advanced userscantype more
complex queries here using Microsoft’s Query Language, Dialect 2. The full syntax of thislanguageis
documented by Microsoft on MSDN. (Aninternet search onindexingservice query language will

provide a starting point.)
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Advanced search; property value searches. SDMS supports several options for property value
searching. You can search for documents where some site-defined custom property Contains some value,
Matchessomeregular expression,and/or passessomelogical testwithoperatorsincluding>,<,>=,<=,and

'=. These are all available on the Advanced tab of the Search dialog box in SDMS Explorer:

Search H
Basic Advanced |
r Find Result
with all of the words: I
with the exact phrase: |
with at least one of the words: I
without the words: I
— System Propertie:
|Checked 0wt T =] |- =] [John Smith AND
IChecked Out j |= j Itrue AND
|File Size =l - =] o2
r— Custom Propertie:
IAuthor j IContains j I AND
| Sl oo
| -1 |- |
*
~Search In M sublolders
& Cument Yersions ‘=
€ Approved Versions Ed?a?ﬁ:ﬂgz
7 AlVersions
()8 I Cancel |

By default, MSIndexingService doesnot cache property values. Thismeansthat for the Custom
Properties, theonly type of property value search availableis atextual contains search, such as Author
Contains Smith. Inordertouseregular expressionorlogicaltestsin property valuesearches, MSISmust
be configured tocache the property. Noticein the above screenshot that the Custom Property Author
allowsonlya Containsbased search; the combo box for choosing a search operatorisdisabled. Thisis
becausethe Author propertyisnotcached by MSIS. Non-text type propertiessuch asdatesand numeric

propertiesarenotdisplayed herebecausethey cannot be searched for unless they are cached.

Caching custom properties. Supposeyouhaveacustom date property named ExpirationDate and
you want tobe abletosearch for documents based on values of this property. First, checkin atleast one

document containing a value for this property. At thistime, the Expiration Date property will NOTbe
displayed onthe Advanced tab ofthe SDMSSearch dialogin SDMS Explorer becauseitisnot cached yet.

Open the Computer Management Snap In on the server:
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E Computer Management

J Action  Yiew |J s o= | |

Tree I

Computer Management {Local)

Em System Tools

[]--@ Ewvent Viewer

I:I---% System Information

(-4 Performance Logs and Alerts

-] Shared Falders

s, DiEvice Manager

(-7 Local Users and Groups
Storage

----- (2] Disk Management

----- @ Disk Defragmenter

=) Logical Drives

[]--@ Removable Storage

El--@ Services and Applications

[ B Telephary

[]--g Microsoft SQL Servers

----- W Contraol

% Services

=-

D Directories
a Properties

Fha raraln.l-.Ll_I

1]

=10l x|

2 |
| Property Set 7 | Propert | Friendly Mame | Data Type | Cached Size | Storage Level | o

117a00c7-bd94-4494-850c-853751e2bfdZ2  sdms. comment WT_LPWSTR 30 Secondary
117a00c7-bd94-4494-85cc-853751e2bfd2  sdms.majorversion WT_I4 4 Secondary
117a00c7-bd94-4494-85cc-853751e2bFd2  sdms . write WT_FILETIME & Secondary
117a00c7-bd94-4494-85cc-853751e2bfd2  sdms . status WT_LPWSTR 4 Secondary
117a00c7-bd94-4494-85cc-653751e2bfd2  sdms . size WT_IS g Secondary
117a00c7-bd94-4494-85cc-853751e2bfd2  sdms.filename WT_LPWSTR 30 Secondary
117a00c7-bd94-4494-85cc-853751e2bfd2  sdms.minorversion WT_I4 4 Secondary
117a00c7-bd94-4494-85cc-853751e2bfd2  sdms.Flags WT_UI4 4 Primary
117a00c7-bd94-4494-85cc-853751e2bfd2  sdms.path WT_LPWSTR 80 Secondary
117a00c7-bd94-4494-85cc-853751e2bfd2  sdms. revision WT_I4 4 Secondary
117a00c7-bd94-4494-85cc-853751e2bfd2  sdms . checkedout WT_BOOL 2 Primary
117a00c7-bd94-4424-85cc-5853751e2bFd2  sdms. checkedoutto WT_LPWSTR 15 Secondary
S60c3600-503a-11cf-baal-00004c752a%a  Ox2 Characterization
5d745d47-2dfc-4492-90bf-5e73e126d7eb  mytextprop e

5d745d47-2dfc-4492-90bf-5e7 321 26d7eh

-4 ]
d745d47-2dfc-4492-90bf-5e732126d7eb
b725F130-47ef-101a-35F 1-026089eebac
b725f130-47ef-1015-a5F 1-02608c3eebac
b725F130-47ef-101a-a5F 1-026 08 Seebac
b725f130-47ef-1015-a5F 1-02608c3eebac
b725f130-47ef-1015-a5F 1-02608c3eebac

AL =AFCamn A€ 4Ad . arC4 AR A b oo

author

Directary
ClassId

WT_UT4
WT_UT4

Primary
Primary

After Indexing Service has finished indexing this document, note that the expiration date property

shows up in the Properties folder of the SDMS Catalog under the Indexing Service management branch.
(You might need to right-click Properties - All Tasks - Refresh List.)

Inthe Computer Management SnapIn, right-clickthe expiration date and select Properties to display

this dialog;:
5d745d47-2dfc-4492-90bf-5e73e126d 7eb Properties EHE
Froperty |
Property Set: I5d?45d4?-2dfc-4492-90bf-53?331 2Ed¥eb
Property: Iexpiration date
W LCached
Diatatype: |vT_DATE 4|
Size: I8 _q
Storage Level: =
’TI Cancel | Apply |

Selectthe Cached check box, and setthe Datatype to VT_DATE. MSIS hastwostoragelevels: primary

and secondary. MSISwill keep asmuch of theinformationfromprimary andsecondary cachesin

memory aspossibletoprovidefastaccess. The primary cachehasprecedenceformemory usageover the

secondary cache, sotypically the primary cache containsonlyafew,important, value-type properties.

This means the valuesin the primary cache are usually memory-resident, and those in the secondary cache

are memory-residentif thereis enough storage available.
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After you click OK, MSIS warns you that you must restartIndexing Service and initiate a full rescan
tocachethe property valuesforalreadyfiltered documents. Torestart theIndexing Service, right-click
Indexing Servicein the tree, and select Stop. Then, right-clickIndexing Service, and select Start. To
initiate arescan, select the Directoriesfolder under SDMS, right-click the Proxy File Directory, and
choose Rescan(Full):

CJ computer Management : =101 x|
J Action  View |J¢' -’||><|@ |
Tree I Directar: Alias Include in Catalo

[]---a Telephony d
[]--g Microsoft SQL Servers
WML Control
% Services
-5 Indexing Service Help
=4 soms

-423] Directaries

:\Program Files\SkatSoft SDMS|DiabalPro

Rescan (Fully

Rescan (Incremental)

= @ Query the Catalog
[]---% Internet Information Services -

4| | v

|Initiates a full rescan of the selected scope | |

You can monitor the progress on the Computer Management dialog.

CJ computer Management =101 x|
| action  view |J<:=-D||)<_|@|J>lll |

TFEEI Location Size (... | Total Docs | Docs ko Indesx Deferred For Indexin Word Lists | Saved Indexes | Status

-4 WMI Contral

: % Services
Eg Indexing Service
- =R soms

{:l Directories J

{_1 Properties
L TR v b ot
4| | v

When the Docs toIndex columnis zero, the rescanisfinished. This may take a whileif the repositoryis
large. Nowrestartthe SDMSExplorerclientapplicationand select Search from theFolder menuto
display the Search dialog box. Expiration Date should now beincluded in the list of Custom Properties
on the Advanced tab.

Asindicated byMicrosoft’s documentation for property value queries, date time values should be of the
formyyyy/mm/dd hh:mm:ssoryyyy-mm-dd hh:mm:ss. Your date value queries should now workas

expected.

Other SDMS property types can be cached in MSIS as the following types:

SDMS Property Type MSIS Datatype Notes
Text,LongText,List, Multilist | VT_LPWSTR
Boolean VT_BOOL Usetortrue,forfalseforvaluequeries
Integer VT_I4
Double VT_RS8
Date VT_DATE yyyy/mmy/ddhhmmssoryyyy-mm-ddhhmmss
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