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The Spotfire® Enterprise Runtime for R - Server Edition

The Spotfire® Enterprise Runtime for R - Server Edition (a/k/a TERR service) extends access to the
Spotfire Enterprise Runtime for R (a/k/a TERR™) engine from the installed Spotfire client to Spotfire
web client users.

The TERR™ - Server Edition (a/k/a TERR™ service) is provided to Spotfire® Server administrators as a
set of Spotfire SPK packages, in one SDN distribution file. Spotfire Server administrators can install and
configure the TERR service on a node manager that is available to the Spotfire Server.

The ability to develop predictive analytics, data functions, or TERR™ expressions is available only to
authors using the installed Spotfire client, but users of the web client can take advantage of the added
functionality.

This document is meant for Spotfire Server administrators who need to install and configure the TERR
service, to install R packages for data functions and analyses that use them, and to review logs and
troubleshoot the TERR service.

System Requirements

TERR,

Your deployment must meet certain requirements to run the TERR service.

See the system requirements for this version of the TERR service.

the TERR Service, and Spotfire Statistics Services

Spotfire Analyst users can register and run TERR data functions by using the local TERR engine, or by
using the TERR service. Web client users can use the defined TERR data functions in analyses in a web
browser.

The engine Spotfire Analyst users specify depends on the statistics language used, and whether the
analysis is going to be shared with others through the web client.

Make sure you use the same release of TERR for analyses across services.

TERR

Spotfire Analyst authors can create analyses that use TERR data functions or TERR custom expressions
to run locally (on Windows only). They can use the built-in predictive analytics in Spotfire Analyst.
They can also use the TERR engine that is provided with Spotfire Analyst. However, note that authors
must have the correct Spotfire license to use the TERR engine.

To specify the local TERR engine:

1. In Spotfire Analyst, from the menu, click Tools > Options.

2. In the Options dialog, from the left list, select Data Functions.
By default, the option Use locally-installed Spotfire Enterprise Runtime for R engine is selected.

TERR Service

The TERR service is installed on a node for your Spotfire Server. The TERR service is a licensed
component of Spotfire Statistics Services. It is provided to Spotfire Server customers as a component
under Spotfire Statistics Services on the Spotfire Download site. The TERR service provides
functionality for deploying TERR data functions, expression functions, or other advanced analytics.
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Spotfire Analyst authors can share analyses that they created using TERR data functions, TERR
predictive analytics, or TERR custom expressions with users of the Spotfire web client. By default,
when such an analysis is shared, the TERR service provides the functionality for the users.

& Data functions written to use open-source R require the Spotfire Service for R. They do not work
with the TERR service.

Spotfire Statistics Services

If data functions or custom expressions have been created using TERR, and if you have the TERR
service installed and deployed on a node for Spotfire Server, then Spotfire always uses the TERR
service, even if the analyst supplies a custom URL, and you have a Spotfire Statistics Services server
configured to use TERR deployed in your environment. Spotfire disregards the custom URL for all
analyses that use the TERR engine. This behavior provides both backwards compatibility with existing
Spotfire Statistics Services plus TERR installations, and makes migration to TERR service easier.

Limiting exposure of your deployment

The TERR service is installed on a Spotfire Server node running under Linux or Windows. The Linux
installation provides the option of running the TERR service in a containerization platform.

When you install the TERR service and run the TERR engine, you can take steps to protect the server
deployment, to minimize the risk of unauthorized access, and to minimize the possibility of malicious
acts.

Statistical engines such as TERR provide functions to access data and packages on the internet.
Additionally, they have functions that access the host computer system, such as those for executing
system commands, and those for reading and writing files. By their very design, these languages

can expose computer systems to risk from bad actors, unless the deployer takes steps to secure the
environments in which they run. We strongly recommend reviewing and implementing the practices
described here.

& The TERR service installed on a Spotfire Server node running under Windows does not have a
containerized installation available.

Restricting user access

» Run the TERR service using an account that limits network access to required external data sources
and services only. (Note that taking this step can limit availability to data and package updates.)

e Always run the node manager containing the TERR service as a non-root user. (That is, not as root
or under an Administrative account.)

» If you are running a system where other servers have access to computers running the TERR service,
disable passwordless access between the server and other servers.

Configuring for tighter engine control

o Preserve the default settings for using the TERR service in restricted mode with the property
terr.restricted. execution. node: TRUE. Note that this property is set to TRUE by default. See
Safeguarding your environment on page 23 for more information.

o If your deployment is on a Linux server, then the default configuration for the TERR service is to
use containers (the property use. engi ne. cont ai ners: TRUE). Running the TERR service with
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containers enabled prevents the engines from having access to the host system. See Containerized
Service on page 6 for more information.

Docker is available under separate software license terms and is not part of the Spotfire
Server or the TERR service. As such, Docker is not within the scope of your license for

& Spotfire Server or the TERR service. Docker is not supported, maintained, or warranted in
any way by Cloud Software Group, Inc. Download and use of Docker is solely at your own
discretion and subject to license terms applicable to Docker.

Containerized Service

When you install the TERR service on a Linux computer, by default, it is configured to use a Docker®
container. A containerized TERR service is available only for Linux installations.

To use a containerized TERR service on a Linux system, download and install Docker.

e If you have not yet installed the TERR service, install Docker first, and then install the TERR service.

» If you have already installed the TERR service before installing Docker, then stop the TERR service,
install Docker, set the configuration to use Docker, and then restart the TERR service.

The version of Docker you use depends on your Linux system. See the system requirements for the

recommended version. See www.docker.com for more information about Docker.

The primary benefit of installing and using the TERR service in a container is that it operates the service
in a "sandbox", so the TERR engine does not have access to the host file system. (For more information
about script and data function trust, see the Spotfire client user guide). Running the TERR service in a
container results in negligible performance impact.

Containerization of the engines does not, by default, limit access to the network. If your

A system supports untrusted or public users creating data functions, consider additional firewall
configuration on the host system to limit container exposure to the network or internet to only
necessary sites and servers. Consult your OS or Docker documentation for further guidance.

The only container framework with which we developed and tested the TERR service is Docker. We

do not provide Docker with the base installation; however, you must have Docker installed for the
TERR service to work properly. The service downloads and builds a default Docker image based on
debian:12-slim from Docker Hub. While you cannot modify the image we provide, you can build and
use a different Docker image if you have different configuration requirements. This section contains a
few examples of specifying different Docker images. Alternatively, check Docker Hub for an image that
might work for you.

Docker is available under separate software license terms and is not part of the Spotfire Server
or the TERR service. As such, Docker is not within the scope of your license for Spotfire Server

& or the TERR service. Docker is not supported, maintained, or warranted in any way by Cloud
Software Group, Inc. Download and use of Docker is solely at your own discretion and subject
to license terms applicable to Docker.

You can export and change the configuration options to build and install a customized image.
See Configuring the Service on page 17 for more information. The properties to change in the
configuration are the following:

e docker.inage. nane

e startup. hook. scri pt

Important After you install Docker, you must create the docker group and then add the
o spotfire user to the docker group. For more information about setting up this group, see https://
docs.docker.com/engine/install/linux-postinstall/.

After you install and configure both the container and the TERR service, you can start the service.
When the service starts, containers are created as needed.
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& Optionally, you can set the configuration option use. engi ne. cont ai ner s to FALSE to disable
the container option.

Configuring a custom Docker image on a node with internet access

If you have access to the internet, then you can build a Docker image for your TERR service, referencing
it by its name and tag.

Perform this task from the command line on the computer where your Spotfire Server is installed. Some
steps are performed on the computer where the node manager is installed. (This can be a different
computer.)

You can create the custom configuration before installing the TERR service.

Prerequisites

» You must have Docker installed on the computer running the node manager. If you install and start
the service before you install Docker, then exceptions are written to the log.

e You must have a Linux computer where the node manager is installed. (Your node manager and the
Spottire Server are usually on different computers).

» If you are using the script to build the base Docker image, you must have a connection to the
internet. (A connection to the internet is not required if you are using a locally-available Docker
image.)

Procedure

1. If you have already installed the service from the Spotfire Server Nodes & Services administration
page, and if it is running, then stop the service.

2. On the node manager computer, create a new directory called docker . Inside that directory, create
your Dockerfile.

Important Remember that for any script you write, the line endings must be appropriate
o for the operating system where the service runs. Many text editors can perform end-of-line
(EOL) conversion.

RARBRAR R

# A sanpl e Dockerfile for installing JDK #

HHAHHHH

FROM debi an: 12-slim

# install openjdk

RUN apt-get install openjdk-17-jdk && apt-get clean

# set JAVA HOMVE vari abl e

ENV JAVA HOMVE=/usr/lib/jvm java- 17- openj dk- and64
For more information, see https://docs.docker.com/engine/reference/builder/.

3. On the computer running the node manager, build the image with the name and tag.

The name and tag are comprised as <nane: ver si on>, as follows:

docker build -t terrsrv:258

For more information, see https://docs.docker.com/engine/reference/commandline/build/.
4. On the computer running the Spotfire Server, export the cust om properti es.

5. Edit the settings in the file cust om proper ti es, specifying the name and tag of your custom image.

use. engi ne. cont ai ners: TRUE
docker. i nage. nane: <nane:versi on>

6. On the computer running the Spotfire Server, import the cust om properti es.
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7. From the Spotfire Server Nodes & Services administration page, install the service, specifying the
configuration to use, and then start the service.

If you have already installed the service, then, under the node manager, select the service and click
Edit. From the Configuration drop-down list, select the new configuration.

If problems occur, troubleshoot by examining the Docker f i | e that the service writes. After the
service runs, this Docker fi | e is available at the root service directory on the computer running the
node manager. For example, / opt / nodemanager / <ver si on>/ nnf ser vi ces/ <l anguage>- ser vi ce-
I'i nux-<version_#_| D>/ dockerfil e/ Dockerfile.

Configuring a custom Docker image on a node with no internet access
If your node manager does not have external access to the internet, then you can create a Docker image
on an internet-enabled computer, and then transfer it to your node manager.

Perform the first three steps of this task from the command line on a computer with internet access.
Perform the rest of the task from the command line on the computer where your node manager is
installed.

Prerequisites

» If you are using the script to build the base Docker image, you must have a connection to the
internet. (A connection to the internet is not required if you are using a locally-available Docker
image.)

* You must have a Linux computer where the node manager is installed. (Your node manager and the
Spotfire Server are usually on different computers).

* You must have Docker installed on the computer running the node manager. If you install and start
the service before you install Docker, then exceptions are written to the log.

Custom docker images for the service must contain the following.

e The Java 17 Runtime.
e The JAVA_HOME environmental variable, correctly defined.

ENV JAVA HOME=</correct/path/tol/java>

Procedure

1. On a computer with internet access, create the Dockerfil e.

Important Remember that for any script you write, the line endings must be appropriate
o for the operating system where the service runs. Many text editors can perform end-of-line
(EOL) conversion.

HHHH A

# A sanpl e Dockerfile for installing JDK #

HHHH R R R R

FROM debi an: 12-slim

# install openjdk

RUN apt-get install openjdk-17-jdk && apt-get clean
# set JAVA HOME vari abl e

ENV JAVA HOME=/usr/lib/jvm java-17- openj dk- and64

For more information, see https://docs.docker.com/engine/reference/builder/.
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2. Build the image specifying the name and tag.
Use the command docker build -t <nane:version>, as follows:

docker build -t terrsrv: 258

For more information, see https://docs.docker.com/engine/reference/commandline/build/.
3. Save theimagetoa.tar file.
Use the command docker save -0 <nane-version>.tar <nane:version>, as follows:

docker save -0 terrsrv-258.tar terrsrv: 258

For more information, see https://docs.docker.com/engine/reference/commandline/save/.

4. If you have already installed the service from the Spotfire Server Nodes & Services administration
page, and if it is running, then stop the service.

5. Transfer the . t ar file to the target computer (where the node manager is running).

6. Load the.tar file into the node manager.

Use the command docker | oad -i <name-version>.tar, as follows:
$ sudo docker load -i terrsrv-258.tar
f2419d350464: Loading |ayer [ >]

329. 5MB/ 329. 5MB

Loaded i mage: terrsrv: 258

$ docker inmages

REPCSI TORY TAG | MAGE I D CREATED Sl ZE
terrsrv 258 9941b68e7f 65 17 hours ago 517MB

For more information, see https://docs.docker.com/engine/reference/commandline/load/.
7. On the computer running the Spotfire Server, export the cust om properti es.

8. Edit the settings in the file cust om properti es, specifying the name and tag of your custom image,
and indicating that the docker image identifier should be used directly, without building an image
on top of it.

use. engi ne. cont ai ners: TRUE
docker. i mage. nane: <nane:versi on>
use. i nmut abl e. cont ai ner=true

See Docker container built for no internet access on page 19 for more information.
9. On the computer running the Spotfire Server, import the cust om properti es.

10. From the Spotfire Server Nodes & Services administration page, install the service, specifying the
configuration to use, and then start the service.

If you have already installed the service, then, under the node manager, select the service and click
Edit. From the Configuration drop-down list, select the new configuration.

See Installing the Service on a Node Manager for a Spotfire Server on page 14 and Configuring the
Service on page 17 for more information.

Configuring a custom startup script to build a custom Docker image

You can provide a startup script that is installed and configured on your Spotfire Server build a custom
Docker image for your TERR service.

Perform this task from the command line on the computer where your Spotfire Server is installed, and
on the computer where your node manager is installed. For more information about the startup script,
see Startup script on page 25.
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Prerequisites

You must have Docker installed on the computer running the node manager. If you install and start
the service before you install Docker, then exceptions are written to the log.

You must have a Linux computer where the node manager is installed. (Your node manager and the
Spotfire Server are usually on different computers).

If you are using the script to build the base Docker image, you must have a connection to the
internet. (A connection to the internet is not required if you are using a locally-available Docker
image.)

Custom docker images for the TERR service must contain the following.

The Java 17 Runtime.
The JAVA_HOME environmental variable, correctly defined.

ENV JAVA HOMVE=</correct/path/to/java>

Procedure

1.

If you have already installed the service from the Spotfire Server Nodes & Services administration
page, and if it is running, then stop the service.

On the computer running the Spotfire Server, export the cust om properti es.

On computer running Spotfire Server, create a file called Dockerfile, and then save it to your custom
configuration directory.

Important Remember that for any script you write, the line endings must be appropriate
o for the operating system where the service runs. Many text editors can perform end-of-line
(EOL) conversion.

HHHHH TR R R R R R R R R
e Dockerfi or installi

FROM debi an: 12-slim
# install openjdk
RUN apt-get install openjdk-17-jdk && apt-get clean
# set JAVA HOME vari abl e

ENV JAVA HOME=/usr/lib/jvm java-17- openj dk- and64

For more information, see https://docs.docker.com/engine/reference/builder/.

On the computer running Spotfire Server, create a custom script to build the Docker fi | e, and then
save it to your custom configuration directory.

(By default, <server-installation-dir>/tontat/spotfire-bin/config/root/conf.)

The following example file is named cust onBcri pt . sh.

#!/ bi n/ bash

# Define the i mage nane and tag
| MAGE_NAME="t errsrv: custonScri pt"

# Custom configuration files are at relative path conf/FlLE
DOCKERFI LE_NAME="conf / Dockerfil e"

# Command to check if image exists
COMMAND="docker inspect ${I| MAGE_NAME}"

# Run the command then check the status code
$COMVAND
RESULT=$?
if [ $RESULT -ne 0 ]; then
# I mage did not exist
echo ${| MAGE_NAME} does not exist. Building now. ..
COMMAND="docker build -f ${DOCKERFI LE NAVE} -t ${| MAGE_NANE}
echo ${ COVMAND}
echo "Building the custom docker inmage ${| MAGE_NAME} for the terr-
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servi ce"

$COVVAND
echo "Conpl eted buil di ng ${| MAGE_NAME} "
el se

# | mage exists al ready
echo The requested i mage ${| MAGE_NAVE} al ready exi sts.
f

5. Edit the relevant properties in the file cust om pr oper ti es, specifying using the custom script.

use. engi ne. cont ai ners: TRUE
docker. i nmage. nane: terrsrv:custonScri pt
startup. hook. script: conf/custonScript.sh

6. On the computer running the Spotfire Server, import the cust om properti es.

7. From the Spotfire Server Nodes & Services administration page, install the service, specifying the
configuration to use, and then start the service.

If you have already installed the service, then, under the node manager, select the service and click
Edit. From the Configuration drop-down list, select the new configuration.

If problems occur, troubleshoot by examining the Docker f i | e that the service writes. After the
service runs, this Docker f i | e is available at the root service directory on the computer running the
node manager. For example, / opt / nodemanager/ <ver si on>/ nnf ser vi ces/ <l anguage>- servi ce-
| i nux-<version_# | D>/dockerfile/Dockerfile.

Pulling a custom Docker image from an authenticated repository

You can create a custom start script to configure the TERR service to log in to a remote authenticated
repository and pull a custom Docker image.

This option is available if you want to specify a base image for the docker container, but it is in a
repository that requires authentication to access. To set the appropriate authentication credentials,
you can execute a Docker login command when you start the service, but before starting the Docker
container, as part of a startup hook script.

This task demonstrates accessing a Docker image stored in the AWS Elastic container Registry, which is
an authenticated repository.

Prerequisites

e You must have a Linux computer where the node manager is installed. (Your node manager and
Spotfire Server are usually on different computers).

Custom docker images for the service must contain the following.

e The Java 17 Runtime.
e The JAVA_HOME environmental variable, correctly defined.

ENV JAVA HOMVE=</correct/path/to/java>

Procedure

1. If you have already installed the service from the Spotfire Server Nodes & Services administration
page, and if it is running, then stop the service.

Spotfire® Enterprise Runtime for R - Server Edition Installation and Administration



2.

12

Install the AWS command-line interface (CLI) tool on the computer running the node manager.

See https://docs.aws.amazon.com/cli/latest/userguide/awscli-install-bundle.html for more
information.

a) Run the command aws confi gure, and then connect to your account using your AWS Access
Key and AWS Secret Access Key.

b) Verify that the user running the TERR service can run the aws process.
Determine your docker . i mage. nane property.

a) Inyour AWS account, navigate to Amazon ECR > Respositories.
The docker image name is listed after Reposi tory URI, and the tag is listed after | mage Tags.

Repository URI 123456. dkr. ecr. us-west - 2. amazonaws. confterr/terrsrv-sanpl e
| mage Tags: | atest

The docker . i mage. nane property is a concatenation of those two values.

docker. i mage. name: 123456. dkr. ecr. us-west - 2. amazonaws. confterr/terrsrv-sanpl e: | at est

On the computer running the Spotfire Server, export the cust om properti es.

On the computer running the Spotfire Server, create a custom script and save it to your custom
configuration directory <server installation dir>/toncat/spotfire-bin/config/root/
conf/.

The script uses the AWS get - | ogi n command to fetch the docker | ogi n command. See the
following links for more information:

o https://docs.aws.amazon.com/cli/latest/reference/ecr/get-login.html

» https://docs.docker.com/engine/reference/commandline/login/

In the script, use the absolute path to the aws command (usr/ 1 ocal / bi n/ aws).
We named this sample script awsScri pt . sh.

If saved to a custom configuration, it resides at the relative path conf/awsScri pt . sh.

Important Remember that for any script you write, the line endings must be appropriate
0 for the operating system where the service runs. Many text editors can perform end-of-line
(EOL) conversion.

#1 [ bi n/ bash
# Request a login from AWS
# The command will return a 'docker login' string
DOCKER_LOGd N="/usr/ | ocal / bi n/ aws ecr get-login --no-include-email --region us-west-2"
echo Retrieved the command ${ DOCKER LOG N}
# Execute that 'docker |ogin'
${ DOCKER_LOG N}
echo docker |ogin authentication conpleted.

From the command line, manually test your script at this stage to ensure that everything works
correctly.

Edit the relevant properties in the file cust om pr operti es with the appropriate values.

docker. i mage. nane: 123456. dkr. ecr. us-west - 2. amazonaws. confterr/terrsrv-sanpl e: | at est
use. engi ne. cont ai ners: TRUE
startup. hook. script: conf/awsScript.sh

From the command line, manually test the script again to make sure that it works correctly.

On the computer running the Spotfire Server, import the cust om properti es.
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10. From the Spotfire Server Nodes & Services administration page, install the service, specifying the
configuration to use, and then start the service.

If you have already installed the service, then, under the node manager, select the service and click
Edit. From the Configuration drop-down list, select the new configuration.

What to do next
If problems occur, troubleshoot by examining the Docker fi | e that the service writes. After the
service runs, this Docker fi | e is available at the root service directory on the computer running the

node manager. For example, / opt / nodermanager / <ver si on>/ nnf ser vi ces/ <l anguage>- ser vi ce-
| i nux-<version_# | D>/ dockerfil e/ Dockerfile.
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Installing the Service on a Node Manager for a Spotfire

Server

After installing and authorizing a node manager, you can install the TERR service.

Prerequisites

You have installed and authorized a node manager. See the topics Node manager installation and
Trusting a node in the Spotfire® Server Installation and Administration user guide.

The Spotfire Server and the node manager are up and running.

You have deployed the operating-system-specific SDN for the TERR service into a deployment area
of your Spotfire Server. For information about deploying the SDN, see the topic Adding software
packages to a deployment area in the Spotfire® Server Installation and Administration user guide.

Important
* You can install the TERR service on a node manager running on a computer with an
o operating system (OS) that is different from that of your Spotfire Server.

o All services belonging to the same Spotfire deployment area must run on node managers
with the same OS.

Optional: You have created and imported a custom configuration for the TERR service.

Procedure

1. Log in to the Spotfire Server and click Nodes & Services.

2. Under Node managers, select the node to which you want to add the TERR service.
A running service shows a green circle with a check mark next to the selected node manager.
In the Services area, the names of the current services are shown in the lower-right pane of the
window.

3. Click Create new service.
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4. Make your selections in the Create new service dialog:
a) Under Deployment area, select the area where you deployed the TERR service.

& ‘ Administrators often create a Test deployment area to use as a staging server.

b) Under Capability, select TERR.

¢) Under Configuration, select the service configuration to apply to the service.

In most cases, this is the default configuration, unless you have created a custom
& configuration. See the Spotfire® Server Installation and Administration user guide for more
information on creating a custom configuration.

d) Under Service name, provide a display name for the service.
e) Under Add instances, specify the number of instances.
f) Under Instances name, provide a name for the instances.

g) Under Number of instances, leave the option set to 1.

The TERR service can have only one instance per node. If you set it to a value other than 1, the
service does not work as expected.

One TERR service instance can serve multiple users simultaneously. See the Custom
configuration properties for more information.

h) Under Port, you can change the default as needed.

5. Click Create service.

To view the progress of the installation, click the Activity tab.

Result

The service is installed and starts.

Additionally, three helper R packages are installed. See Helper packages included in the service on
page 15.

&

If you experience errors, click View logs for more information.

What to do next

For information on the remaining setup tasks, see the topic Post-installation steps in the Spotfire® Server
Installation and Administration user guide.

Helper packages included in the service

The following packages are included with the service to provide functionality for working with

Spotfire.
SpotfireData Contains functions for reading and writing sbdf files.
SpotfireUtils Contains functions that users can call directly from a script.
SpotfireSPK Contains a function for building and distributing Spotfire (SPK) packages. See The Spotfire
Package (SPK) on page 28

For more information about the functions in these packages, load the package and read its help file.

Example
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1. On the computer running the node manager, open the R console.

. From the prompt, set the package path.

.libPaths(c(.libPaths(), "<NM HOVE>/services/<path-to-spotfire-service-for-r>/1ibrary/
<ver>"))

. Load the package.

l'i brary(SpotfirebData)

. Load the help.
hel p( Spot fi reDat a)
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Configuring the Service

You can customize certain behaviors for the TERR service by exporting the service properties, editing
the file, importing service properties, and then applying the new configuration.

Perform this task on the computer where you have installed Spotfire Server.

& For general information about configuring services for Spotfire Server, see the Spotfire® Server
Installation and Administration user guide.

Prerequisites

* You must have completed the steps outlined in Installing the Service on a Node Manager for a
Spotfire Server on page 14.

* You must have administrative read-write privileges to save the changed configuration file.

Procedure

1. Open a command line as administrator and change the directory to the location of the command-
line config tool (on Windows, conf i g. bat ; on Linux, confi g. sh).

The default location is <server installation dir>/toncat/spotfire-bin.

2. On the command line, issue the following command:

config export-service-config --capability=TERR --depl oynent - ar ea=<your depl oynent area
nanme>

If you already have a configuration name from previously editing the configuration, and
you want to change that configuration, provide the configuration name using the - - conf i g-
name=<confi gurati on name> option.

The file named cust om properti es is exported and written to the directory <ser ver
installation dir>/tontat/spotfire-bin/config/root/conf.
When prompted, provide the password for the config tool.

4. Using a text editor, open and edit the file <server installation dir>/tontat/spotfire-bin/
config/root/conf/custom properties.
The text file contains comments to provide you with information about each property. Alternatively
see the individual reference topics for the properties for more information.

5. Save the changes, and then close the text editor.

6. Optional: Copy any additional files to add to the configuration into the directory <ser ver
installation dir>/tontat/spotfire-bin/config/root/conf/.

For example, you can add a configuration script. (Configuration scripts must be specified in the
custom property st art up. hook. scri pt. See Startup script on page 25 for more information.).
For a Linux OS deployment, you can add a Dockerfile.

7. From a command line, return to the directory for the command-line config tool.

The default location is <server installation dir>/toncat/spotfire-bin.
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8. On the command line, issue the following command:
config inport-service-config --config-name=<new confi g- nanme>

The conf i g- nane you specify identifies this configuration, so provide a name that is meaningful for
the change. For example, if you create a configuration with a specific debugging level, you might
name the configuration Debugging.

& You cannot overwrite the default configuration. You must provide a configuration name
when you import the custom configuration.

See the reference topic for i nport - ser vi ce- conf i g in the Spotfire Server and Environment Installation
and Administration user guide for information about additional options.

9. Open a web browser and log in to the administration console for Spotfire Server.
10. Click Nodes & Services.
11. Under Network, select Node managers, and then select the TERR service.

12. Click Edit.
The Edit service dialog is displayed.

13. In the Configuration drop-down list box, select the configuration name to apply, and then click
Save.

Result

The service is stopped, and then Spotfire Server restarts the service and applies the new configuration.
The TERR service begins recording information to the Service Logs. For more information, see Service
Logs.

& To change the new configuration, export it again, specifying its name. If you do not specify the
name, the default configuration is exported.

Custom configuration properties

You can fine tune the behavior of the TERR service by setting custom configuration properties.

Allowed engines

You can specify the number of TERR engines that can run concurrently, and the number of TERR
engines that are allocated in the TERR service queue.

Configuration property Default setting Description

engi ne. sessi on. max <one less than The maximum number of TERR engine sessions that are allowed
the number of to run concurrently in the TERR service. Each user running data
logical processors functions in a Spotfire analysis uses its own session.
available on the The default is one less than the number of logical processors on
node>

the host.

engi ne. queue. si ze <one quarter of the  The number of TERR engines preallocated and available for new
number of logical sessions in the TERR service queue. The service always starts
processors on the enough engines to keep the queue at the requested level.

host, constrained

to a minimum of 1
and a maximum of
10. > This number can be set manually to a value higher than 10.

The total number of engines that can run at the same time is the
sum of engi ne. sessi on. nax + engi ne. queue. si ze.
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For more information on how engine resources can be managed, see Service resource management
scenarios on page 42.

Compressed job contents and results

You can compress large data sets sent to TERR. You can also compress returned results for TERR data
functions that are then sent to the TERR service.

Default
Configuration property setting Description
jetty.gzip. conpression- 4 Set to a value from 1 to 9, inclusive. 1 offers the fastest compression speed
I evel but at a lower ratio. 9 offers the highest compression ratio but at a lower

speed.

jetty.gzip.mn-gzip-size 32 The minimum size in bytes before the response is compressed.
jetty.gzip.inflate-buffer- 2048 The size, in bytes, of the buffer to inflate a compressed request. Set to - 1
si ze to disable compression uploads.

Disable warnings

By default, warnings from the data function (or included packages) are sent to the client when
executing a data function through the service. It is possible to suppress warnings by disabling the
warning alert.

Configuration property Default setting Description

di sabl e. war ni ng. al ert fal se Set to t r ue to disable sending warnings from the data function to
the client when executing a data function.

Docker container built for no internet access

If you are deploying a TERR service to use in a system with no internet access, you must configure the
container image so that it does not try to build an image on top of the one that you have initially built in
a system with internet access.

Configuration property Default setting Description

use. i nmut abl e. cont ai ner fal se Set to t r ue to indicate to the service that the image identifier (
nane: t ag) that is given in the docker . i mage. nane is immutable,
and should be used directly without building an image on top of
it. The defaultis f al se.

This property is required only for containers that are used in
Spotfire Server deployments that do not have access to the
internet.

% To use an immutable container, you must have installed
JDK version 17 in the container.

For more information, see Configuring a custom Docker image on a node with no internet access on

page 8.
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Engine pruning

When the TERR service reaches a certain percentage of capacity of usage, then the TERR service begins
pruning TERR engines to free service resources.

Configuration property Default setting Description

engi ne. prune 10 The time, in seconds, that a TERR engine can be idle before the
TERR service prunes it.

dynani c. prune. t hreshol d 60 The TERR service capacity at which idle pruning is engaged, as a
percentage value.

By default, when the TERR service reaches 60% capacity of usage,
then it begins the idle-pruning process as specified by engi ne.
prune.

e Setto 0 to always prune when a TERR engine is idle.

e Set to 100 to never prune when a TERR engine is idle.

For more information, see Service resource management scenarios on page 42.

Engine timeout

You can specify the length of time a TERR engine runs to complete a task before failing with a timeout
error. You can also specify the length of time for a TERR session to exist.

Default

Configuration property setting Description

engi ne. execution. ti neout 600 The length of time, in seconds, that the TERR service allows the
TERR engine to execute a request before stopping the execution
with a timeout error.

engi ne. sessi on. maxti ne 1800 The length of time, in seconds, that the TERR service allows the
TERR engine session to exist before killing it.

To disable session pruning, set this value to - 1.

File size upload limit

When planning for uploading files for the TERR service, you can set the file size limit for uploading
using the properties setting for the Spring Boot framework. If you change this setting, consider how the
file size might affect the speed at which files can be uploaded.

Configuration property Default setting Description

spring.servlet.mltipart. max- 100 MB The total file size for upload cannot exceed the value for this
file-size setting.

spring.servlet.nultipart. max- 100 MB The total request size for a multipart file upload cannot
request - si ze exceed the value for this setting.
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Logging level

By default, the logging level is set for the TERR service to provide informational progress.

In the cust om properti es file, you can set the logging level through the property | oggi ngLevel . The
TERR service uses Log4]2-defined logging levels.

Level Description

ALL All levels are reported.
TRACE Reports a finer-grained level of events than the DEBUGlevel.
DEBUG Reports a fine-grained level of events. This setting is most useful when you are debugging problems

with the service.

I NFO The default. Reports informational messages that highlight the progress of the TERR service, but at
coarse-grained level.

WARN Reports potentially harmful situations.

ERROR Reports errors. These errors might still allow the TERR service to continue running.
FATAL Reports only very severe errors that cause the TERR service to stop.

OFF Turns off logging.

Manage Java options

You can set certain Java command-line options for the TERR service for managing such settings as the
Java heap size.

Default

Configuration property setting Description

di sabl e. j ava. core. dunp TRUE By default, when the JVM stops responding, it does not write
full core dumps to the t enp directory. Set this value to FALSE to
enable full core dumps.

Setting this value to FALSE can potentially cause the
% core dump to fill all available disk space. Use with
caution.

Spotfire® Enterprise Runtime for R - Server Edition Installation and Administration



22

Default
Configuration property setting Description
j avaQptions none In systems with a lot of memory, administrators might want to
limit the initial or maximum heap size that the TERR service can
use.

In the following example, the custom property sets the Java
initial heap size to 1GB.

javaOptions: - Xnslg

In the following example, the custom property sets the Java
initial heap size to 2GB and the maximum heap size to 4GB.

javaOpti ons: - Xnms2g, - Xnx4g

The j avaQpt i ons setting controls Java memory only,
and does not control memory allocated in the TERR

% runtime. (Memory allocated by Java is typically very
small, which makes it possible to set a very low value
for the initial heap size, such as Xns64M)

To include multiple java options, delimit the options with a
comma and no space. The following examples demonstrate
setting an empty property, setting one property, setting two
properties, and setting three properties.

javaOpti ons:

javaOptions: - Xns2g

javaOpti ons: - Xnms2g, - Xnx4g

javaOpti ons: - Df oo="f oobar ", - Xns2g, - Xnx4g

The j avaQpt i ons property cannot contain spaces. For
% example, - Df 00="f 00 bar" is not a valid property
setting.

For other Java command line options, see the Java
documentation.

Package library location

You can set the location of packages that TERR can use in the TERR service configuration settings.

Configuration property  Default setting Description

packagePat h none The absolute path to the shared package library location. When specifying
the path, you must use a forward slash regardless of operating system.

e If you install packages into your Spotfire® deployment using the SPK
process, then this setting is not required.

e If you install packages onto the server using the TERR function
i nstal | . packages, then set this path to the package installation
location.

Example

packagePath: /opt/terr/library
packagePat h: C./Progra~/spotfire/terr6l/library
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Safeguarding your environment

This custom property setting helps minimize the risk of malicious acts in your environment.

Configuration property Default setting  Description

disable.spotfire.trust.checks FALSE By default, the TERR service checks whether a data function has
come from a trusted source.

Set to TRUE to not check for the data function trust status of any
data function run on the TERR service.

Setting this value to TRUE results in all Spotfire

data functions executing unrestricted. We strongly
A recommend that you ensure that your service is fully

secured, that engine containers are enabled, and that

network access from the containers is limited (using a

firewall) to only necessary servers and ports.

For more information about script and data function trust, see
the Spotfire® Analyst User’ Guide and the Spotfire® Administration
Manager User’Guide.
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Configuration property Default setting  Description

terr.restricted. execution. node TRUE This setting causes each expression sent to the TERR engine,
running in the TERR service, to be evaluated by the function
>>nane>> as to whether it is a restricted operation. Restricted
execution mode allows executing arbitrary scripts without
worrying that the script could do malicious things, such as
deleting files or uploading confidential data to a server over
the internet. eval REXis fairly conservative, preventing many
operations, while still allowing some useful exceptions. The
following shows a non-exhaustive list of operations disallowed
in restricted execution mode.

If such an evaluation is attempted, TERR generates an error,
suchas"Error: restricted call to Native[tenmpfile]",
and execution of the expression is terminated.

e Calling the restricted TERR function eval REX itself.
e Performing any I/O to the file system or the internet.

e Loading new packages, except for the libraries included
with TERR (stats and so on).

e Spawning new operating system processes (that is, calling
system).

e Calling . Cal I, used to call Rapi code in CRAN packages.
e Calling.Cor.Fortran.

e Calling into Java using the terrJava package (which allows
executing arbitrary Java methods).

e (Calling any functions in the parallel package (which uses
terrJava).

e  Accessing any function environments in the stack above the
call to eval REX using either sys. frame or parent.franme.
This prevents malicious code from installing functions or
expressions that could be executed after leaving restricted
execution mode.

e Changing the variable lookup path by setting par ent . env
of an environment, or reading or setting the environment of
a closure.

e Defining 54 classes and methods using set O ass or
set Met hod.

If you need to use any part of the above functionality as part

of your TERR service deployment, then you can setterr.
restricted. execution. mode=FALSE. If you change this setting,
be sure to review your deployment for additional steps you can
take to ensure against malicious acts. See Limiting exposure of
your deployment for more information.

For more information aboutterr Uil s: : eval REX, see its help
file in the Spotfire® Enterprise Runtime for R Language Reference.
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Startup script

You can specify a script to run before a container or TERR engine is started.

Default

Configuration property setting Description

startup. hook. scri pt none The path and name of a startup hook script that runs before any container
or TERR engine is started. This value can be empty (for no script) or a
relative path from the TERR service working directory.

Place the startup script in the directory with the cust om properties
file (by default <server-instal | ation-dir>/tontat/spotfire-bin/
config/root/conf/).

% To specify the path, you must use forward slash (/) regardless of
the host operating system.

The TERR service can run either a . bat or a . sh file format, depending on
the host operating system.

On a Linux system, the script must have appropriate permissions before
the TERR service executes it.

Important Remember that for any script you write, the line

o endings must be appropriate for the operating system where the
service runs. Many text editors can perform end-of-line (EOL)
conversion.

You can use the startup script to set environment variables, create
directories, download files, or prepare the file system settings in other
ways before the service starts. (For example, you can perform Docker
commands in the script for a Linux deployment area, or you can run
another script. See Containerized Service on page 6 for more information.)

Example

e Relative path for a Linux deployment area: conf / nyst art upscri pt. sh

o Relative path for a Windows deployment area: conf / nyst art upscri pt. bat

engine ports

TERR engines running under the TERR service require open ports to communicate. The first available
port, and the range to the last available port, are determined by these two settings.

The defaults specify a range between 61001 and 62000.

Configuration property Default setting Description

engine.port.mn 61001 The first specified available port set for a TERR engine.

engi ne. port.range 1000 This value, added to the value specified in engi ne. port. mn,
indicates the range of the ports available for the TERR engines.

JMX monitoring

You can use an installation of Java Management Extensions (JMX) and the Remote Method Invocation
(RMI) connector to monitor the TERR service.

Remove the comment marker and set the properties to connect to JMX using RMI in the custom
properties file. To use JMX monitoring, you must provide valid settings for all five of these properties.
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o Important Because J]MX monitoring requires connecting to the specific IP address of the node,
you must create a custom configuration for each node to monitor.

Configuration property Default setting Description

j M. rm. usernane None Set this value to the J]MX user name.

j mx. rmi. password None Set this value to the JMX password.

j mx.rni. host None Set this value to the IP address of the host computer (that is, the

computer where the node manager and the TERR service are
installed.)

jmx.rm. port 1099 Set this value to an available port for the RMI connection with
TMX.
jmx.active None Set this value to TRUE to activate J]MX.

For more information, see Monitoring the Service using J]MX on page 45.

Containerized configuration

The TERR service provides custom properties that are specific to the Linux operating system.

Configuration property Default setting Description

use. engi ne. cont ai ners TRUE Runs the TERR engine inside a container when this value is set
to TRUE (the default).

ramlinmt 1000 The amount of RAM and SWAP memory to which the TERR
engine containers are constrained, in megabytes.

docker . i mage. name debi an: 12-slim When you use containers, the TERR service builds a custom
image based on a starting image.

This property is used by the Dockerfile as the FROMline.

See https://docs.docker.com/engine/reference/builder/#from for
more information.

The TERR service default is debian:12-slim.

For more information, see Containerized Service on page 6.
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Package Management for the Service

If a data function author in your organization creates a Spotfire analysis that uses packages from a
public or private repository, then the administrator must make sure that the packages are installed on
Spotfire Server.

Important Packages must be installed in the same type of environment as where they are
executed. For example, if you built the Docker image for your containerized TERR service,

o make sure the packages are installed on a node manager running the same operating system
as the containerized engines. If this is not possible, then see the workaround options in
Troubleshooting the Service on page 47.

TERR programmers in your organization can develop their own packages or take advantage of some
of the thousands of compatible packages developed by other TERR programmers, and then share the
analyses that use those functions with Spotfire users in your organization.

8 Data function authors must be in the Script Author group to create and save data functions that
use TERR.

The largest and most commonly-used, curated repository for R packages is the Comprehensive R
Archive Network (CRAN). Most packages that are not installed with the TERR service are downloaded
from this repository.

Testing results for CRAN package compatibility are available for Windows and Linux.

Important By default, the TERR engine runs in "Restricted Execution” mode, where attempting

to execute certain operations defined as restricted (such as installing packages or performing

any I/O operation) generates an error. This option is meant to protect your system from

0 potentially malicious code running in the global environment. To enable your data function
developers to upload and use packages, you must allow the TERR service to run in unrestricted

mode. For more information about restricted mode, see the TERR language reference for

eval REX. For more information on setting trust options for data functions and scripts in Spotfire,

see the topic Script and Data Function Trust in the Spotfire Analyst Help.

The service provides the following ways to add packages.

Installing packages directly on the node manager computer, using the TERR engine installed there.

This way makes the packages accessible to a TERR service engine running on a node when the engine
session is created. This method is the most efficient, because calling i nst al | . packages() directly

on the server ensures that all dependent packages are also installed. If you use this method, you

must specify the package path in the custom configuration file. See Configuring the Service for more
information.

Building an SPK that contains custom-designed or CRAN packages that are compatible with the
supported TERR engine.

The SPK is uploaded to the server. Packages are stored as part of the deployment and are accessible to
the TERR service engine running on a node when the engine session is created. This waﬁ of installing
packages re%uires that you create and manually maintain a Debian Control File (DCF) that lists all
packages to be installed, including deﬁendent packages. Because the DCF controls SPK versioning, it
provides better package governance than directly uploading to the server. See The Spotfire Package
(SPK) on page 28 for detailed instructions for creating an SPK and managing its packages. See
Installing R Packages Manually on page 39 for more information.

Important If you create an SPK on a computer other than the computer where the node
manager is installed, then be sure to use a com}guter that is running same otperating system as

o the computer where the packages are going to be deployed. For example, If you are creating
an SPK on Linux, be sure your Linux OS type and version are the same as that of the computer
where the node manager is installed.

Configuring the packagePat h in cust om properti es to point to a mounted drive or directory that
contains packages that are compatible with the TERR engine.
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This way of package management is the most controlled, where only packages in the sEecified
repository are used. Data function authors must also configure their systems to write their data
functions to use these packages.

Regardless of which way your organization uses to manage packages, the administrator who installs
the TERR packages must do the following.

o Coordinate with the author of a Spotfire data function to ensure that all TERR packages that are
used in the analysis are installed on the host computer running the nodes on which the TERR
service is running.

o Ensure that all required and dependent packages associated with the needed packages are also
installed. (The author of the data function can provide the administrator with this information.)

& The SPK package management tools handle installing all required and dependent packages
needed by a specified package.

Important If you install packages from the TERR console, or using TERR provided with Spotfire
Analyst, you usually install them using a script such as i nstal | . packages(c("packagenane",
o " packagenane”) ) . However, if you try to install packages using such a script from the TERR

service then the packages are not available to the entire service. To ensure that the packages you
need are available to the entire service, you need to install them on the host computer running
the TERR service.

Find help

Spottire includes many avenues to help with packages, whether they are TERR language packages to
use with the TERR service or Spotfire packages (SPKs).

Task Help resource

Building packages using Spotfire Spotfire® Enterprise Runtime for R Technical Documentation at https://docs.tibco.com/
Enterprise Runtime for R. products/spotfire-enterprise-runtime-for-r

Deploying a package using the Spotfire® Server Installation and Administration at https://docs.tibco.com/products/
Spotfire package mechanism. spotfire-server

Learning about Spotfire Statistics Spotfire® Statistics Services Installation and Administration at https://docs.tibco.com/
Services architecture and server products/spotfire-statistics-services

management, versus the TERR

service management.

The Spotfire Package (SPK)

A Spotfire SPK is usually created and tested by developers to package and deploy third-party
extensions to the Spotfire Server, which can then be distributed to the Spotfire Server node for use by
another service (and in some cases, distributed to Spotfire clients).

Even though they are both called “packages”, the R package and the Spotfire package (SPK) are
different.

o The R package (usually downloaded from a repository, such as CRAN) contains specialized
& R functions.

o The SPKis a means to deploy extensions to the Spotfire Server, which either distributes its
contents to Spotfire Analyst users, or installs for a service, such as the TERR service, to use
from the Spotfire Server node.

To make it easy to create SPK files containing TERR functions, use the package SpotfireSPK, which has
the following two functions:
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bui | dSPK, which creates an SPK containing packages suitable for distribution to other Spotfire
Analyst clients to create analyses using data functions.

%) This use case applies only to TERR and not to the TERR service, so it is not covered in the
h TERR service documentation.

bui | dSer ver SPK, which creates an SPK containing packages suitable for distribution to a Spotfire
Server for use by the TERR service.

This documentation does not cover Spotfire SPKs in general, only those packages built using the
SpotfireSPK package that contain R packages. For more general information about extending Spotfire
using the SPK, see the Spotfire Developer documentation available at docs.tibco.com.

Whao should use your

analysis?

Other Spotfire Analyst users Spotfire Business Author and Consumer users

1 Instnacticn Ml

Spotfire® Enterprise Runtime for R - Server
Edition Installation and Administration

Spotfire® Enterprise Runtime for B Technical
Documenialion

TERR command to bulld SPH

buildServerSPK["Spotfire SPE.dcl”,

buildSPK("SpatfireSPK.dcf”, "SpotfireSPK.spk”) RSolraSPI oK)

|{i_'-'
v .
| Analysis using
Packages distributed e e
1o other Spotfire Spotfire Business
Analyst users  Author and Consumer
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Obtaining the SpotfireSPK toolset
Using the SpotfireSPK package, you can generate a Spotfire SPK containing your TERR packages, and
then automatically distribute them to Spotfire Analyst installations in your organization.

You must have installed Spotfire Analyst. You must have a license to use TERR in your Spotfire Analyst
installation.

Procedure

1. From the Spotfire Analyst menu, click Tools > TERR Tools.

2. On the Engine tab, click Launch TERR Console.
The TERR console in the Spottfire installation is displayed.

3. At the console prompt, typel i brary(" SpotfireSPK").
The package is loaded in the TERR session, and you are now ready to build the SPK to contain the
TERR-compatible binary packages.

4. Review the Help for the package functions, bui | dSPK and bui | dSer ver SPK, by typing the
following in at the command-line in the TERR console:

?bui | dSPK or ?bui | dSer ver SPK

e bui | dSPKbuilds an SPK that is distributed to other Spotfire Analyst users.

e buil dServer SPKbuilds an SPK that is installed on the Spotfire Server for the TERR Service to
use.

Spotfire SPK versioning

Typically, you create the SPK (. spk) file that contains the packages, and then you install it on a
service running on a Spotfire Server node. You might need to change or update the packages that you
distribute, which requires updating the . spk file.

You can create or change a Spotfire . spk file using TERR or from a text editor. The TERR functions
bui | dSPK and bui | dSer ver SPK create the Spotfire . spk file using the versioning rule details for the
following tasks.

The SPK property Bui | t Ver si on is NOT the same as the package version. That information is
& stored in the package DESCRI PTI ONfile. Bui | t Ver si on is always specified as four components
(N. n. n.n).

You can learn more about the TERR functions bui | dSPK and bui | dSer ver SPK by reading their help
files. See Obtaining the SpotfireSPK toolset for more information.

You can learn more about the TERR function bui | dSer ver SPK by reading its help file.
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As of TERR version 5.1, the SPK you create by calling bui | dSPK or bui | dSer ver SPK also
includes Imports and Depends packages.

&

Task

Create a new

DCEF for a new
SPK containing
packages to put on
the Spotfire Server.

Example

From the TERR console, install the required
packages, and then create the SPK.

#l oad the library containing
#the tool s
i brary(SpotfireSPK)

#install the packages to go
# into the SPK
instal | . packages(c("plyr","zoo"))

#create the DCF contai ni ng
# the package nanes
writeLi nes("Packages:
Server SPK. dcf")

plyr, zoo",

#create the SPK to upload to the
# Spotfire Server

bui | dSer ver SPK(" Ser ver SPK. dcf", "
Ser ver SPK. spk™")

Notes and Results

A DCF with the name Ser ver SPK. dcf is
created containing the package names listed
in the t ext argument of wri t eLi nes, along
with their required and dependent packages.
The specified packages are included in the
SPK.

The SPK Bui | t Ver si on number is listed in

the DCF as follows.
"BuiltVersion: 1.0.0.0"

You can see the Bui | t Ver si on by

opening the DCF in a text editor, or
by calling r eadLi nes:

I
=

readLi nes( " Ser ver SPK.
dcf")

Add packages to Using a text editor, open the existing DCF, and add The DCF with the name Ser ver SPK. dcf is
an existing SPK names to the list of the (installed) packages to put in overwritten, and the packages you manually
to put on Spotfire the SPK. Do not edit any other part of the DCF. added to the DCF are added to the SPK.
Server. Packages: plyr, zoo, caret, f orecast The SPK Bui | t Ver si on is changed to the
From the TERR console, create the SPK. next minor version number and is listed in
the DCF. For example:

zcrsgg: ?i tr gesgf\lfetr o upload to the "BuiltVersion: 1.1.0.0"

bui | dSer ver SPK(" Ser ver SPK. dcf ",

Ser ver SPK. spk",

spkNane = "Official CRAN Packages")
Remove a Using a text editor, open the existing DCF, and The DCF with the name Ser ver SPK. dcf
package from the remove the unwanted package names from the list of ~ is overwritten, and only the packages
existing SPK (and packages. Do not edit any other part of the DCF. remaining in the DCF are included in the

subsequently from
Spotfire Server).

Packages: plyr
From the TERR console, create the SPK.

#create the SPK to upload to the
# Spotfire Server

bui | dSer ver SPK(" Ser ver SPK. dcf", "
Ser ver SPK. spk",

spkName = "Official CRAN Packages")

SPK.
The SPK Bui | t Ver si on is changed to the

next major version number and listed in the
DCF. For example:

"BuiltVersion: 2.0.0.0"
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Task Example

Assign a specific
Bui | t Ver si on
number to an SPK.

From the TERR console, install the required
packages, and then create the SPK.

#l oad the library containing
# the tools
i brary(SpotfireSPK)

#install the required packages
install.packages(c("plyr","zoo"))

#create the DCF contai ni ng

# the packages

wri t eLi nes(" Packages: plyr, zoo",
Server SPK. dcf")

"

#create the SPK to upload to the

# Spotfire Server,

#passing in the version nunber.

#This argunent is a character string
or a

#nuneri c_versi on object containing
four conponents

bui | dSer ver SPK( " Ser ver SPK. dcf ",

Server SPK. spk", version="1.2.3.4")
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Notes and Results

The DCF with the name Ser ver SPK. dcf is
created (or overwritten if it already existed)
, and the packages specified in the DCF are
included in the SPK.

The SPK Bui | t Ver si on is set to the value
passed in for the argument version. For
example:

"BuiltVersion: 1.2.3.4"

Generate a new
DCF with the same
name.

From the TERR console, install the required
packages, and then create the SPK.

#l oad the library containing
# the tools
I'i brary(SpotfireSPK)

#install the packages to go into
# the SPK
install.packages(c("forecast", "caret"

))

#create the DCF containing the

# nanes of the installed

# packages

wr it eLi nes("Packages: forecast, caret”
, "Server SPK. dcf")

#create the SPK to upload to the
# Spotfire Server

bui | dSer ver SPK( " Ser ver SPK. dcf ",
Ser ver SPK. spk")

Important If you use this method
to overwrite an existing DCF, the
version number is still set to 1. 0.

0 0. 0; therefore, Spotfire Server does
not register the package as a new
one, so it does not distribute the
new packages to the users.

The DCF with the name Ser ver SPK. dcf is
overwritten, and the package names listed
in the t ext argument of wri t eLi nes, along
with their required and dependent packages,
are included. The packages specified are
included in the SPK.

The SPK Bui | t Ver si on number is listed in
the DCF as follows:

"BuiltVersion: 1.0.0.0"

Creating an SPK to put a CRAN Package on Spotfire Server

By running a few lines of TERR code, you can create a Spotfire SPK that you can deploy to Spotfire

Server for use by the Spotfire web clients.

You can create an SPK containing packages, you can add a package to an existing SPK, or you can
remove a package from an SPK. This topic demonstrates creating an SPK containing two packages by
downloading the packages, and then creating the Debian Control File (DCF) that specifies the package

contents.

Perform this task from the TERR console.

You must use the same version of TERR that is running in the TERR Service on the node manager. This
version of TERR must be a supported version, as listed in the System Requirements.

‘ On Windows, start the TERR console available from the Tools menu in Spotfire Analyst.
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Prerequisites

e Review the SPK information in this Help.

* You must have access to the TERR console.

* You must have access to the Spotfire Server deployment area.

* You must have access to an internet connection that allows you to download packages from CRAN.

* You must build a package for the operating system on which your Spotfire Server node manager is
installed.

Procedure

1. From the TERR console, install the packages you want to include in the Spotfire SPK.

This example shows installing two packages. The function that builds the SPK includes all Includes
and Depends packages in the SPK.

install.packages(c("dplyr","zoo"))

& If you are running Windows, you can install the packages you want in Spotfire Analyst from
the TERR Tools Package Management dialog box.

2. Inthe TERR console, generate a list file.

In this example, we create the Debian Control File (DCF), which is a list file that contains the two
sample packages.

wri t eLi nes(" Packages: dplyr,zoo", "ServerSPK. dcf")

The file Ser ver SPK. dcf contains one line: " Packages: plyr, zoo". (Make a note of the file
location.)

3. Load the library that contains the functions to create the SPK for Spotfire Server.

I'i brary(SpotfireSPK)

4. Inthe TERR console, call the function that creates the SPK, and pass in the name of the DCF you
created, and then add the packages to an SPK named Ser ver SPK. spk.

bui | dSer ver SPK(" Ser ver SPK. dcf", "Server SPK. spk")

The Spotfire package file is created, and the file Ser ver SPK. dcf now contains the information
similar to the following;:

Packages: dplyr, zoo

Built: TERR service <ver>; 2023-02-27 17:17:48 PST

Bui It Fil e: Server SPK. spk

Bui | t Nane: TERR" - Server Edition (a/k/a TERR" service) Packages for Spotfire Server
W ndows 2116732a

Built1d: 2116732a- 306b- 48el-9a66- dal2286a44ce

BuiltVersion: 1.0.0.0

Bui | t Packages: R6 (>=2.4.1),assertthat (>=0.2.1),cli (>=2.1.0),crayon
(>=1.3.4),digest (>=0.6.25),dplyr (>=1.0.2),ellipsis
(>=0.3.1),fansi (>=0.4.1),generics (>=0.0.2), glue
(>=1.4.2),lattice (>=0.20-41),lifecycle (>=0.2.0), magrittr
(>=1.5),pillar (>=1.4.6), pkgconfig (>=2.0.3), purrr
(>=0.3.4),rlang (>=0.4.8),tibble (>=3.0.4),tidysel ect
(>=1.1.0),utf8 (>=1.1.4),vctrs (>=0.3.4), zoo (>=1.8-8)

The Bui | t Ver si on is always 1. 0. 0. 0 when you create the DCF using TERR, and then to
& create an SPK, unless you specify a different version in the function call. See Spotfire SPK
versioning for more information.

The SPK is ready to be placed in the Spotfire Server deployment area. Make a note of its location.
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5. Open a browser window and log in to Spotfire Server as the administrator.
Click Deployments & Packages.

7. Under Software Packages, click Add Packages.
The Add packages dialog box is displayed.

8. Browse to the location of the new SPK file, and then select it and click Open.
9. Click Upload.
10. Click Save area to save the deployment area.

Result

The packages are added to the Spotfire Server node manager where the TERR service is deployed. They
are ready to use in a visualization published for Spotfire web client users.

If you already installed the TERR service to your node manager, you must upgrade the service for the
newly-installed packages to be deployed.

Adding CRAN Packages to an existing SPK to put on Spotfire Server
By editing the DCF and then running a few lines of TERR code, you can add packages to a Spotfire SPK
that you can deploy to Spotfire Server for use by the TERR service and the Spotfire web clients.

You can create an SPK containing packages, you can add a package to an existing SPK, or you can
remove a package from an SPK. This topic demonstrates adding two packages to an existing SPK by
first downloading the packages, and then adding their names to the DCF that specifies the package
contents, and finally uploading the resulting SPK to the Spotfire Server.

Perform this task from the TERR console. Always use the version of TERR that is listed as supported in
the System Requirements.

%% ‘ On Windows, start the TERR console available from the Tools menu in Spotfire Analyst.

Prerequisites

¢ You must have access to the TERR console.

* You must have access to the original DCF that contains the packages in the original SPK.

‘\‘I’

The DCF is written to the default location for wri t eLi nes(), unless you specify another
location.

* You must have access to the Spotfire Server deployment area.
e You must have access to an internet connection that allows you to download packages from CRAN.

* You must build a package for the operating system on which your Spotfire Server node manager is
installed.

Procedure

1. From the TERR console, install the packages you want to add.

This example shows adding two packages. The function that builds the SPK includes all Includes
and Depends packages in the SPK.

#exanpl e
install.packages(c("caret,forecast"))

& If you are running Windows, you can install the packages you want in Spotfire Analyst, from
the Tools Package Management dialog box.
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Open the DCF containing the original packages in a text editor.

Find the line containing the packages.
"Packages: plyr, zoo".

Add the new package names to the list, and then save the DCF.
Do not change any other lines in the DCF.
"Packages: plyr,zoo,caret,forecast"”.

In the TERR console, call the function that creates the SPK, and pass in the name of the DCF you
edited and the file name of the original SPK. Additionally, explicitly provide the name of the
package to display in the Deployments & Packages list on Spotfire Server.

The name of the SPK to display in the Deployments & Packages list is needed to differentiate the
manually-edited file from the built file. You can provide the default, or you can provide a different
string.

bui | dSer ver SPK( " Ser ver SPK. dcf", " Server SPK. spk”, spkName="Approved CRAN Packages")

The Spotfire package file is created, and the file Ser ver SPK. dcf now contains the new packages, as
well as all Includes and Depends packages, and the BuiltVersion is incremented by a minor version
number.

"Packages: plyr, zoo, caret,forecast"

"Built: TERR service <ver>; 2023-02-27 17:19:25 PST

"BuiltFile: MyServer SPK. spk"

"Bui | t Name: Approved CRAN Packages"

" W ndows b8bf b095"

"Builtld: b8bfb095-a6e6-49ac-a6347-c41c22b965f a"

"BuiltVersion: 1.1.0.0"

"Bui | t Packages: KernSnmooth (>=2.23-17), MASS (>=7.3-51.6), Matri x"

" (>=1. 2-18), Model Metrics (>=1.2.2.2),R6 (>=2.4.1), RCol or Brewer"
" (>=1.1-2), Repp (>=1.0. 4. 6), SQUAREM (>=2020. 3), TTR"

" (>=0.23-6), assertthat (>=0.2.1),caret (>=6.0-86),class"

" (>=7.3-17),cli (>=2.0.2), codetool s (>=0.2-16), col or space"
" (>=1.4-1),crayon (>=1.3.4),curl (>=4.3),data.table"

" (>=1.12.8), digest (>=0.6.25),dplyr (>=1.0.0),ellipsis"

" (>=0.3.1),fansi (>=0.4.1),farver (>=2.0.3), foreach"

" (>=1.5.0), forecast (>=8.12),fracdiff (>=1.5-1),generics"

" (>=0.0.2),ggplot2 (>=3.3.1),glue (>=1.4.1), gower"

" (>=0.2.1),gtable (>=0.3.0),ipred (>=0.9-9),isoband"

" (>=0.2.1),iterators (>=1.0.12),1abeling (>=0.3),lattice"

" (>=0.20-41),lava (>=1.6.7),lifecycle (>=0.2.0), | ntest"

" (>=0.9-37),lubridate (>=1.7.8),magrittr (>=1.5), ngcv"

" (>=1.8-31), nunsel | (>=0.5.0),nl me (>=3.1-148), nnet"

" (>=7.3-14), nunDeriv (>=2016.8-1.1), pROC (>=1.16.2),pillar"
" (>=1.4.4), pkgconfig (>=2.0.3),plyr (>=1.8.6), prodlint

" (>=2019. 11. 13), purrr (>=0. 3. 4), quadprog (>=1.5-8), quant nod"
" (>=0.4.17),reci pes (>=0.1.12),reshape2 (>=1.4.4),rl ang"

" (>=0.4.6),rpart (>=4.1-15),scales (>=1.1.1),stringi"

" (>=1.4.6),stringr (>=1.4.0),survival (>=3.1-12),tibble"

" (>=3.0.1),tidyr (>=1.1.0),tidyselect (>=1.1.0),tineDate"

" (>=3043.102) ,tseries (>=0.10-47),urca (>=1.3-0),utf8"

" (>=1.1.4),vctrs (>=0.3.0),viridisLite (>=0.3.0),wi thr"

" (>=2.2.0), xts (>=0.12-0), zoo (>=1.8-8)"

The SPK is ready to be placed in the Spotfire Server deployment area.
Open a browser window and log in to Spotfire Server as the administrator.
Click Deployments & Packages.

Under Software Packages, click Add Packages.
The Add packages dialog box is displayed.

Browse to the location of the new SPK file, and then select it and click Open.

10. Click Upload.

11. Click Save area to save the deployment area.
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Result
The packages are added to the Spotfire Server node manager where the TERR service is deployed. They
are ready for use in analyses to be opened with the Spotfire web client.

If you already installed the TERR service to your node manager, you must upgrade the service for the
newly-installed packages to be deployed.

Removing CRAN Packages from an existing SPK to put on Spotfire Server

By editing the DCF and then running a few lines of TERR code, you can remove packages from a
Spottire SPK that you can deploy to Spotfire Server for use by the TERR service and Spotfire web client
users.

You can create an SPK containing packages, you can add a package to an existing SPK, or you can
remove a package from an SPK. This topic demonstrates removing packages from an existing SPK, and
then uploading the resulting SPK to the Spotfire Server.

Perform this task from the TERR console. Always use the version of TERR that is listed as supported in
the System Requirements.

& ‘ On Windows, start the TERR console available from the Tools menu in Spotfire Analyst

Prerequisites

o Review the SPK information in this Help.

¢ You must have access to the TERR console.

* You must have access to the Spotfire Server deployment area.

* You must have access to an internet connection that allows you to download packages from CRAN.

* You must build a package for the operating system on which your Spotfire Server node manager is
installed.

Procedure

1. Open the DCF containing the original packages in a text editor.

2. Find the line containing the package names.
"Packages: plyr,zoo,caret,forecast".
3. Remove the package names from the list, and then save the DCEF.
Do not change any other lines in the DCF.
"Packages: forecast".
4. In the TERR console, call the function that creates the SPK, and pass in the name of the DCF you
edited, and the file name of the original SPK.

Additionally, explicitly provide the name of the package to display in the Deployments & Packages
list on Spotfire Server. The name of the SPK to display in the Deployments and Packages list is
needed to differentiate the manually-edited file from the built file.

bui | dServer SPK(" Server SPK. dcf", "Server SPK. spk", spkName="Approved CRAN Packages")

The Spotfire package file is created, and the file Ser ver SPK. dcf now contains only the packages
you retained in the file, as well as all Includes and Depends packages, and the BuiltVersion is
incremented by a major version number.

"Packages: forecast"

"TERR service <ver>; 2023-02-27 17:22:42 PST"
"BuiltFile: MyServer SPK. spk"

"Bui | t Name: Approved CRAN Packages"
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" W ndows b8bf b095"

"Builtld: b8bfb095-a6e6-49ac-a6347-c41c22b965fa"

"BuiltVersion: 2.0.0.0"

"Bui | t Packages: MASS (>=7.3-51.6), Matrix (>=1.2-18), R6"

" (>=2.4.1), RCol orBrewer (>=1.1-2),Rcpp (>=1.0.4.6), TTR'
(>=0.23-6),assertthat (>=0.2.1),cli (>=2.0.2), col orspace"

(>=1.4-1),crayon (>=1.3.4),curl (>=4.3),digest"
(>=0.6.25),ellipsis (>=0.3.1),fansi (>=0.4.1),farver"
(>=2.0.3),forecast (>=8.12),fracdiff (>=1.5-1), ggpl ot 2"
(>=3.3.1),glue (>=1.4.1),gtable (>=0.3.0),isoband"
(>=0.2.1),l abeling (>=0.3),lattice (>=0.20-41),lifecycle"
(>=0.2.0),Intest (>=0.9-37),magrittr (>=1.5), ngcv"
(>=1.8-31), nunsel |l (>=0.5.0),nlnme (>=3.1-148), nnet"
(>=7.3-14),pillar (>=1.4.4), pkgconfig (>=2.0.3), quadprog"
(>=1.5-8), quantnod (>=0.4.17),rlang (>=0.4.6), scal es"
(>=1.1.1),tibble (>=3.0.1),tineDate (>=3043.102),tseries"

(>=0.10-47),urca (>=1.3-0),utf8 (>=1.1.4),vctrs"
(>=0.3.0),viridisLite (>=0.3.0),withr (>=2.2.0), xts"
(>=0.12-0), zoo (>=1.8-8)"

The SPK is ready to be placed in the Spotfire Server deployment area.
5. Open a browser window and log in to Spotfire Server as the administrator.
6. Click Deployments & Packages.

7. Under Software Packages, click Add Packages.
The Add packages dialog box is displayed.

8. Browse to the location of the new SPK file, and then select it and click Open.
9. Click Upload.
10. Click Save area to save the deployment area.

Result

The packages are added to the Spotfire Server node manager where the TERR service is deployed. They
are ready for use in analyses to be opened with the Spotfire web client.

If you already installed the TERR service to your node manager, you must upgrade the service for the
newly-installed packages to be deployed.

Adding CRAN Packages to an existing SPK to put on Spotfire Server

By editing the DCF and then running a few lines of TERR code, you can add packages to a Spotfire SPK
that you can deploy to Spotfire Server for use by the TERR service and the Spotfire web clients.

You can create an SPK containing packages, you can add a package to an existing SPK, or you can
remove a package from an SPK. This topic demonstrates adding two packages to an existing SPK by
first downloading the packages, and then adding their names to the DCF that specifies the package
contents, and finally uploading the resulting SPK to the Spotfire Server.

Perform this task from the TERR console. Always use the version of TERR that is listed as supported in
the System Requirements.

& ‘ On Windows, start the TERR console available from the Tools menu in Spotfire Analyst.

Prerequisites

¢ You must have access to the TERR console.

* You must have access to the original DCF that contains the packages in the original SPK.

sy

v The DCF is written to the default location for wri t eLi nes(), unless you specify another

location.

* You must have access to the Spotfire Server deployment area.
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» You must have access to an internet connection that allows you to download packages from CRAN.

» You must build a package for the operating system on which your Spotfire Server node manager is
installed.

Procedure

1. From the TERR console, install the packages you want to add.

This example shows adding two packages. The function that builds the SPK includes all Includes
and Depends packages in the SPK.

#exanpl e
install.packages(c("caret,forecast"))

& If you are running Windows, you can install the packages you want in Spotfire Analyst, from
the Tools Package Management dialog box.

2. Open the DCF containing the original packages in a text editor.

3. Find the line containing the packages.
"Packages: plyr, zoo".

4. Add the new package names to the list, and then save the DCF.
Do not change any other lines in the DCF.
"Packages: plyr,zoo,caret, forecast".

5. In the TERR console, call the function that creates the SPK, and pass in the name of the DCF you
edited and the file name of the original SPK. Additionally, explicitly provide the name of the
package to display in the Deployments & Packages list on Spotfire Server.

The name of the SPK to display in the Deployments & Packages list is needed to differentiate the
manually-edited file from the built file. You can provide the default, or you can provide a different
string.

bui | dSer ver SPK(" Ser ver SPK. dcf", "Server SPK. spk", spkNanme="Approved CRAN Packages")

The Spotfire package file is created, and the file Ser ver SPK. dcf now contains the new packages, as
well as all Includes and Depends packages, and the BuiltVersion is incremented by a minor version
number.

"Packages: plyr, zoo, caret, forecast"

"Built: TERR service <ver>; 2023-02-27 17:19:25 PST

"BuiltFile: MyServerSPK. spk"

"Bui | t Name: Approved CRAN Packages"

" W ndows b8bf b095"

"Buil t1d: b8bfb095-a6e6-49ac-a6347-c41c22b965f a"

"BuiltVersion: 1.1.0.0"

"Bui | t Packages: KernSnooth (>=2.23-17), MASS (>=7.3-51.6), Matri x"

" (>=1. 2-18), Model Metrics (>=1.2.2.2),R6 (>=2.4.1), RCol or Brewer"
" (>=1.1-2), Repp (>=1.0. 4.6), SQUAREM (>=2020. 3), TTR"

" (>=0.23-6), assertthat (>=0.2.1),caret (>=6.0-86),class"

" (>=7.3-17),cli (>=2.0.2), codetool s (>=0.2-16), col or space"

" (>=1.4-1),crayon (>=1.3.4),curl (>=4.3),data.table"

" (>=1.12.8),digest (>=0.6.25),dplyr (>=1.0.0),ellipsis"

" (>=0.3.1),fansi (>=0.4.1),farver (>=2.0.3), foreach"

" (>=1.5.0), forecast (>=8.12),fracdiff (>=1.5-1),generics"

" (>=0.0.2),ggplot2 (>=3.3.1),glue (>=1.4.1), gower"

" (>=0.2.1),gtable (>=0.3.0),ipred (>=0.9-9), i soband"

" (>=0.2.1),iterators (>=1.0.12),labeling (>=0.3),lattice"

" (>=0.20-41),lava (>=1.6.7),lifecycle (>=0.2.0), | ntest"

" (>=0.9-37),lubridate (>=1.7.8),magrittr (>=1.5), ngcv"

" (>=1.8-31), munsel | (>=0.5.0),nl me (>=3.1-148), nnet"

" (>=7.3-14), nunDeriv (>=2016.8-1.1), pROC (>=1.16.2),pillar"
" (>=1.4.4), pkgconfig (>=2.0.3),plyr (>=1.8.6), prodlinf

" (>=2019. 11. 13), purrr (>=0.3.4), quadprog (>=1.5-8), quant nod"
" (>=0.4.17),reci pes (>=0.1.12),reshape2 (>=1.4.4),rl ang"

" (>=0.4.6),rpart (>=4.1-15),scales (>=1.1.1),stringi"

" (>=1.4.6),stringr (>=1.4.0),survival (>=3.1-12),tibble"

" (>=3.0.1),tidyr (>=1.1.0),tidyselect (>=1.1.0),tineDate"
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(>=3043.102),tseries (>=0.10-47),urca (>=1.3-0),utf8"
(>=1.1.4),vctrs (>=0.3.0),viridisLite (>=0.3.0),withr"
(>=2.2.0),xts (>=0.12-0), zoo (>=1.8-8)"

The SPK is ready to be placed in the Spotfire Server deployment area.
6. Open a browser window and log in to Spotfire Server as the administrator.
7. Click Deployments & Packages.

8. Under Software Packages, click Add Packages.
The Add packages dialog box is displayed.

9. Browse to the location of the new SPK file, and then select it and click Open.
10. Click Upload.
11. Click Save area to save the deployment area.

Result

The packages are added to the Spotfire Server node manager where the TERR service is deployed. They
are ready for use in analyses to be opened with the Spotfire web client.

If you already installed the TERR service to your node manager, you must upgrade the service for the
newly-installed packages to be deployed.

Installing R Packages Manually

If you have write permission to the computer hosting the TERR service, then you can install packages to
a specific location manually, and then point to the package location in the custom configuration.

Perform this task on the computer hosting the TERR service (in the directory where the TERR engine is
installed), and then on the computer where Spotfire Server is installed.

This method of installing packages is useful for packages that have a larger number of dependent
packages. Dependent packages are installed by default, rather than manually, using this method.

Any time you install additional packages or update existing packages, be sure to install them in the
directory you specified for your packagePat h. You can have only one package path for the TERR
service installation.

Prerequisites

You must have administrative privileges to create a directory where packages are installed. You must
have administrative privileges and the tools password to update the cust om properti es file.

Procedure

1. On the host computer, create a directory to hold the packages.
You need to perform this step just the first time you install packages.

Example: /opt/r/library

2. From a command prompt, launch TERR console.

You can find the TERR engine in the / nodemanager/ <ver si on_#>/ nnf ser vi ces/ <TERR Ser vi ce
nane_gui d#> /terr/bin directory.

3. Install the packages to the directory you created, and where the TERR service can find them.
In this example, the survival package and its dependent packages are installed in the directory /
opt/terr/library.

instal | . packages("survival", lib="/opt/terr/library")

The package and its dependent packages are installed.
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4. Close the TERR console.
At the TERR command prompt, run the command q() .
The TERR console closes.

5. Update the TERR service configuration to specify the package path.

You need to export, edit, and reimport the cust om properti es file only the first time to set the
package path.

Remember that when you change the cust om properti es, you must edit the service
& configuration with a new name, and then reimport it to have it take effect. See Manually
editing the service confguration files for more information.

a) Follow steps 1-3 in Configuring the Service on page 17 to export the service configuration file
custom properties.

b) In the exported cust om properti es file, locate the entry for packagePat h.

c) Provide the path that you specified for the installed packages.

N The configuration setting packagePat h requires forward slashes (/) regardless of
operating system.

d) Complete the steps to rename, save, update, and import the changed service configuration file,
as described in Configuring the Service on page 17.

Creating a Spotfire Analysis to Display Installed Packages

You can create a data function for a Spotfire analysis that displays a table of all packages installed and
available to the TERR engine running in your TERR service.

Perform this task in an instance of Spotfire Analyst, and then save the resulting analysis to the Spotfire
library on the server.

Procedure

1. Open any analysis.

N

From the menu, click Tools > Register Data Functions.
The Register Data Functions dialog box is displayed.

Provide a name, such as | nst al | ed Packages.
From the Type drop-down list box, select R script - Open Source R.
Clear the Allow caching check box

ARSI

In the Script text box, type the following function.
packages <- install ed. packages()

7. Click the Output Parameters tab, and then click Add.
The Output Parameter dialog box is displayed.

8. For Result parameter name, type packages.
9. Provide a Display name, such as | nstal | ed Packages.
10. From the Type drop-down list box, select Table.

11. Run the function, and in the resulting Edit Parameters dialog box, select the Refresh function
automatically check box, and optionally, specify whether you want the function to always run in a
separate engine session. (For more information about the option Always run in separate session,
see "Configuring Data Function Parameters" in the Spotfire® User’s Guide.)

12. In the Run location drop down list box, select Force Server.
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13. Click the Output tab, and for the Output handler, select Data table.

14. Click OK and then save the data function to the library on the server.

Result

When you open the analysis from the library, the resulting table reports
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Service resource management scenarios

You can use a combination of the TERR service custom properties, including the pruning properties
engi ne. prune and dynani c. prune. t hr eshol d, to ensure the best usage of the TERR engines that the
TERR service allocates.

The custom properties engi ne. sessi on. max and engi ne. queue. si ze determine the number of
engines that are available, and the number of engines allowed in the queue, respectively. These values
are determined by the number of logical processors available on the node where the TERR service

is running. Additionally, you might want to set properties that control how long a TERR engine in a
session can remain idle, how long to run an execution before timing out, or the percentage of engines
that can run in a session before pruning is triggered.

The following two configuration examples, and their associated scenarios, demonstrate the resource
management for different combinations of custom properties. These non-exhaustive usage scenarios
are provided only to give two of many configurations for engine pruning and engine idle timeout. Your
needs can vary, depending on your job sizes, the number of users, and the number of available logical
processors.

Configuration A

Assume the following configuration values, where three engines are created and waiting in the queue
for jobs.

#Configuration A

engi ne. execution.timeout: 60

engi ne. sessi on. maxtime: 120

# by default, these are set to number of |ogical processors, mnus 1, on the system
engi ne. sessi on. max: 3

engi ne. queue. si ze: 3

# the idle tinmeout

engi ne. prune: 10

# The service capacity at which idle pruning is engaged, as a percentage val ue
# 0 = always idle prune

# 100 = never idle prune

dynami c. prune. t hreshol d: 100

The following three scenarios show how this configuration affects the jobs that users submit.

Scenario Result

1A: A single user submits a Because this job runs for longer than the value set for engi ne. executi on. ti meout, the
job that runs for more than execution is halted and the engine is destroyed. Results for this long job are not returned.
60 seconds When the user submits another job, a new engine is provided from the queue.

2A: A single user submitsa  The job completes and returns results, and the engine persists.

job that runs for 5 seconds . L L o .
The capacity of the service is equal to the number of engines in use divided by the maximum

sessions. In this case, the capacity is 1/3, or 33%, which is below the dynani c. pr une.
t hreshol d value of 100. The user can access this same engine for up to engi ne. sessi on.
maxt i me (in this case 120 seconds).

3A: Four users submit jobs The first three user jobs get engines, and the fourth user job must wait for an engine to become
that execute for 5 seconds available, because the engi ne. sessi on. max has been reached.
each

Because dynami c. prune. t hr eshol d is set to 100, which specifies never idle prune, the first
three users claim their engines for the duration of the value of the engi ne. sessi on. maxti me
of 120 seconds. At this point, the engines are destroyed and new engines are made available
on a first-come-first-served basis.
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Configuration B

Change the configuration as follows, where only the dynani c. prune. t hr eshol d has been changed
from 100 to O.

#Configuration B

engi ne. execution. timeout: 60

engi ne. sessi on. maxtime: 120

# by default, these are set to nunmber of |ogical processors on the system
engi ne. sessi on. max: 3

engi ne. queue. si ze: 3

# the idle tineout

engi ne. prune: 10

# The service capacity at which idle pruning is engaged, as a percentage val ue
# 0 = always idle prune

# 100 = never idle prune

dynami c. prune. threshold: 0

The same user scenarios show how this changed configuration affects the jobs that users submit.

Scenario Result

1B: A single user submits a No change in behavior from Configuration A.
job that runs for more than

60 seconds

2B: A single user submits a The job completes and return results.

job that runs for 5 seconds o L . .
The capacity is at 33 which is now higher than the dynani c. prune. t hr eshol d of 0, so the

engine is destroyed after the engi ne. pr une (idle timeout) of 10 seconds. If the user submits a
new job, a new engine is created from the queue.

3B: Four users submit jobs The first three user jobs get engines, and the fourth user job must wait for an engine to become
that execute for 5 seconds available, because the engi ne. sessi on. max has been reached.
each

However, dynani c. prune. t hr eshol d is set to always idle prune (0), so after submitting a job
and getting results, if a user sits idle for longer than engi ne. pr une of 10 seconds, the engine is
destroyed. More engines are created and made available to the fourth user.

Conclusion

In scenario 3A (where four users submit jobs, and the dynani c. prune. t hr eshol d is set

to 100), the fourth user might have to wait for up to 2 minutes for an available engine (the

engi ne. sessi on. maxt i me), whereas in scenario 3B (where four users submit jobs, and the
dynamni c. prune. t hr eshol d is set to 0), the fourth user could wait for just 15 seconds (job run of 5
seconds and engi ne. pr une idle timeout of 10 seconds).

By default, the dynani c. prune. t hr eshol d is set to 60, because this setting balances both access for

a high volume of users and faster response times for a lower volume of users. The default values for
engi ne. execut i on. ti meout and engi ne. sessi on. maxt i ne are set to balance security and availability.
For your on-premises usage, you might find it useful to increase execution timeouts or disable idle
timeouts altogether.

See Engine pruning on page 20 for more information about these custom properties. See Configuring
the Service on page 17 for information about setting all custom properties.
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Service Logs

After the TERR service is installed and started, it begins writing to the logs. These logs are stored in the
directory <node nmnager installation>/1|ogs.

Log name Description

servi ce- <i nst ancei d>- st dout . | og Prints | NFO-level information about the service startup, shut down, and any
exceptions. It also prints the Jetty component to the standard log files.

To set Jetty logging to DEBUGlevel, in the startup script (start-terr-
% servi ce. sh for Linux nodes, st art Ter r . bat for Windows nodes)

, uncomment the command SET JETTY_DEBUG=- Dor g. ecl i pse.

jetty. LEVEL=DEBUG

TERR- ser vi ce- <i nst ancei d>. | og Prints configuration options that the TERR service starts with. Provides
granular level of the individual engines, job execution details.
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Monitoring the Service using JMX

The TERR service supports JMX monitoring integration. JMX monitoring is turned off by default.
Prerequisites
You can install and use JConsole for monitoring the TERR service using JMX. JConsole is provided as

part of the Java SE Development Kit. (See Using JConsole from the Oracle Java documentation site.)
Alternatively, you can install and use VisualVM to monitor the TERR service using JMX.

o Important Because JMX monitoring requires connecting to the specific IP address of the node,
you must create a custom configuration for each node to monitor.

Procedure

1. Stop the TERR service.

2. Export and edit the cust om properti es, setting the following properties:

jmx.rm . username: usernane

jmx.rm . password: password

jmx.rm . host: <IP address of the Node Manager running Spotfire Service for R>
jm.rm .port: 1099

jmx. active: TRUE

See Configuring the Service on page 17 for detailed instructions.
3. Start the TERR service.
4. Check the I NFOlogs for the connection string.

If the setup and connection are successful, a JMX connection string is printed to logs at the | NFO
level.

2022-06-09T21: 03: 11,520 | INFO | [main] c.s.s.t.ServiceConfig: Service configured JMX Connection
string: service:jnmx:rm://10.10.100.60: 1099/j ndi/rmi ://10.10. 100. 60: 1099/ j nxr mi

e Ifjmx.rmi.usernane,jnx.rni.password,orjnk.rm. host are blank, then alog message is
printed indicating that the property is blank, and that the JMX connection is not created.

o Ifjmx.rmi.port isblank or undefined, then the port value defaults to 1099.

o Ifthejnmx.rmi. host is configured incorrectly, the connection times out and the service fails to
start. An error message is printed to the admin Ul and the logs.

A successful client connection is printed to logs at the DEBUGlevel. An unsuccessful client
connection attempt due to bad or missing username or password is printed at the ERROR level.

N If you are connecting to a remote host, the port must be opened in the firewall to allow the
connection.

5. Open JConsole, and in the remote process field, provide the JMX connection string provided by the
logs as shown:

service:jnx:rm://10.10.100. 60: 1099/ jndi/rm ://10.10. 100. 60: 1099/ ) nxrm

6. Provide the user name and password that you set in cust om properti es.

If a message is shown indicating t he connection coul d not be made using SSL. Wuld
you like to try wthout SSL?,then click Insecure connection.

JConsole should now show information from the service.

7. To view metrics specific to the TERR service, click the tab MBeans.
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8. In the left panel, expand the group labeled metrics.
Metrics are listed, including many JVM metrics. Some of the metrics specific for TERR are as

follows:

servi ceQueueCurrent Size - total nunber of engines currently waiting in the queue

servi ceQueueEng
servi ceQueueEng

configuration,
servi ceQueueEng
servi ceQueueEng
servi ceQueueEngi

nesDestroyed - total nunmber of engines destroyed after successful use
nesFailed - total nunber of engines that failed on startup due to
environnmental , or other exceptions

neslnUse - total nunmber of engines currently executing

nesStarted - total number of successful engines started

nesStarting - total nunmber of engines currently initializing

servi ceQueuel deal Si ze - the ideal queue size as defined by engine.queue.size in

cust om propert

es

servi ceQueuelast Port Sel ected - the last port chosen for engine creation

servi ceUsageByt esDownl oaded - total bytes downl oaded through the service

servi ceUsageByt esUpl oaded - total bytes uploaded through the service

servi ceUsageCapacity - the current capacity of the service as a percentage: current
sessi on over maxi mum al | owed concurrent sessions

servi ceUsageJobs - total nunber of jobs the service has created and run

servi ceUsageSessi ons - total nunmber of sessions the service has created

servi ceUsageM | |

islnUse - total time spent executing successful jobs, in mlliseconds
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Troubleshooting the Service

If you have problems with the service, review these tips.

Problems with the Docker fi | e on a Linux node manager

After the service runs, you can view the Docker fi | e that the TERR service writes. You can find the
file in the root service directory (for example, / opt / spot f i r e/ nodenanager / <ver si on_#>/ nni
services/terr-service-|inux-<version_# | D>/ dockerfil e/ Dockerfile.

Try test building the Docker image in the environment before starting the TERR service.

& Building an image takes time, so it can take a few minutes for the web UI to display a possible
image build failure. If a build failure occurs, the retry mechanism is triggered automatically.

Errors running data functions from a custom package in a container

If you are running a data function using a custom package in Spotfire from the TERR service running
in a Linux container, and you encounter the error message, "Error executing <functi onname>

for dynamic library <libname> from package <packagename> | oaded from /opt/packages",
then your custom package probably requires a library that is not available to the generic Debian
image supplied by default tor your docker container. (For example, some libraries require compilation
when they are installed, and they link in libraries on the host operating system that do not match the
container operating system.)

To test this issue, set the custom configuration property use. engi ne. cont ai ner s to FALSE, restart the
service, and then try running the data function again. This option runs the data function in the engine
that is accessible to the operating system and that can access system libraries.

If the data function runs successfully, and if you want to use containers, then you can create a custom
container that uses a version of Debian compatible to your system operating system. See Configuring
a custom Docker image on a node with internet access for more information.

Problems with the startup script

Check your script line endings.

Important Remember that for any script you write, the line endings must be ap(frc;priate for
_0 -

o the operating system where the service runs. Many text editors can perform en line (EOL)
conversion.

TERR service, Web Player, or node becomes unresponsive on a regular basis

This problem can occur if you have installed the TERR service on a node with another Spotfire service,
such as the Web Player or Automation Services. Install the TERR service on its own node.

Packages installed on a node manager running a different operating system than the engine

This unlikely case can happen if, for example, you are running the debian:12-slim Docker image for
your TERR service, but your node manager computer is running Red Hat Enterprise Linux (RHEL)
9. Because of symbol version issues, packages must be installed in an equivalent OS to the execution
environment. If this is not possible, try one of the following workarounds:

» Install the packages on a computer running the same operating system as your execution
environment, and then copy those packages to the node manager running the other operating
system. Provide the path in cust om properti es file for the configuration packagepat h.

» Create a customized image with debian:12-slim, and then install the required packages in the
image. Provide the image name in the cust om proper ti es file in the configuration setting
docker . i mage. nane.

Error message "Bad Request (400) - Unable to parse form content"
If you see this error, then the data being uploaded to the service is too large.

When a data function is run, it sends the relevant data from Spotfire to the TERR service for
rocessing. The TERR service has a file size upload limit, the default of which is 100 MB. When a data
unction is run with data that exceeds this limit, the TERR service returns the following error:

Error from Renpbte Service: Bad Request (400) - Unable to parse form content
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at Spotfire. Dxp. Dat a. Dat aFuncti ons. Execut ors. Renot eServi ced i ent. RunFuncti on(Dat aFuncti onl nvocati on
i nvocati on)

at
Spot fire. Dxp. Dat a. Dat aFuncti ons. Execut ors. SPl usFunct i onExecut or. <Execut eFuncti on>d__11. MoveNext ()

at Spotfire.Dxp. Data. Dat aFuncti ons. Dat aFunct i onExecut or Ser vi ce. <Execut eFuncti on>d__8. MoveNext ()

An administrator can change this upload limit if needed by creating a custom configuration.

If users see this error message, consider creating a custom configuration that increases the limits for
both of the following properties:

Property setting Description

spring.servlet.nultipart.max-file-size The total file size for upload cannot exceed the value for this
setting.

spring.servlet.nultipart.max-request-size The total request size for a multipart file upload cannot
exceed the value for this setting.

At a certain point, the Java Heap size fails to handle very large files. The threshold for this
behavior is dependent on the amount of RAM the TERR service node has. When the Java
Heap Size is exceeded, the following error message is displayed:

Error from Renpte Service: Internal Server Error (500) - java.lang. QutOf MenoryError: Java
heap space
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Spotfire Documentation and Support Services

For information about the Spotfire® products, you can read the documentation, contact Spotfire
Support, and join the Spotfire Community.

How to Access Spotfire Documentation

Documentation for Spotfire and TIBCO products is available on the TIBCO Product Documentation
website, mainly in HTML and PDF formats.

The website is updated frequently and is more current than any other documentation included with the
product.

Spotfire Documentation

The documentation for all Spotfire products is available on the Spotfire Documentation page. This page
takes you directly to the latest version of each document.

To see documents for a specific Spotfire product or version, click the link of the product under 'Other
versions', and on the product page, choose your version from the top right selector.

Release Version Support

Some release versions of Spotfire products are designated as long-term support (LTS) versions. LTS
versions are typically supported for up to 36 months from release. Defect corrections will typically be
delivered in a new release version and as hotfixes or service packs to one or more LTS versions. See also
https://spotfi.re/lts.

How to Contact Support for Spotfire Products
You can contact the Support team in the following ways:

o For accessing the Support Knowledge Base and getting personalized content about products you are
interested in, visit the support portal at https://spotfi.re/support.

» For creating a Support case, you must have a valid maintenance or support contract with Cloud
Software Group, Inc. You also need a user name and password to log in to https://spotfi.re/support.
If you do not have a user name, you can request one by clicking Register on the website.

System Requirements for Spotfire Products

For information about the system requirements for Spotfire products, visit https://spotfi.re/sr.

How to join the Spotfire Community

The Spotfire Community is the official channel for Spotfire customers, partners, and employee
subject matter experts to share and access their collective experience. The Community offers access to
Q&A forums, product wikis, and best practices. It also offers access to extensions, adapters, solution
accelerators, and tools that extend and enable customers to gain full value from Spotfire products.

In addition, users can submit and vote on feature requests from within the Ideas Portal. For a free
registration, go to https://spotfi.re/community.
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Legal and Third-Party Notices

SOME CLOUD SOFTWARE GROUP, INC. ("CLOUD SG") SOFTWARE AND CLOUD SERVICES
EMBED, BUNDLE, OR OTHERWISE INCLUDE OTHER SOFTWARE, INCLUDING OTHER
CLOUD SG SOFTWARE (COLLECTIVELY, "INCLUDED SOFTWARE"). USE OF INCLUDED
SOFTWARE IS SOLELY TO ENABLE THE FUNCTIONALITY (OR PROVIDE LIMITED ADD-ON
FUNCTIONALITY) OF THE LICENSED CLOUD SG SOFTWARE AND/OR CLOUD SERVICES. THE
INCLUDED SOFTWARE IS NOT LICENSED TO BE USED OR ACCESSED BY ANY OTHER CLOUD
SG SOFTWARE AND/OR CLOUD SERVICES OR FOR ANY OTHER PURPOSE.

USE OF CLOUD SG SOFTWARE AND CLOUD SERVICES IS SUBJECT TO THE TERMS

AND CONDITIONS OF AN AGREEMENT FOUND IN EITHER A SEPARATELY EXECUTED
AGREEMENT, OR, IF THERE IS NO SUCH SEPARATE AGREEMENT, THE CLICKWRAP END USER
AGREEMENT WHICH IS DISPLAYED WHEN ACCESSING, DOWNLOADING, OR INSTALLING
THE SOFTWARE OR CLOUD SERVICES (AND WHICH IS DUPLICATED IN THE LICENSE FILE) OR
IF THERE IS NO SUCH LICENSE AGREEMENT OR CLICKWRAP END USER AGREEMENT, THE
LICENSE(S) LOCATED IN THE "LICENSE" FILE(S) OF THE SOFTWARE. USE OF THIS DOCUMENT
IS SUBJECT TO THOSE SAME TERMS AND CONDITIONS, AND YOUR USE HEREOF SHALL
CONSTITUTE ACCEPTANCE OF AND AN AGREEMENT TO BE BOUND BY THE SAME.

This document is subject to U.S. and international copyright laws and treaties. No part of this document
may be reproduced in any form without the written authorization of Cloud Software Group, Inc.

Spotfire, the Spotfire logo, TERR, and TIBCO are either registered trademarks or trademarks of Cloud
Software Group, Inc. in the United States and/or other countries. A list of Cloud SG's trademarks and
trademark guidelines is available at https://www.cloud.com/legal.

All other product and company names and marks mentioned in this document are the property of their
respective owners and are mentioned for identification purposes only. You acknowledge that all rights
to these third party marks are the exclusive property of their respective owners. Please refer to Cloud
SG's Third Party Trademark Notices (https://www.cloud.com/legal) for more information.

This document includes fonts that are licensed under the Apache License, Version 2.0, which is
available at https://www.apache.org/licenses/LICENSE-2.0 and reprinted in the Addendum below.

Copyright (c) Christian Robertson / Google, Roboto font.

Cloud SG software may be available on multiple operating systems. However, not all operating system
platforms for a specific software version are released at the same time. See the "readme" file for the
availability of a specific version of Cloud SG software on a specific operating system platform.

THIS DOCUMENT IS PROVIDED "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT.

THIS DOCUMENT COULD INCLUDE TECHNICAL INACCURACIES OR TYPOGRAPHICAL
ERRORS. CHANGES ARE PERIODICALLY ADDED TO THE INFORMATION HEREIN; THESE
CHANGES WILL BE INCORPORATED IN NEW EDITIONS OF THIS DOCUMENT. CLOUD SG MAY
MAKE IMPROVEMENTS AND/OR CHANGES IN THE PRODUCT(S), THE PROGRAM(S), AND/OR
THE SERVICES DESCRIBED IN THIS DOCUMENT AT ANY TIME WITHOUT NOTICE.

THE CONTENTS OF THIS DOCUMENT MAY BE MODIFIED AND/OR QUALIFIED, DIRECTLY
OR INDIRECTLY, BY OTHER DOCUMENTATION WHICH ACCOMPANIES THIS SOFTWARE,
INCLUDING BUT NOT LIMITED TO ANY RELEASE NOTES AND "README" FILES.

This and other products of Cloud SG may be covered by registered patents. For details, please refer to
the Virtual Patent Marking document located at https://www.tibco.com/patents.

Copyright © 2017-2025 Cloud Software Group, Inc. All Rights Reserved.
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Addendum to Legal and Third-Party Notices

Apache License
Version 2.0, January 2004
http://ww. apache. org/ | i censes/

TERMS AND CONDI TI ONS FOR USE, REPRODUCTI ON, AND DI STRI BUTI ON
1. Definitions.

"Li cense" shall mean the terms and conditions for use, reproduction
and distribution as defined by Sections 1 through 9 of this docunent.

"Li censor" shall nean the copyright owner or entity authorized by
the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and al
other entities that control, are controlled by, or are under conmmobn
control with that entity. For the purposes of this definition
“control" neans (i) the power, direct or indirect, to cause the
direction or nmanagenent of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50% or nore of the
out standi ng shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity
exerci sing perm ssions granted by this License.

"Source" formshall mean the preferred formfor nmaking nodifications,
including but not Iimted to software source code, docunentation
source, and configuration files.

"Object" formshall nean any formresulting from nmechani ca
transformation or translation of a Source form including but
not limted to conpiled object code, generated docunentation
and conversions to other nedia types.

"Wor k" shall mean the work of authorship, whether in Source or
bj ect form nmde avail abl e under the License, as indicated by a
copyright notice that is included in or attached to the work

(an exanple is provided in the Appendi x bel ow).

"Derivative Wrks" shall mean any work, whether in Source or Object
form that is based on (or derived from) the Wirk and for which the
editorial revisions, annotations, elaborations, or other nodifications
represent, as a whole, an original work of authorship. For the

pur poses
of this License, Derivative Wirks shall not include works that remain
separable from or nerely link (or bind by nane) to the interfaces of,
the Work and Derivative Wrks thereof.

"Contribution" shall nean any work of authorship, including
the original version of the Work and any nodi fications or additions
to that Wirk or Derivative Wrks thereof, that is intentionally
subnmitted to Licensor for inclusion in the Wrk by the copyright owner
or by an individual or Legal Entity authorized to subnmit on behal f of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or witten comruni cation sent
to the Licensor or its representatives, including but not limted to
communi cation on electronic mailing lists, source code contro

syst ens,
and issue tracking systems that are managed by, or on behal f of, the
Li censor for the purpose of discussing and inproving the Wrk, but
excl udi ng conmuni cation that is conspicuously nmarked or otherw se
designated in witing by the copyright owner as "Not a Contribution."
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"Contributor” shall nean Licensor and any individual or Legal Entity
on behal f of whom a Contribution has been received by Licensor and
subsequently incorporated within the Wrk.

Grant of Copyright License. Subject to the terns and conditions of
this License, each Contributor hereby grants to You a perpetual
wor | dwi de, non-excl usive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Wrks of,
publicly display, publicly perform sublicense, and distribute the
Work and such Derivative Wrks in Source or Cbject form

G ant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual
wor | dwi de, non-excl usive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent |icense to nake, have made,
use, offer to sell, sell, inport, and otherw se transfer the Wrk
where such license applies only to those patent clains |icensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by conbination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claimor counterclaimin a lawsuit) alleging that the Wrk
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent |icenses
granted to You under this License for that Wirk shall terminate
as of the date such litigation is filed.

Redi stribution. You may reproduce and distribute copies of the
Work or Derivative Works thereof in any nmedium wth or wthout
nmodi fications, and in Source or (bject form provided that You
meet the foll owi ng conditions:

(a) You must give any other recipients of the Wrk or
Derivative Wrks a copy of this License; and

(b) You must cause any nodified files to carry promnent notices
stating that You changed the files; and

(c) You must retain, in the Source formof any Derivative Wrks
that You distribute, all copyright, patent, tradenmark, and
attribution notices fromthe Source form of the Wrk,
excl udi ng those notices that do not pertain to any part of
the Derivative Wrks; and

(d) If the Wrk includes a "NOTICE" text file as part of its
distribution, then any Derivative Wrks that You distribute nust
i nclude a readable copy of the attribution notices contained
wi thin such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Wrks, in at |east one
of the following places: within a NOTICE text file distributed
as part of the Derivative Wrks; within the Source form or
docunentation, if provided along with the Derivative Wrks; or
within a display generated by the Derivative Wrks, if and
wher ever such third-party notices nornally appear. The contents
of the NOTICE file are for informational purposes only and
do not nodify the License. You may add Your own attribution
notices within Derivative Wrks that You distribute, alongside
or as an addendumto the NOTICE text fromthe Wrk, provided
that such additional attribution notices cannot be construed
as nodi fying the License.

You nmay add Your own copyright statement to Your nodifications and
may provi de additional or different license terns and conditions
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for use, reproduction, or distribution of Your nodifications, or
for any such Derivative Wrks as a whol e, provided Your use,
reproduction, and distribution of the Wrk otherwi se conplies with
the conditions stated in this License.

5. Submi ssion of Contributions. Unless You explicitly state otherw se,
any Contribution intentionally submtted for inclusion in the Wrk
by You to the Licensor shall be under the terms and conditions of
this License, without any additional terns or conditions.

Not wi t hst andi ng t he above, nothing herein shall supersede or nodify
the terns of any separate |license agreenent you nay have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant perm ssion to use the trade
nanes, trademarks, service marks, or product names of the Licensor
except as required for reasonable and custonary use in describing the
origin of the Wirk and reproduci ng the content of the NOTICE file.

7. Disclainmer of Warranty. Unless required by applicable | aw or
agreed to in witing, Licensor provides the Wrk (and each
Contributor provides its Contributions) on an "AS | S* BASI S,
W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KIND, either express or
inmplied, including, without limtation, any warranties or conditions
of TITLE, NON-INFRI NGEMENT, MERCHANTABI LI TY, or FI TNESS FOR A
PARTI CULAR PURPOSE. You are solely responsible for determning the
appropriateness of using or redistributing the Wrk and assunme any
ri sks associated with Your exercise of perm ssions under this License.

8. Limtation of Liability. In no event and under no | egal theory,
whether in tort (including negligence), contract, or otherw se,
unl ess required by applicable | aw (such as deliberate and grossly
negligent acts) or agreed to in witing, shall any Contributor be
liable to You for danages, including any direct, indirect, special
i ncidental, or consequential danmages of any character arising as a
result of this License or out of the use or inability to use the
Work (including but not limted to danages for |oss of goodw ||,
wor k st oppage, computer failure or malfunction, or any and al
ot her comerci al damages or | osses), even if such Contributor
has been advi sed of the possibility of such danages.

9. Accepting Warranty or Additional Liability. Wile redistributing
the Work or Derivative Wrks thereof, You may choose to offer
and charge a fee for, acceptance of support, warranty, indemity,
or other liability obligations and/or rights consistent with this
Li cense. However, in accepting such obligations, You may act only
on Your own behalf and on Your sole responsibility, not on behalf
of any other Contributor, and only if You agree to indemify,
defend, and hold each Contributor harmess for any liability
incurred by, or clains asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDI TI ONS
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